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PACIFICA

Komnanus «MAUNOUKA» - aTo komaHaa npodeccrmoHanos, KOTopas oka3blBaeT MOJSIHbIA CNEKTP YCAyr Mo
nHdopMaLmMoHHOM 1 knbepbesonacHocTn — oT paspabotku ctpaternv Wb, BHeapeHUs 1 conpoBoXaeHUA
TEXHWYECKUX CPeAcTB 3aluTbl MHGOpMaUMM A0 OKA3aHWA KOHCANTUHIOBbLIX YCAYr MO AOCTUXEHUHD
COOTBETCTBUA TPEHOBAHNSAM MEXAYHAPOAHbIX M 0TPaCNEBbIX CTaHAAPTOB MHPOPMaLIMOHHON 6e30MacHOCTHU.

000

Bonbwon onbIT

Bonee 15 net Ha pbiHke MB. Bonee 30 kpynHbix (B T.4. rocyaapcTeeHHbIx)
knueHToB 13 Pecnybnunku KasaxctaH v ctpaH CHI™ B pa3nuyHbix oTpacnsx
3KOHOMMWKM, C Pa3NnyHoi MHPPACTPYKTYPON U ypOBHEM aBTOMAaTMU3aLMM

Bep.yu.me TexHonoruu

[apTHepcTBO ¢ BefyLwMMU MUpoBbIMUK BeHaopamu: IBM Security, Check
Point, Trellix, Positive Technologies, Fortinet, Tenable, CrowdStrike, Fudo
Security, CyberArk, Avanpost, R-Vision, Falcongaze v ap.

3KCﬂepTHaF| KOMaHAa

25 WTaTHbIX KBaNMULMPOBAHHbIX CNELVUanucToB No cUCTeMaM ynpaBneHus
nHdopMaumoHHoi 6esonacHocTn (CYMB), cucTeMHo apxuTekType,
aHanuTuke, TexHuyeckomy ayauty CYUB, aTuuHoMy xakuHry, pesepc
WHXXEHepun, aMUHUCTPUPOBAHMIO 1 Np.

MpodeccuoHanbHbIM MHTErpaTop

He saBnssce npon3soanTenem nporpaMm v obopyaoBaHus onpeaeneHHon
Mapku, Mbl mopekoMeHayeM ana Bac Hanbonee nogxoasiime pelweHus ana
noctpoeHuns CYUB «c Hyns» unu onTMMM3aumm cyLlecTBytoLLen

MHPPaCTPYKTYpbI

MopTBepXxAeHHOE KayecTBO

MesxayHapoaHbin cepTudukat cooTBeTcTBUS CUCTEMbI MEHeKMEHTa
TpebosaHuaM ctangapta ISO/IEC 27001:2013, napTHepcTso ¢ bputaHckum
MHCTUTYTOM cTaHaapTos BSI (BSI ACP, Homep 726) n Ceupetensctso TUV
AUSTRIA Standards & Compliance

CobCTBEHHbIN y4ebHbIN LEeHTP

LleHTp noBblweHua kBanudukauumn npodeccroHanos B obnactu
nHPopMaumoHHom besonacHoctn «PACIFICA» noMoraeT MakcMManbHo
BbICTpO 0CcBavBaTh HoBENMLWME UHPOPMALIMOHHBIE TEXHONOMMU U NepeaaBaThb
HaKOMMEHHbIe 3HAaHWUA U ONbIT

PACIFICA - Ku6epcnokoncteue Bawero 6usHeca.



PACIFICA '

[poBoANTCA ANS NONYYEHWs OTBETA HA BOMPOC: HACKONIbKO peasibHbI YypoBeHb MHPOPMaLIMOHHON be3onacHoCTyH
(MB) 8 KoMnaHuu cooTeTcTBYET AeknapupyeMoMy. Pe3ynbtaToM okasaHus ycnyru seasercsa ot4eT ob ayaute
(Gap-aHanus), cogepxaliui cBefeHNs 0 COOTBETCTBUM peasnbHoro yposHs B geknapupyemoMy (3agaHHoMy
3akoHopaTenbHbiMu HITA, oTpacnesbiMy cTaHgapTaMu Uan BHyTPeHHUMU nonutukammu UB).

B cnyuae, ecnu Bl ewe He onpefenunmcs ¢ HOPMaTUBHBLIM AOKYMEHTOM, Mbl FOTOBbLI MPOBECTH 3KCMNpecc-ayanuT
nHdopMaLMoHHOM be3onacHoOCTKW, Mo pe3ynbLTaToM KOToporo Bl nofyunte peanbHyo KapTUHY COCTOSHUA

CUCTEMbI MEHEAXMEHTA MHPOPMaLMOHHOV De3onacHoCTH U CTpaTeruo Ans fanbHenWwero passuTus v
NOBbIWEHWSA YyPOBHS COOTBETCTBUA KOHKPETHLIM HOPMaTUBHLIM TpebosaHuam B obnactu B (MoctaHosneHne
MpasuTensctea Pecnybnuku Kasaxcran ot 20 nekabpa 2016 roga N2 832., 1SO 27001, CT PK 15408, PCI DSS v .4.).

B paMkax ycnyrv Halwa KOMNaHus NpOBOAMUT OLEHKY Ha COOTBETCTBME OCHOBHbLIM «EANHBIM TpeboBaHNAM B
06nacT1 UHPOPMaLLMOHHO-KOMMYHUKALMOHHbIX TEXHONOTUIA 1 obecneyeHns MHGopMaLMOHHON 6e30nacHOCTH»
(MocTaHoenenue Mpasutensctea Pecnybnnkn Kaszaxcran ot 20 gekabpsa 2016 roga N2 832). Yenyra okasbiBaetcs
Takxe C y4eToM TpeboBaHMin U pekoMeHAaumil komnnekca ctaHaapTos ISO/IEC 2700x, CT PK ISO/IEC 27001:2015.
Pe3ynbtaToM paboT byneT SBNATLCSA 0TYET € ypoBHEM cooTBeTcTBUA MIC HOpMaTUBHON AOKYMEHTaLUK, a Takxe
nofpobHble PEKOMEHAALMN U NPaKTUYeckas NoMoLLb B UX peanu3auumn (nogrotoska\akTyanmsalums BHyTPeHHEN
LOKYMEHTaLMu, NOAUTUK U T.4.).

[MpoBoanTcs KoMnnekc paboT ana nonyvyeHnsa ceptudukata coorsetcTBus ctaHgapty PCI DSS,
«MOA, KIKOY», 8 UMEHHO:

npoBoAMM pa3paboTky JokyMeHTauuu, Tpe6{eMou7| crangaptom PCl DSS\nomoraem
BaM 3anontutk auct camoouerku PCl DSS [npu HeobxoanmocTu)

NPOBOAMM BCE HEODXOANMbIE TECTUPOBAHNA WHGOPMALMOHHON CUCTEMBI
Ha NpOHMKHOBEHUS U ASV-ckaHupoBaHue

flaeM pekoMeHAauun ansa npusefeHns B cootsetctaue ctaHaapty PCl DSS UT-uHdppacTpykTypbl

NPOBOAVM KOHCYNbTAaLMOHHYIO NOALEPXKKY HA BCEX aTanax cepTudukaLmm — oT Noucka opraHa
no NOATBEPXAEHWNIO COOTBETCTBUSA, [0 Bblgaun cepTudukarta coorsetcteus PCI DSS

BksitouaeT B cebst aHan13 3alMLLEHHOCTY NPUNOXKEHWUI, TECTUPOBAHME Ha MPOHWUKHOBEHWNE NHOPACTPYKTYpbI
C NpYMeHeHneM KOHTPOAMPYEMbIX U Be3onacHblx aTak, a Takxke ayaut 6esonacHocTn MT-apxuTekTypsbl.

Mo uToram ayauTa NpefocTaBNfeTCs NOAPOGHbIA OTHET O BbISBNEHHbIX YA3BMMOCTSAX C PEKOMEHAaLMUAMU No
X yCTPaHeHMH.



dTansl peanusaumnmn npoekTa:

NpoBOAMM pa3paboTky AokyMeHTauuu, Tpebyemon ctaHgaptom PCI DSS\nomoraem
Bam 3anonHuTtb nuct camooueHku PCI DSS {npw HeobxognMocTw)

I'IpOBeAeHme npenBapuTenbHOro ayamTa Jlel;lCTBy}OLLI,VIX npoueccoBs v onpepeneHne
NX COOTBETCTBUA TpeﬁOBaHMﬂM CTaHfapTa

OnpepeneHve n fokyMeHTMpoBaHWe 061acT NPUMEHEeHUA CUCTEMbI YNpaBaeHUs
MHPOPMaLMOHHO He30NacHOCTLI0 OpraHM3aLn U KOMMIeKTa COOTBETCTBYIOLLEN
AOKYMeHTaL W CUCTEMbI yNpaBaeHUs MH%}OpMaLLMOHHOVI 6e30MacHOCTLI0 B COOTBETCTBUM
¢ Tpe6oBaHuamMu ctangapTa ISO/IEC 27001 v np.

[poBefneHne oLUeHKM PUCKOB MHDOPMALMOHHON Be30MacHOCTY B paMKax yTBEpXKAEHHOM
001aCTN NPUMEHEHUS CUCTEMbI YNpaBaeHus MHGOpPMaLMoHHO be3onacHoCTbIo0 C pekoMeHAaLAaMY
MO YMEHbLUEHWIO YPOBHS BO3AENCTBUA PUCKOB HA MHPOPMALIMOHHYI0 6e30MacHoCTb

BHeppeHune cuctembl ynpasneHus nHGopMaLMoHHON Be30NacHOCTbIO, BKKOYAs BHeAPEHME
npoueccos obecneveHns nHdopMaLoHHoN besonacHoCcTH, BHeApEHNe CPeACTB U Mep
3alWnTbl HbOPMaLMK, NPOBEAEHNEe 0byUeHNs COTPYAHNKOB, NPOBEAEHNE BHYTPEHHEro ayauTa
Ha NpeAMeT roToBHOCTU Kk cepTudUKaLum

ObecneyeHne cepTupukaLmm cucteMbl ynpasaeHua MHGopMaLMoHHOM Be3onacHOCTbIO Ha
cooTBeTcTBUE TpebosaHuam cTaHaapta ISO/IEC 27001 u np.

B pamkax okasaHuWs ycnyru Hala KoMnaHUs ConpoBOXAaeT BECh NyTb K CepTUdUKaLUM — OT
MOArOTOBKM He0bBX0AMMOro NakeTa LOKYMEHTaLUMK B cooTBeTCTBUM ¢ TpebosaHuamu CT PK ISO/IEC
15408, npoBegeHUsi He0bX0AMMbIX UCMbITAHUI, 1O NOAHOFO CONPOBOXAEHUS NPU NPOBEAEHUN
CEepPTUGUKALMOHHBIX MPOLEAYP CO CTOPOHbI OpraHa no cepTuduKaymu.

3Tanbl paboT npu noarotToske k ceptudukauum tpebosaHunamM ctanpapTos I1SO:

O3HakoMuUTenbHas BCTpeYya C pyKoBOACTBOM N COTPYAHUKaMWN ANA Ppa3bACHEHNA
OCHOBHbIX MOMEHTOB peannsaunn npoekTa

I'Iposeu.eHme WHTEPBbIONPOBAHNA KNOYEBbLIX COTPYAHWUKOB OpraHn3aunu u
aHanu3 uMmetoLLencs BHyTpeHHEI;I AOKYMeHTaunu

Onpe,u,eneHme npoueccoB CUCTEMblI MEHELAXKMEHTA OpraHn3aunn U npasuna NX onucaHna

Pa3spaboTka HeobxoanMoro nakera fJOKYMeHTaLLMMW, ONUCHIBAIOLLLErO BbINOAHEHWE
TpeboBaHuit cTaHgapTa\cTaHAapToB

KoHcynbTMpoBaHMe 0TBETCTBEHHbLIX COTPYAHWUKOB OpraHuW3aLuy no Bonpocam
LOKYMEHTUPOBaHHOMN CUCTEMbI MEHEXKMEHTA

[poBeaeHve BHYTPEHHero ayanTa cCUcTeMbl MEHeA)XMeHTa Ha NpefMeT NoAroTOBKM
K cepTudUKaLMOHHOMY ayanTy

KoppekTrpoBka cucTeMbl MeHeAKMeHTa, NpU HeobXxoanMocTH

Conposo»(,ueHMe opraHuzauuun npun npoBefeHumn CepTVI(bVIKaLLVIOHHOI’O ayaunTa

McnbiTaHus Ha cooTBeTcTBUE TpeboBaHMAM MHGOPMaLMOHHON Be3onacHOCTH NPOBOAATCA B 06A3aTeslbHOM
nopsiake UK no nHuunaTuee cobeteseHHnka VC, B cooTBeTcTBUM C TpeboBaHMAMN «MeTOANKN NpoBeaeHNS
ncnbITaHU 06bEKTOB MHPOPMATU3aLIMN «INEKTPOHHOFO NPaBUTENLCTBA» U UHPOPMALIMOHHBIX CUCTEM,
OTHECEHHbIX K KPUTUYECKM BaKHbIM 06bEKTaM MHHOPMaLMOHHO-KOMMYHMKALMOHHON MHGPACTPYKTYpbI, Ha
cooTBeTCTBME TpeboBaHMAM MHPOPMaLMOHHON Be3onacHocTu». BkntoyaeT B cebsa koHcynbTaumm,
MEeTOANYECKYIO M NPAaKTUYECKY0 NOMOLLb B pa3paboTke BHYTPeHHEN 1 opraHn3aLMOHHO-PacnopsaANTeNbHON
LOKYMEHTaLuK, Bblfa4ya pekoMeHAaLmin no obecneyeHno COOTBETCTBUSA CUCTEMBI, COMPOBOXAEHWE NPOEKTa
npu nposegeHun ncnoitaHnin AO «'TC» nnu akkpeguToBaHHow nabopatopuen.
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B paMkax oka3zaHus ycnyru Hala KoMnaHus BbIMONHSAET:
AHanus Hanuuus n cobniogeHuns Tpebosaruin no VB cornacHo MNMoctaHoBneHns N248

BbipaboTky pekoMeHaaumnii no utoram obcnefoBaHus ¢ Lesbto obecneyeHns
Haf/exallero ypoBHs yCTaHOBNEHHbIX TpeboBaHui

ﬂO,D,I’OTOBKy WUTOrOBbIX OTYETHbIX AAHHbIX

MoctpoeHune komnnekcHon CYUB B KomMnaHuv Nnpon3BoanTCa B HECKONbKO 3TanoB:

AHanus TekyLien cuTyauum u 3agay B cdhepe UMb, BoigBneHne HeakTyanbHbIX U
Dy6nupytoLwnXcs AOKYMEHTOB, GOpMUpPOBaHUE NepeYHs HEAOCTaloLLMNX LOKYMEHTOB

AkTyanusaums/npoekTuposaHue npouemyp obecneyeHns nHbopMauMoHHon 6esonacHoCcTu
Onpepenexne nepapxuu n B3aumocsasen gokymeHtos b

PaspaboTka TpebyeMbix fokyMeHTOB no UB, akTyanusauma NoNoXeHUW, pernaMeHToB, UHCTPYKLUIA B
COOTBETCTBUW C U3MEHEHUSAMK TpeboBaHU 3aKOHOAATENBCTBA, @ TakXXe B LIeNsX UCKNYeHNs
nybnupoBaHWin U NPOTUBOPEYNIA B AOKYMEHTaX

ObHoBneHue B3anMocBs3en fokymeHToB Nb

OdopmneHune fokyMeHTauuu B cooTBeTcTBUM C TpebosaHuamMu CT PK, oTpacneBbiMu unm
KOpnopaTWUBHbIMW CTaHAAPTaMu

Pa3paboTka pekoMeHaaumnmn n Mep no coeplueHcTBoBaHuio CYWB B fanbHenwem
Pe3ynbraToM oka3zaHus yenyru asnaetca geictayiouwan CYMNB, kotopas obecneunsaet:
pacctaHoBKy npuoputetoB KomnaHuu B obnactn Ub

ONTUMMU3aLMI0 yNIPaBAEHYECKMUX MPOLECCOB, MOBbILEHNEe 000CHOBAHHOCTM Pacxof0B
Ha obecneyeHne MHPopMaLMOHHON besonacHocTH

LAOCTUXEHUEe «NMPo3payvHOCTU» npoLeccoB obecneyeHuns n ynpasneHua NBn
CHUXeHWe 3aTpaT B 3ToM obnactu

noBbllleHne nosepua U ypoBHA ynoBNeTBOPEHHOCTU CO CTOPOHbI NAapTHEPOB
N KNNEeHTOB paclinpeHne pblHOYHbIX BO3MOXHOCTEWN

obecneveHve apdeKTUBHON 3aLUTbl MIHGOPMALIMN B KPUTUHECKUX CUTYaLUAX

cBoeBpeMeHHOe BbifAB/IEHNEe PUCKOB, ynpaBieHne umun,
CHUXEHWNEe PNUCKOB OT BHELWHWUX N BHYTPEHHUX Yyrpo3

YNPOLLEHHYI0 NpoLeaypy cepTuduKaLuum oTpacnessIM CTaHAapTaM,
B C/ly4ae BO3HMKHOBEHUSA HeobXoanMocTy

B pamku BbinoaHeHWs paboT BXoAWT, HO He OrpaHUYMBaeTCs:

Pa3p360TKa HOpMaTVIBHOl?I AOKYMeHTauuu, perynmpyrou.leﬁ npouecchbl MHBEHTapun3aunn n
KJ'IaCCMd)MKaLJ,l/IM MH¢00pMaLJ,MOHHbIX M CoONyTCTBYHOLLNX UM aKTUBOB

Pa3paboTtka HopMaTUBHON AOKYMEHTALMK, PErYANPYIOLLEN NPOLECChl OLLEHKN PUCKOB,
CBA3aHHbIX C UHPOPMALMOHHBIMU aKTUBaMU

KoHcynbTaumnoHHas nogfepxka B GopMUpoBaHUM peecTpa akTMBOB, NOArOTOBKE peecTpa
puckoB 1 pa3paboTku nnaHa no obpaboTke puckos
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TUY -

AUSTRIA o

BHeppeHue cucteM MeHepXXMeHTa B COOTBETCTBUM C TpebOBaHWUAMU MexXAyHapOLHbIX CTaHLAPTOB U
nocnepytouian ceptudukaumsa stux cuctem 8 TUV AUSTRIA gaét KoMnaHum pag 3HauMTenbHbIX npenMy-
LLeCTB, NOBbLILWAA NPU 3TOM €€ KanuTanu3aumnio, KOHKYPEHTOCNOCOBHOCTb U YPOBEHb AOBEPUS CO CTOPOHbI
3aKasyMKoB, a TakXe MoMoraeT MpuBAedyb HOBbIX knneHToB. OpgHako, Komnawus He Bcerpa obnapaet
HeobXoAVMbIMU pecypcaMm U ONbITOM /15 CAMOCTOATENbHOr0 BHEAPEHUS CUCTEM MEHEAXMEHTA, T. K. AaHHbIN
NpoLecc MoXeT BbITb LOCTATOYHO COXKHbLIM, ANUTENBHBIM U TRYA0EMKUM. TUV AUSTRIA siBnsieTcs He3aBuCU-
MbIM CePTUPUKALIMOHHBIM OPraHOM 1 He NPefoCTaBASET KOHCANTUHIOBbIE YCNYTW, CBA3aHHbIE C MOATOTOBKOM
opraHv3auui kK ux nocneayiouien ceptudukaumu, cTporo cobnoaas cooTBeTcTByOWMe Npasuna MexayHa-
pogHoro akkpeputaunoHHoro dopyma (IAF), nockonbky, B NpoTMBHOM crydae, GyaeT HapyweH npuHLMN
HesaBMcUMocTH cepTudukaummn. OgHako TUV AUSTRIA Bcerna rotoBbl 0kasaTh MHbOPMALMOHHYIO Noaaep-
XKy, rae v kak KoMnaHus MoXeT nony4nTb HeobxoaMMble KOHCANTUHIOBbIE YCAYTU.

B stoi ceasn TUV AUSTRIA Standards & Compliance paspaboTan nporpamMmy peructpaiim KOHCYNbTaHTOB, K
KOTOPbIM MOXHO 0bpallaTbea 3a ycayramu no noarotoske k ceptuoukaumm. TOO «MALNDOUKA» senseTcs
3apernucTpupoBaHHbIM koHcynbtaHToM TUV AUSTRIA (NeTAP 009-2020-05/25) n npoxoauT perynspHbie
TPEHUHTU NO 3GDEKTUBHOMY MPUMEHEHUI0 MEeXAYHapOAHbIX CTaHAAPTOB U ayauTy. Mbl moMoXxeM BaM
pa3paboTaTb M BHEAPUTH CUCTEMbl MEHE)KMEHTa B COOTBETCTBUM C TpebyeMbIMU cTaHAapTamu, obecneuns
NPV 3TOM NOMHYO NoAAep>KKy Bawen KoMnaHum Ha nyTu K cepTudukaumu.

Bsaumopeiticteune ¢ TUV AUSTRIA Standards & Compliance no3sonsieT Ham ¢ 6onblieit 3hppekTUBHOCTLIO
NPUMEHATbL Nyyline MUpOoBble NpakTUkn 1 HapaboTku TUV AUSTRIA B pasnuyHbix obnactax npu okasaHum
yCAyr HaLWUM KAWEHTaM.

CotpyaHuuectso ¢ TUV AUSTRIA paéT Hawen KoMnaHuu
BO3MOXHOCTb NPOBOAUTb:

©  lMoprotoBky opraHn3auuit k cepTudukaLmm cuctem
MeHe[)KMeHTa no cTaHgaptam IS0

©  CepTudukaumoHHble kypcbl 0byyeHUs no cTaHpapTam
IS0 (27001, 9001, 14001 n 45001)

AONONHUTENBbHAA UHOOPMALUA:
Y3HATb BOJbLLE O TUV
Beb-canT: www.tuv-austria.ru
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COOTBETCTBUA CUCTEMbl MEHeDKMeHTa TpeboBaHMAM cTaHAapTa
ISO/IEC 27001:2013

B cooTBeTcTBMM C Npoueaypamu TUV AUSTRIA CERT HacTosiLuMM noaTeepxaaeTcs, YTo

TOO NALINMDUKA

yn. AyasoBa 60, ocouc 17A
050008, r. AnmaThbl
Pecny6nuka KasaxcrtaH

MpuMeHsieT cucteMy MeHe)KMeHTa, COOTBETCTBYIOLLYIO BbllLEHA3BaHHOMY CTaHAApTY B
cneayrowmx obnacTsx:

Oka3saHue npodeccuoHanbHbIX YCIyr B obnactu obyyeHus,
BHeApeHus, peanusauum o6opyaoBaHusi U NporpaMMHOro
npoaykTa B cchepe IT u nHcpopmaunmoHHON 6e30MacHOCTU.

[encTaytolee 3assneHve o npumeHnmocTy: V1.0 ot 06.09.2021

PervicTpaumnoHHbIn Homep ceptudmkaTa: TA420213012653 OencteuteneH go 2025-01-10
[ata nepBuyHOW

cepTudumkaumn: 2022-01-11
‘Nora

OpraH no ceptudukaumnm r.Bena, 2022-01-11
TUV AUSTRIA CERT GMBH

HanHas cepTucukaums 6bina nposeaeHa B COOTBETCTBIM C NPoLeaypamu ayAnTMPOBaHUs 1
ceptucpmkaumm TUV AUSTRIA CERT GMBH v noanexuT perynsipHbIM Ha430pHbIM ayauTam.
TUV AUSTRIA CERT GMBH  Deutschstrae 10 A-1230 Wien  www.tuv.at
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PACIFICA

KomnnekcHasa CYWB npefHa3HaveHa pns CHUXEHUS PUCKOB peanusauuu nonHoro cnektpa yrpos Mb. 370
[OCTUraeTcs 3a CHET COBMECTHOrO NPUMEHEHUSA CPa3y HECKONbKUX TEXHONOMWUI U CPEACTB 3aLinTbl UHPopMa
LMK, pa3BepHYTbIX NOA eAUHbIM YNPABAEHNEM W OMUPAIOLLMXCA HA efUHYI0 OpraHW3aLMOHHO-HOPMAaTUBHYIO
6a3y. Ycnyra opreHTpoBaHa Ha 3awmty UT-undpactpyktypsl (cets, LIOL, npocTpaHcTBo paboynx ctaHumi), a
Takxe MpefocTaBNsieMblx Ha ee 6aze MHPOPMALMOHHBIX M TENEeKOMMYHWUKALMOHHbIX cepsucoB (cayxba
KaTasoros, noyta, yaaneHwHbln goctyn, dannosoe xpaHunule, cetesas nedatb, goctyn 8 WHTepHet) u
0XBaTbIBAET He TONIbKO TEXHONOMUYECKINIA, HO M OpraHn3aLMOHHbIN ypoBeHb obecneyeHuns Ub.

Yenyra Heobxoguma KoMnaHusM B Tex cnydasx, korga:

HeobxoanMo obecneunTb efuHyto Touky cbopa, xpaHeHnsa 1 aHanu3a nHdopmauum o cobbiTuax 1B,
reHepupyeMblx T-HPpacTpykTypomn v cpeAcTBaMM 3alUuTbl UHPOpPMaLLUK

Hy>KHa pakTypa ANs paccnefoBaHUS MHUMAEHTOB, Npu 3TOM TpebyeTtca obecneynTb rnybokyto
peTpocnekTuBy «10ros» (rogbl, Mecsubl)

HeobxoArMo 0NepaT1BHO BbISBAATL aBapuitHble CUTYaLUmMn U MHUMAEHTLI VB no gaHHbIM
KOPPEenAUMOHHOro aHanm3a cobbiTuit

TpebyeTca aBTOMaTU3MPOBaTh NPOLECC OLEeHKN cooTBeTcTBMSA TpebosaHuaM (Compliance)
8 KoMnanuu cozgaetca onepatusHbiin ueHtp UB (OLNB/SOC)
B KoMnaHun BHegpstoTca npouecchl ynpasnernus UT Ha ocHose ITSM

Ycnyra npegnonaraer passepTbiBaHWe KOPMOPaTUBHOW cucTeMbl, obecnedynBaiolleil LeHTPanM30BaHHyo
aHTUBMPYCHYIO 3aLLMTy ANA pabounx CTaHLMIA, CEpBEPOB U NPUKNAAHbIX WA030B. KopnopaTneHas aHTUBUpYC-
Has CMCTeMa CHUXaET PUCKM, CBA3aHHbIE C aKTUBHOCTbIO BpegoHocHoro M0, a ueHTpanu3saums ynpasneHus v
06HOB/IEHMIA NO3BONSAET CHU3UTbL omepaunoHHble nagepxkn (OpEx).PesynstaTom okasaHus ycnyru ssnsercs
3G dEKTUBHO AeiCTBYIOLLaA KOMMNEKCHas CUCTEMa aHTUBMPYCHOM 3aLLuThl 0T BpegoHocHoro 0.

Ycnyra npepoctaBaseTca B Uenax ToyHon uaeHTudukaumm APT-atak (Advanced Persistent Threats) ans
3¢bPeKTUBHOro NpeaoTBpaLLeHNsA HeCaHKLMOHMPOBAHHOMO AOCTYNA K 0CHOBHLIM MHPOPMALMOHHBLIM pecypcam
Komnanun. LleneBble kubepaTaku HanpaBieHbl Ha KOHKPETHY KOMMAHWIO WX OTpacib WU rapaHTUpyloT
3/10yMbILUNEHHWKAM B CAly4ae ycnexa noayyeHue LeHHbIX AaHHbIX UK 4eHeXHON npubbinn. CaMbiMy onacHbIMK
13 uenesblx aTak sBnatotcs APT - pacnpepeneHHble BO BpeMeHwu yrpo3sbl. B xoge mopobHow aTaku xakep
nonyyaeT AOCTYN K CETU KOMMaHUW, 3aKpPenaseTcs B Hel U MOXET Haxo4UTbCS BHYTPU He3aMeuyeHHbIM B
TeUeHMe HeCKONbKUX MeCALLEB UV Aaxe NeT.

Pe3ynbTaTtoM okasaHWs ycnyru sIBASIETCA HACTPOEHHbIM WM 3anyLieHHbI KOMMAEKC paHHero BbifABIEHUS
COXHbIX LeNleHanpasieHHbIx atak (MOHUTOPUHT ceTeBoro Tpaduka, Gannos v aHanMU3 UCTOPUYECKUX AaHHbIX),
KOTOPbIN MO3BOMWUT MakCcMManbHO bbICTpo 0bHapyXWTb MPUCYTCTBUE 3/10yMbILLIEHHUKA B ceTn, obecneynt
CBOEBPEMEHHOE pearmpoBaHue v BOCCO3AacT NOMHYI0 KAPTUHY aTaku ANS AeTanbHOro paccnefoBaHus.

chyra npegycMaTpuBaeT peannsaynio pasiMyHbIX MexaHU3MOB M,D,eHTMq)VIKaIJ,MM, GYTEHTMC')MKGU,MVI ]
aBTOpU3aunmn B MHd)OpMaLI,MOHHbIX cucTtemMax n cepBucax. ynpaBneHme AOCTYNOM NO3BOSIAET YMEHbLNTb PUCKN
HCﬂ, K Ba>XHbIM MHdJOpMaLWIOHHbIM pecypcaM, TeéM CaMbIM CHWXXaA BO3MOXHble I'IOTepVI OT pa3rnaweHna
l/lHd)OpMaLll/lM, a TakXXe noMoraeT onTMMM3NpPoOBaTb 6M3H6C-I'Ip0LleCCbl 3a CYeT CKBO3HOM ayTeHTVIq)MKaLWIVI n
aBTOMaTM3aunn npoLeccoB nNpefocTaBaeHNAa KOpNnopaTUBHOIo AocTyna K MC, NoBbIWad NPpoOn3BOANTENIbBHOCTb
Tpyaa.
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MpvBuNErupoBaHHbIA AOCTYN npepoctasnsercs UT-agMuHUCTpaTOpaM, KOHTPOAMPYIOLMUM 3HAUMTENbHYIO
4aCTb TEXHOMOTMIA OpraHW3auuu, U APYrUM Monb30BaTENAM, UMEKLWMUM JOCTYN K KPUTUYECKU BaXKHbIM A5
Bu3Heca akTMBaM.

310yMbILLNEHHWKM YaCTO MCMNONb3YIOT cnabble MecTa B cucTeme 6e30MacHOCTM MPUBUIErMPOBAHHOO JOCTyNa
BO BPeMs NPOBEAEHNS aTak C NMOMOLLbI MPOrPaMM-LUAHTaXXMCTOB, OCYLLECTBAAEMbIX YENOBEKOM, U LieneHan-
PaBJIEHHON KPaxu faHHbIX. [103TOMy opraHu3auuu AOMXKHbI CAENaTh 3aluUTy NPUBKUIErMPOBaHHOO A0CTYNa
OLHWM M3 FNaBHbIX NPUOPUTETOB HE30MACHOCTM 13-3a 3HAUYNTENILHOrO MOTEHLMANBHOTO BAMAHUA Ha BU3Hec
3/10yMbILUNEHHUKOB, KOMMPOMETHPYIOLLMX 3TOT YPOBEHb LOCTYNA.

Ycnyra HaueneHa Ha co3paHve 1 3anyck B KoMnaHuy npouecca KOHTPOAS ¥ aHanv3a 3alMWEeHHOCTU B LieNsx
NOATBEPXAEHUSI COOTBETCTBMA Mep 3aluTbl TpeboBaHMAM pPyKOBOASALLMX W METOAUYECKUX LOKYMEHTOB,
nonuTUKN B 1 TeXHNYECKUM peLleHnsM No 3aLmTe MHpopMaLun.

B pesynbTate BHeapeHus npouecca obecneynBaeTca AOMXKHbLIA KOHTPONb 33 YpOBHEM WHGPOPMALMOHHON
BesonacHocTy, YTO MO3BOASET MOATBEPXAATb COOTBeTCTBME TpeboBaHWAM no obecneyeHnio 3agaHHOro
ypoBHA VB 1 onepatuBHo BbiABASATL HegocTaTkn B obecnevennn B nysassumoctn UT-cuctem n cepsucos. Tem
CaMbIM, CYLLLECTBEHHO CHUXAIOTCA PUCKM HapyLeHns VB v cBA3aHHbIe C HUMU U3AEPXKKH.

Llenbto npegoctaBneHns ycnyru asnaetca obecnevenune VB npu noaknioyeHnmn kK BHeWWHUM MHGOPMaLMOHHO-
BbIYMCIUTENbHLIM ceTaM (ceTb VIHTEpHET, CeTu CTOpPOHHMX opraHuW3auuii, ceTb onepatopa CBA3M) U BHYTPU
KopnopaTMBHOW ceTu 3a cHeT 0bHapy>xxeHWs B CeTeBOM TpaduKe NPU3HAKOB NOMbITOK peanun3aLmm atak.
YcTaHoBNEHHas M HacTpOeHHas cucTemMa npefoTBpalleHns BTOPXKEHUI no3sonseT obecneynTb paHHee
obHapyxeHve aTak U CBOEBPEMEHHYI peakLMio Ha HWX A0 HacTynaeHWs HebnaronpusTHbIX NMOCNEACTBUN.
[oBblWwaeTca ypoBeHb AOCTYMHOCTU MHGOPMALMOHHBIX PECYPCOB U CEPBUCOB, 3a cYeT Yero obecneynBaeTcs
CHWXXEeHWe NoTepb, CBA3aHHbIX C NPOCTOAMM BCleacTeue peanu3auun yrpos Ub.

Llenbto npepgoctaBnenus ycnyru asnsetcs obecneyenne UB npy nofkntodeHUN K BHEWHUM MHGOPMALMOHHO-
BbIYMCNUTENbHBIM CETAM 3a CYET yNpaBieHus NPOXOXAeHMeM ceTeBoro Tpaduka yepes rpaHuuy (nepumertp
GesonacHocTu) cetu.

Ycnyra ypoBnetBopsieT WUPOKUM cnekTp nmoTpebHocTen B obecneyeHun ceteBoi besonacHocTu
MHPOPMALIMOHHO-BLIYUCANTENBHBIX PECYPCOB.

KpoMe Toro, MexceTeBoe akpaHupoBaHue sBAsSeTCA 0bs3aTenbHbIM YCN0BMEM BbINOAHEHUA TpeboBaHuUiA no
3almMTe NepcoHanbHbIX AaHHbLIX, MPUMEHAETCS NPYU peanu3auuu NonoxkeHWn 3akoHodaTenbcTBa 0b oxpaHe
KOHdUAEHUMaNbHOM MHOpMaumMu v Npu peanusauunn TpebosaHuin CT PKISO/IEC 27001 n PCI DSS.

Ycnyra npefHa3HayeHa ANA CO34aHWA YCNOBWUM MO BbIABAEHWIO W HNOKMPOBAHWID MOMbLITOK
HEecaHKLMOHMPOBAHHOIO pacnpocTpaHeHns (komupoBaHws, nepepayun) KoHuAeHUWanbHOW MHbOpMaLWu,
npeAcTaBAsiolen Ans ee BNafenbla KOMMEPYECKY UAN UHYIO LEHHOCTb. TeM caMbIM, Ha TEXHONOrUYECKOM
ypOBHe OCyLLeCTBAAETCA NPOTUMBOAENCTBME MHCaWAy, a Takxke npodunakTuka HeraTMBHbIX MOCNEACTBUN
xanaTtHoro obpalleHns ¢ MHPOpMaLueiln OrpaHMYEHHOro A0CTyna W HapyleHus npasun ee obpaboTku.
KnioueBasi ueHHocTb pasBepHyToro DLP-pelweHua 3aknioyaetcs B MUHUMW3ALUWMM MOTEPb, CBA3AHHbIX C
yTeykamu faHHbIX K KOHKypeHTaM, B CMW 1 B pyrue HexenaTenbHble MecTa.

PesynbraTtoM okasaHus ycayru ssnsietca komnnekc pewennn DLP n CK3W, koTopbin Ha ocHoBe
LIOKYMEHTVPOBaHHbIX NpoLieayp obecneynBaeT KOHOUAEHUNANBHOCTb UHPOPMALIMU. 3a CHET ITOrO CHUXKAKTCA
noTepu 1 N3AEePXKKKU, CBA3aHHbIE C HENPAaBOMEPHbLIM AOCTYMOM K BaXXHbIM AAaHHbIM B C/ly4ae NoTepu Hocutenen
MHbOpMaLLMK, NPU CNyYalHOM AOCTyMe CO CTOPOHbI HEaBTOPU30BAHHOIO NepcoHana BCAeACTBUE HapyLleHus
WAN XanaTHOCTMW, NPU MOMbITKaX [OCTyna K JaHHbIM CO CTOPOHbI 1L, 03HaKOMEHMNe KOTOPbIX C 3alluLiaemMon
nHpOpMaLen HexenaTenbHO.
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Ycnyra npefocTaBnsiercs B Lensx npoTUBOAENCTBIS PACNpPOCTPaHEHUIO HEXeNaTeIbHOW 3IEKTPOHHOM NOYThI U
BPEAOHOCHbIX BIOXKEHMN.

PesynbTaToM okasaHua ycnyru ABASETCA HACTPOEHHbIM M 3anyWeHHbI CepBuMC UHGOPMaLMOHHOW
6e30mMacHOCTU C NPOBEPKOi NoYTOBOro Tpaduka Ha NpeaMeT HaNUUYMs B HeM BUPYCOB U cnaM-coobuierui. Ero
npuMeHeHne obecneynBaeT CHUXEHUE 0BLLNX U3LEPXKEK U MOBbILIEHWE NMPOMU3BOAUTENbHOCTH KoMNaHum 3a
CYeT yCTpaHeHMs KOMMeKca HeraTuBHbIX GakTOpOB, CBA3aHHbIX C PACNPOCTPaHEHNEM CamMa U BPefOHOCHbIX
BIIOXKEHMWIA.

Ycnyra npepoctaBnfeTca B LENAX NPOTUBOAEWCTBUSA PacnpoOCTPaHEHUIO HexXenaTeNbHbIX Beb-3neMeHToB U
yCTpaHeHWs KoMnieKkca HeraTuBHbIX pakTOpPOB, CBSA3aHHbIX C BE6-Tpadukom.

Pe3ynbTaToM okasaHWa ycnyru sBASeTCS HAaCTPOEHHbIW WM 3anylWeHHbI CepBUC UHOOPMALMOHHOWM
6esonacHocTn MMPOKCW cepsep (WEB GATEWAY). Ero npuMeHeHmne obecneynsaeT CHuxeHue obLimx nagepxek
1 NOBbIWEHWe Mpou3BoAUTeNbHOCTU KOoMNaHuu 3a CYeT yCTpaHeHWs KOMMeKca HeraTUBHbIX (akTopos,
CBA3aHHbIX C PACNPOCTPaHEHUEM HexenaTeNbHbIX Beb-31eMeHTOB 1 3KCMI0NTOB.

YnpagneHue MobuabHbIMK ycTpoiicTBaMu (Mobile device management, MDM) - Habop cepBHCOB v TexHOOrniA,
obecneynBaloLWMX KOHTPOMb M 3aLUTYy MODWMNbHBIX YCTPOWCTB, MCMOJb3YEMbIX OpraHu3auunen u ee
coTpyaHuKamu. MoHaTUe «MObUbHbIE YyCTPOMCTBa» B LAHHOM cyyae NoApasymMeBaeT CMapThOHbI, NNaHLWETbI
M cneunanu3npoBaHHbIE KOMMbIOTEPbI, Takue Kak TepMUHanbl cbopa AaHHbIX UAU MOBUNbHbIE NnaTeXHble
CUCTEMBI.

Ycnyra npepocTtaBnsetcs B LeNsX pelweHus ABYX OCHOBHbIX 3apay: obecneveHue besonacHocTtu
KOpPMopaTUBHbLIX AaHHbIX Ha YCTPOMNCTBAX, HaXo4ALLMXCSA BHE CETeBOW WHGPACTPYKTYpbl, @ Takxke KOHTPONb
COCTOSIHMA CAMUX YCTPOWCTB.
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Komnanus «MALNDUNKA» okasbiBaeT npodeccroHanbHble ycnyru B GopMUpoBaHUM CTpaTerum U NocTpoeHum
onepaTHBHbIX LeHTOB WHOPMaLMOHHONM be3onacHoCTh B opraHn3aLumsax 1toboro ypoBHs, a Takxe, yunTbiBas
oTpacnesyto cneunduky 1 ocobeHHOCTV AeATENbHOCTN OpraHn3aLunm, LeNCTBYOLLYIO NONNUTHKY Ge3onacHoCTU u
ncnonb3yeMble CPeACTBa 3aLinThl, NoAOUpPaeT MUHUMaNbHbIN Habop NOUCKOBbLIX CPEACTB.

OnepatueHbin ueHtp UB (OLUMB) unm SOC - 310 UEHTP MOHWUTOPWUHIrA W pearupoBaHuUs Ha KPUTUYeCcKWe
VHUMAEHTLI HdOopMaLmoHHon 6esonacHoctu (MB), KoTopbi N03BoASET OCYLWECTBAATL MOCTOAHHbLIA MOHUTO-
PUHF 1 NpefoTBpaLLEeHNe aTak, BKAOYaa MOMHbIA KOHTPONb Ha BCex ypoBHAX UT: ceTeBbIx NakeToB, CETEBbIX
noTokoB, akTuBHocTu OC, KOHTeHTa M NoBeAeHWs Nonb30BaTeNen.

Mnatpopma SOC obbI4HO Ba3vpyeTca Ha oTka3oycTonunBoW KoHpUrypauuu SIEM, k koTopon JoNOAHUTENBHO
MOAKMOYEHbI UCTOYHUKM AaHHbIX 06 aKTyasnbHbIX yrpo3ax MHdopMaLmoHHoi 6e3onacHocTu (He BbI3bIBaKOLLMX
nosepua IP, URL n 6oT-ceTax), nonyyaeMble 0T BeAylwmx nabopatopuin, KOTOpbIE 3aHUMAOTCA 0BHapyXeHWeM
aTak v npoTuBoAencTBMEM kubepnpecTynHOCTW. 3T0 JaeT BO3MOXHOCTb arperMpoBatb MHbopMauuio ob
yrpo3ax, BbifiBNATL 6oMblie MHUMAEHTOB 1 06HapyXu1BaTb atTaku Hynesoro AHa (zero-day) B kpaTuanLime cpokm.

B3aumopeictene TexHonorni (cpeacts sawmtsl uHpopMaummn n cbopa u obpabotku cobbituin MB), nopen
(kBanNUdUUMPOBAHHBIX CNELMANNCTOB) 1 NPOLECCOB NPEACTaBNEHO Ha PUCYHKE HUXKE:

BNAJENbLbI MPOLIECCOB, NC TPYMMA PEATUIPOBAHUA

SECURITY

YBEZLOMJIEHVIE OB [1POLiECC
OTYET O YMPABNEHUA
O P E RAT I O N VIHUMAEHTAX B IAMIPOC HA PACCNEJOBAHUM VHLUMAEHTAMM VB
OBPABOTKY
CENTER O  AHAMMTUKA
OTUET O w
3AKPHITUM
PEMVICTPALIMA MHUMAEHTOB
SIEM COBbITVA 1B OMEPATOPbI MPOLIECC
O MOHUTOPUHTA
C6op - Koppensuus VHUMAEHTBI 1B @ COBbITUN VB
Hopmanusauus = Mpvoputesayua
Kateropusauusa = XpaHeHue
Arperauvs = Busyanusauums PEKOMEHAALNA
M0 U3MEHEHUIO
CO3AAHVE HOBbIX MPABM/I c, cn
COBbITUSA
OKypHane! GusHec- CPEACTBA 3ALUTL! [ AN © MPOLIECCHI
cucrem, CYBI, cetesoro VHOOPMALIA COMPOBOX/EHMSA
o6opyaoBaHus 1 np. L m A



MocTpoeHne onepaTMBHOrO LeHTpa MHdopMaumoHHon besonacHoctn (OLMB) - HenpocTas komnnekcHas
3apayva. Ero HeBO3MOXHO MPOCTO KYyNUTb, €ro HYXXHO OPraHW4HO BCTPOUTL B Yyxke paboTaloLylo aKocUCTEMy
6u3Heca, He HaBpPeAKB OCHOBHbLIM NPOLIECcaM.

BHegpsas SOC, opraHn3aums o4HOBPEMEHHO AONKHA Peann30BaTh YacTb NPOLLECCOB cMCTeMbI ynpaBnernus Ub
(CYWB) B cooTBetcTBMM co cTaHaapToM ISO 27001 (npouecc ynpasneHusa uHumgeHtamu MB, ynpasnexue
YyS3BUMOCTSIMU, YNpaBfieHWe U3MEHEHUSMU, KOHTPONb COOTBETCTBWUS 3aKOHOAATENbHbIM U OTPACNEeBbIM
TpeboBaHMAM], a Takxe COOTBETCTBOBaTb eAMHbIM TpeboBaHuin B 06AacTu MHGOPMaLUOHHO-
KOMMYHMWKaLMOHHBIX TeXHOMOrnin 1 obecnedeHns nHdbopmaumoHHon 6esonacHoctu (MoctaHosneHue Mpasu-
TenscTea Pecnybnnkm KazaxcraH ot 20 gekabpa 2016 ropa N2 832).

TUN CPEACTBA 3ALLNTbI NHOOPMALLIUA

CPEACTBA 3ALLUTbI KJINEHTOB OT YrPO3
MH®OPMALIMOHHOM BE3OMACHOCTU

01 ‘ Pewwenue knacca Next-Generation Firewall uan Unified Threat Management

02 CnctemMa 06Hapy>XeHUs Yyrpo3 Ha pabounx CTaHLMAX U pearnpoBaHns Ha HUX
(Endpoint Threat Detection and Response)

03 CpeacTBO NPOaKTMBHOrO noucka n obHapy>keHus yrpos (Threat Hunting)
NMOCPEeACTBOM aHasn3a CobbITMA MHPOPMAaLIVOHHON 6e3onacHOCTM

04 ‘ CpeacTBO NpeAoTBpaLLeHns yTeuku nHpopmauum (DLP) no TexHuuecknm kaHanam

CPEACTBA MOHUTOPUHIA N PEATUPOBAHNA HA
MHUMAEHTbl MUHOGOPMALIMOHHOW BE3OMACHOCTU

05 ‘ Cuctema ynpaBaeHus cobbITvaMU MHbOPMaLMOHHOV 6e3onacHocTu (SIEM)

Mnatpopma pearnpoBaHna Ha MHLMAEHTBI (IRP)
06 ‘ MoBbliweHne 3GpPeKTVBHOCTY YNpaBieHUs, pearupoBaHuns 1 pacciesoBaHnsa Ha UHLMAEHTbI
MHPOPMaLMOHHON 6e3onacHOCTM

Mnatdopma ynpaeneHus nHpopmatmeit o6 yrposax (Threat Intelligence Platform)
07 ‘ lMoBbiLLeHVe 3 HEKTUBHOCTY 0BHAPYKEHNA HETUMUUHDBIX
VHLMAEHTOB MHPOPMAaLIMOHHOM 6e3omacHOCT

08 ‘ CpeACTBO ANHaMMNYeCKOro aHain3a BPeAOHOCHbIX NporpaMm tuna «necovyHmnua»

CPEACTBA AYANTA UHOOPMALMIOHHOMN BE3OMACHOCTU U TECTUPOBAHUA
HA MPOHUKHOBEHME B NUHO®OPMALIMOHHbBIE CUCTEMbI N PECYPCbI

09 ‘ CeteBoli CKaHep Ana noucka v KnaCCMq)I/IKaLI,I/II/I CeTeBbIX pecypcos
10 ‘ CKaHep yﬂ3BI/IMOCTEI71 ANA NONCKa TEXHNYECKMX KaHaNoB yTeukun qu)opmau,mm

" CkaHep ysi3BUMOCTeI Be6-NPUNOXKEHWI A1s MOUCKA TEXHUYECKUX KaHa/ 0B
yTeuku MHGOPMaLMN B BEG-NPUAOKEHUAX

12 ‘ CpeACTBO aKcnayaTaumu yRBBVIMOCTef/'I
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PecypcHasn TexHuueckan noaaepxxka

MpepocTaBnseTca onpefeneHHbli Habop YacoB U KOMMNETEHLUUIA TEXHUYECKUX CNeLnancTos
TOO «MALUNDOUKA», koTopble 3aka3umk MoXET UCNOb30BaTb ANS:

BbIMOSIHEHMA NPOEKTHbLIX paboT
nposegeHusa obcnegosaHna UB-nndpacTpykTypbl
Bble370B creuunannucTos McnonHUTens AN WTaTHON TEXHUYECKON U KOHCYAbTaLMOHHOMN NOALEPXKKH

yctaHoBkm (neperoca), MogepHusauum MO, cMexbl Bepcuii MO, ycTaHOBKM 1 HacTpoMkM Hosoro M0,
NepBUYHOro aAMUHUCTPUPOBAHUS WAV AEUHCTaNNALUN, U Np.

WHumaeHTHan noaaepxka

Pa3oBoe ncnonHexue ycnyr no yCTpaHeHto NHUMAEHTOB Ha nnollaake 3aka3yuka.

4yeTkoe onpepeneHne poneﬁ mexay 3aka3uymkom u MicnonHutenem
[TeXHOJ’IOI'W-IECKaH, ¢MHaHCOBaﬂ, POpVI,D,W-IECKaﬂ]

CHU>KeHWe 3aTpaT Ha TeXHUYECKYHo nogaep Ky No CpaBHEHUIO C I'lOﬂ,,CI,ep)KKOlZ OT npounssoguTensa

3aKkpenneHHbIn 3a 3aka3ynMKoM aHaNUTUK MOXET NOMOYb Pa30bpaTbCcs B TOM, Kakon Bpep,
KOHKpPEeTHaA BpeAoHOCHasA MporpaMMa MOXeT HaHeCTn ero busHecy.

AHaNUTUK TakKe MOXET CO3AaTb CneunanbHble CUTHATYPbl ANS 3aLnTbI

YHUKanbHON MHbPACTPYKTYpbl 3aka3unka

3anHTepecoBaHHOCTb B ycnyre obycnosneHa Havbonee HebnaronpuaTHEIMU 0BCTOSTENLCTBAMMY,
a UMeHHo - obHapyxxeHneM dakTta HapyweHusa UB nnn Hanuumnem cyLiecTBeHHbIX MOL03PEHNA.

U,eﬂeBbIMl/I yCTaHOBKaMun 3aka3uurka B 3TOM cnyyae ABNAKTCA:
0CTaHOBKA HEraTUBHOMO BO3AENCTBUSA, eCn HapylweHne npoaosixkaeTca nin pa3BnBaeTca
onpegeneHne obcTosTeNnbCTB U Vl,D,eHTVldJVlKaLLVIFI yH3BMMOCTel;1, cnocobcTBOBaBLUMX HacTynnaeHuwo cobbITns

onpegeneHne cueHapua passuTnUAa NHUMAOEHTa [peanm3au,vm aTaKVI]

MOUCK BUHOBHbIX AOJIXHOCTHbLIX UL, onpefeneHne UCTOYHUKa aTakun
[M,EleHTMdJMKaLlMH 3/10yMbILINEeHHWKa B Lenax Bo3MeLlleHna yl.u.epﬁa]

C60p A0Ka3aTesnbCTB ANA nepefnayun B NpaBooOXpaHUTEsIbHbIe OpraHbl

npefoTBpaLLeHNe BOSHUKHOBEHWSA NOA0BHbLIX MHUMAEHTOB B ByayLiem

MeTonukn paccnefoBaHus mHumpeHtoB VB BapbupytoTcs B 3aBMCMMOCTM 0T ocobeHHocTen obbekta u
ycnosun HapyweHus. OHWU OpUeHTUPOBaHbI Ha NoNyYeHUe NONHON U LOCTOBEPHOI (HACKOBLKO 3TO BO3MOXHO
NPU AaHHbIX KOHKPETHbIX ycnoBusax) uHpopMauun o daktopax M ob6CTOATENbCTBAX, MPeALecTBOBaBLINX
COBbITMIO U CONPOBOXAABLIMX UHUMAEHT. McTouHMKaMu uHbOpMaLMK cayxaT perncTpauuoHHble dannbl,
[aHHble 0 CTaTUCTWKe CeTeBoro Tpaduka, 3anucu B XypHanax CobbITUIA CpefCcTB 3aLLMTbI, ONEPaLUOHHbIX
cuctem, CYB[. B HekoTopbix cnyvasx Heobxogumas mHdopMauua MoxeT ObiTb nMpepocTaBnieHa CepBUC-
npoBanfepoM TeneKOMMYHUKaLMOHHbIX ycnyr. Kpome Toro, npu paccnefoBaHUW UHLMAEHTOB MPOBOAATCS
onpocbl nepcoHana, MpPAMO WAW KOCBEHHO WMEIOLLero OTHOLIEHUS K 0OCTOATeNbCTBAM BO3HUKHOBEHWS
MHUMAeHTa. MpUMeHATCA cneunann3npoBaHHble TEXHONOMMWU BOCCTAHOBAEHUS YAANeHHOW WHpopMaLnn.

[onyyeHHble faHHble aHaNM3KpPYOTCS, NO3BONSA BOCCO3AaTb CLeHapuin HapyweHus. ChopMynvpoBaHHbie Ha
OCHOBe Takoro aHanu3a BbIBOAbI A0KIafbIBAlOTCA PyKOBOACTBY NOCTPaaBLUE OpraHn3aLuy.

OTyeT o paccneposaHuu uHumpeHta WUB (c npunoxennem pokasatenbHon nHdbopmaumu), cogepxalini
CBefeHUsi 0 CLEeHapuu HapyLeHUs U ero NMpu4YMHax, a TakXKe pekoMeHZauuu mo yayyleHUo Mep 3alinTbl
nHdopmauuu. NpuHATHE yka3aHHbIX Mep obecneynBaeT CHUXEHMUE BO3MOXHbIX NOTepb 0T MHUMaeHToB Ub.
KpoMe Toro, MaTepuansl paccnefoBaHnA NpefoCcTaBAsAOT BO3MOXHOCTb BO3MELLEHUSA HAHECEHHOTO yLepba.
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LeHTp nosblwenua kBanuéukaumn «PACIFICA» co3paH Bnarogaps HakonneHHOMY ONbITY BeadyLl,ero
MHTerpaTopa no nHpopmaumoHHoi besonacHocT TOO «MALIMDOUKA.

BekTop cneunanusauun LleHTpa - nogrotoBka kBanndULUMPOBaHHbIX CMeLUanncToB nNo MHGOpPMaLMOHHON
6e30nacHOCTU M MHGOpPMaLMOHHBIM TexHonornam (MB/UT).

TpeHuUHrn no ocHoBaM UHGopMaLUoHHON Be3onacHocTH

CHCRONONGC

KoMmnnekcHoe obecneyerne nHdopmauroHHon besonacHocTu B opraHnsaumm
OcHoBbl kKpunTOrpadum

AHanus BpeAoHOCHOro NporpaMMHoro obecneyeHuns

Mpaktnyeckune acnektbl 3awutol ACY T M NpoMbIWNEHHbIX CeTeN

MoproToska k ayauty no Tpebosanuam PCl DSS

TpeHUHru no noaroToBKe K ayAuTy MHGOPMaLUOHHON 6e30nacHOCTU U
cuCTeM MeHeaXKMeHTa

©
©
©
©
©
©
©
©
©
©
©
©

I1SO 27001:2022 CucTemMbl ynpasneHus nHdopMaumnoHHon besonacHocTbio.
TpeboBaHua. BHegpeHune. BHyTpeHHUW ayauT

I1SO 27001:2022 CucteMbl ynpaBneHus MHGopMaLMoHHoM Be3onacHocTbio.
Kypc Bepyuiero ayautopa

I1SO 27001:2022 CucteMbl ynpaBneHns MHPopMaLMoHHOM Be3onacHoCTbIo.
Kypc Beayuiero cneunanucta no BHeApEHUIO

ISO 27005:2022 NHdpopmMaLmoHHas besonacHocTb, knbepbesonacHoCTb 1 3aLumTa KOHGUAEHLMANBHOCTH.
PykoBoACTBO No ynpaBneHuto puckamm MHbopMaLMoHHoii besonacHocTu

IS0 22301:2019 CucrteMa MeHef)KMeHTa HenpepbIBHOCTM busHeca.
BBseneHve, BHeapeHne, BHYTPEHHUN ayanuT

I1SO 22301:2019 CucteMa MeHegXXMeHTa HenpepbIBHOCTH BusHeca.
Kypc Bepyuiero aygutopa

I1SO 22301:2019 CucteMa MeHeaXXMeHTa HenpepbIBHOCTH BusHeca.
Kypc Beayuiero cneunanucta no BHeApeHUIo

ISO 20000-1:2018 Cuctema ynpasnenus IT cepsucamu.
BBeeneHwve, BHegpeHUe, BHYTPEHHUN ayAnUT

ISO 20000-1:2018 Cuctema ynpasnenus IT cepsucamu.
Kypc Bepyuiero ayautopa

ISO 20000-1:2018 Cucrema ynpasneHus IT cepsucamu.
Kypc Beaywiero cneunanucta no BHeApPEHUIO

I1SO 31000:2018 YnpaBneHune puckamu.
Beepexue, BHeapeHne

BHYTpeHHU ayanTop MHTErpupoBaHHOW CUCTEMbI MEHEIXKMEHTa
(IS0 9001, 1SO 14001, ISO 45001)




3 TpeHuHru no noarotoBke K caade aksameHos no Ub u UT
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CEH. 3TUYHbIN XakUHT 1 TeCTUpOBaHWe Ha npoHukHoBeHue v.11 (c Bayyepom Ha cpavy ak3ameHa)
MoAroTOBUTENbHbIN TPEHWHT K 3k3aMeHaM CISSP (Exam Prep Course)

MoAroToBUTENbHbIN TPEHWHT K 3k3aMeHy CISM (Exam Prep Course)

MoaroToBUTENbHbBIN TPEHUHT K 3k3aMeHy CISA (Exam Prep Course)

MoAroToBUTENbHbIN TpEHWHT K 3k3aMeHy CompTIA (Exam Prep Course)

MoaroToBUTENbHbIN TpeHUHT — ocHosbl COBIT 2019 (Exam Prep Course)

TpeHuHru no npoaykTaM Beaywux nponssoautenen N6

Aamunuctpuposanue Trellix (McAfee) Data Loss Prevention
ALMVHUCTPUPOBaHME CUCTEMbI KOHTEHTHON dunbTpauum Trellix (McAfee) Web Gateway
Anmunnctpuposanue Trellix (McAfee) Network Security Platform
ApmuHncTpuposarue Trellix (McAfee) ATD

3awuTa 6a3 gaHHbIx - Trellix (McAfee) Database Security
AnMUHKCTpUpoBaHue cucteMbl MoHuTopuHra UB Trellix (McAfee) SIEM
PasBepTbiBaHue v agMuHucTpuposaHue MaxPatrol Enterprise Edition
ApMuHncTprpoBaHue ceTeBbix 3kpaHos Check Point
ApmuHnctpuposaHve IBM Security QRadar SIEM

OcHogbl IBM Security QRadar SIEM

PaspaboTka koHTeHTa ans IBM Security QRadar SIEM

PasBepTbiBaHue v agMuHncTpuposaHue CyberArk Privileged Account Security

5 PesynbTaT U ero 6U3Hec-LeHHOCTb

B UeHTpe noBbiweHuna kBanudpukaumn «PACIFICA» npoBoAsTCA TPEHUHTU MO MeXAyHapoAHOWM
cepTudmkaumm, a Takxe paspabatbiBaloTcA cneuuanbHble NpPorpamMMbl 0byyeHUs, B KOTOPbIX yYUTbIBaeTCS
oTpacnesas cneunduka n 0CoBEHHOCTU LEATENLHOCTU OpraHW3auuu, NpUHATas nonauTuka besonacHocTu u
ncnonb3ayemble CPEACTBa 3alnThl, GYHKLWOHANbHbIE 06A3aHHOCTH U CTeNeHb OTBETCTBEHHOCTU PasnnyYHbIX
KaTeropui cneLnanucToB, a Takxe CToslMe Nepes HUMK 3aaun.

Mo ntoram obyyeHus BblgaloTCs:

©

©

@upmeHHble ceupeTensctsa LleHTpa nosbiwennsa ksanupukaunm «PACIFICA»

CepTudukaTtbl KOMNaHU-NapTHEPOB




PACIFICA :

KUBEPBE3ONACHOCTD

KnbepbesonacHocTb npepctaBnset cobon Habop cpepcts, cTpateruit, npuHuMnoB obecneyeHun
6e30nacHOCTMW, rapaHTui 6e3onacHoCTW, NOAXOA0B K yNpaBAeHWo puckamu, LeNCTBUI, NpodeccroHanbHoml
NoAroTOBKW, CTPaxoBaHWS U TEXHONOTWIA, KOTOPble WCMONb3YITCA AN 3aliWTbl Kubepcpenbl, pecypcos
opraHusauuin u nonb3osatenei. KnbepbesonacHocTb nofpasymMeBaeT AOCTUXKEHWE W COXPAHEHWE CBOWCTB
6e30nacHOCTM y PecypcoB OpraHuM3auuu Wiy Nosnb3oBaTenei, HamnpaBieHHbIX NPOTWB COOTBETCTBYHOLLUX
Kknbepyrpos.

OcHoBHbIMM 3afa4aMun obecneyveHns 6e30MacHOCTM CYMTAIOTCA: AOCTYMHOCTb, LLENOCTHOCTb, BKOYatoLWwas
ayTEHTUYHOCTb, @ TakXe KoHPuAeHUManbHocTb. KubepbesonacHocTb SiBAAETCA HEOOXOAWUMBIM yCNOBUEM
pa3BuTUA MHGOPMALIMOHHOTO 0bLLecTBa.

OnucaHue ycnyru
MpeaynpexaeHune knbepaTtak:

@ C')OpMI/IpOBaHVIe n nognepxaHue B akTyallbHOM COCTOAHUU cBefeHun ob MH(')OpMaLLVIOHHbIX cncremax

©  ¢dopMupoBaHue 1 NoaAepXKMBaHUE B aKTyaNbHOM COCTOSIHUM MOAENEeN Yrpo3 u
Mogenei HapywuTenen Ana MHPOPMALMOHHbIX CUCTEM

@ KOHTPOJNb 3aWNLWEHHOCTU VIH¢OpMaLl,MOHHbIX cucTtem

©

KOHTPOSb YCTPaHEHMUSA yA3BUMOCTeN MHGOPMALLMOHHbIX CUCTEM

©  ocyuwecTBneHWe MeponpuATWUI MO MOBbIWEHUID KBanupukauum obcnyxuBaiolero nepcoHana
M nonb3oBaTene MHGOPMALMOHHBLIX CACTEM B YacTW, OTHOCALLENCA K MpemynpexaeHuio,
0BHapy>eHUIo 1 NMKBUAALUMY NOCNEACTBUIA KnbepaTak

06HapyxeHune kubeparak:

©  cbop v aHanU3 faHHbIX XXypHaNoB ayAauTa, reHepUpPyeMbIX MPOrpaMMHbLIM 0becneyeHneM 1 cpeacTeamu
3aLWUTbl MHOOPMALMOHHBIX CUCTEM

©  obHapyxeHue knbepaTtak Ha MHPOPMALIMOHHbIE CUCTEMbI, OCYLLECTBAAEMbIX Ha CETEBOM U MPUKAALHOM
YPOBHSX

©  obHapyxeHue HeTUNUYHbIX kKnbepaTak Ha UHPOPMALMOHHBIE CUCTEMBI, B TOM YUCIIE — aHaNN3 BUPYCHOM
aKTUBHOCTU B UHPOPMALMOHHbIX CUCTEMAX, BbIBIIEHNE COXHbIX LiefIeHanpaBiaeHHbIX aTak

PearupoBaHue Ha kubepataku:

© cbop 1 Pukcauus ceefeHui 06 MHUNZEHTe

©  onpepeneHve rpaHuL, MHUMAEHTA U BAUSIHUA Ha UHPACTPYKTYpY

©  KoopAMHaUMWA AeiCTBUIA OTBETCTBEHHbIX UL, HaNpaBiEHHbIX Ha yCTPaHeHWe 1 pacciefoBaHme
NPpUYUH knbep-nHUNAEHTOB
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Jlnkenpauma nocneacTenin kubepartax:

@ KoopAnHauna LEVCTBUIN OTBETCTBEHHbLIX NUL, HanpaB/ieHHbIX Ha ﬂpOTMBOAeVICTBMe BblAB/IEHHbIM
Kl/l6epaTaKaM, MUHUMN3AUNN BO3MOXHOIO yu.lepﬁa N IMKBUAALUN UX MOCNELCTBU

© aHanu3 [encTBUW HapywuTend, onpepeneHne HepocTaTkoB B obecneyeHWn MHPOPMaLMOHHON
6e30nacHOCTM, NCNONBb30BABLUMXCA NPU NPOBEAEHWMN aTaku

©  paspaboTka pekoMeHAaLM No NpeaynpexaeHnio NnofobHbIx knbepatak u
TUNOBbLIM AENCTBUAM NO PEArnpoBaHuWIO Ha HUX

[pn okasaHuu ycnyru ¢ Lenbio 3aluThl OpraHM3aunm oT COBPEMEHHbIX Yyrpo3 B cdepe kubepbesonacHocTu
M yTeyek [aHHbIX, NPU 3TOM TakXe [LoCTUras COOTBETCTBMS C 3aKOHOAATeSbHbIMM HOpMaTMBaMM Mo 3alluTe
AaHHbIX W 6€30MacHOCTH, HawWa KOMMaHWUA UCMOMb3YeT MOAEeNb «HyNeBoro gosepus» (Zero Trust), cornacHo
KOTOPOW KaXAbl N0Nb30BaTENb UM YCTPOMCTBO [OMKHbI NOATBEPXAaTh CBOM AaHHbIe KaxAbli pa3, Koraa oHu
3anpaLumnBatoT AOCTYN K KakoMy-n11bo pecypcy BHyTPU UM 3a NpefeniaMn KopropaTUBHOW CETH.

CTpaTeruns «Hynesoro JoBepus» NpefocTaBaseT CyLleCTBEHHbIA YPOBEHb 3alLUWUTbl NPOTUB yTeuek AaHHbIX U
pa3NunYHbIX COBPEMEHHbIX Knbepyrpos.

MOZAE/Ib BESOINMACHOC UST BASUPYETCA

HA 3 OCHOB LLUIMAX:

MNMPUHUUNDBI ZERO TRUST

Tpebyiite 6e3onacHblit n WUcnonb3yiite moaennb OTcnexxusairte BClO
NOATBEPXKAEHHDBIN fOCTYN HaUMEHbLUX NPUBUNETUIA AKTUBHOCTb C NOMOLLbIO
KO BCem pecepcam M KOHTPOIUpPYWTE AoCTyN AHANIMTUKKN AAHHbIX

pu BHeApeHUU Moaenu 6e30NacHOCTU «HYNEBOro A0BEPUSA» OpraHuU3aLus LOMKHA NPUAEPXKMUBATLCS
CnefyLwmnx peKoMeHaaLmnit:

©  Heobxoanmo 0bHOBUTL Kaxpabln anemeHT cTpaternn Wb Ha cooTBeTcTBMe npuHumMnam Zero Trust:
BCE JIN YaCTW TeKyLel CTpaTErnu COOTBETCTBYIOT BbILLIEOMUCAHHLIM NPUHLUMNAM «HYNEBOr0 AOBEPUS»?
[pn HeobxoAMMOCTN UX HY>KHO CKOPPEeKTUPOBaTb.

©  HeobxoanMMo MpoBECTU aHanW3 WCNOAb3YyeMOro CTEKa TEXHOMOTrMN M MPOBEpUTb, TPebylT nAu oH
obHOBNEHMA MNWM 3aMeHbl ANSA AOCTUXEeHUA Zero Trust: BCe AU UCNOAb3yeMble TEXHONOTUU
KOMMNaHWM-Npon3BOAUTENEN COOTBETCTBYIOT NMPUHLMNAM «HyneBoro posepus»? pu HeobxopumocTyn
HY>XHO PacCMOTpeTb AOMONIHUTENbHbIE PelleHuns, KoTopble MoryT notpeboBaTbca Ans BHeppeHuUs
cTpaterun Zero Trust.

©  HeobxognMo cnepoBaTb NPUHLMUMY METOAUYHOIO W OCO3HAHHOFO MOAXOA4A MPW BHEApPeHUW Zero Trust:
HY>XHO YBeANTLCSH, YTO HOBbIE MOCTABLLMKM PeLleHU TakKe COOTBETCTBYIOT BbIOpaHHOM cTpaTeruu.
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PACIFICA ). 4

AJNIMATbI

Appec: yn. AyazoBa 60, 6u3Hec-LeHTp
«Almaty Residence», opuc 17A

Tenedon: +7 (727) 35500 11

ACTAHA

Appec: yn. Anmatbl 7, BusHec-LeHTp
«Seven», opuc 903

Tenedon: +7 (7172) 64 20 00

Beb-cant: www.pacifica.kz

NEPEMOUTE HA CAUT



PACIFICAY

@ www.pacifica.kz



