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PACIFICA

A NOVENTIQ Company

KomMnaHuga «MALLUDUKA» —3To KOMaHaa NpodeCccrMoHanoB, KOTopas OKa3blBaeT MOHbIN CIEKTP
YCAyr no NHGOPMaLMOHHOM N Knbepbe3onacHOCTV — OT pa3paboTkm cTpaTernn Vb, BHeapeHus
M COMPOBOXAEHUA TEXHUYECKMX CPEACTB 3aLLUUTbl MHPOPMaLMKM 00 OKa3aHUSa KOHCANTUHIOBbIX
YCNYT MO AOCTUMXKEHMIO COOTBETCTBUA TPEOOBaHUAM MEXXAYHAPOAHbIX M OTPaC/EBbIX CTaHAAPTOB
MHbOOPMaLIMOHHOWM 6€30MacHOCTU.

BonbLuon onbIT

o Bonee 15 net Ha pbiHKe NB. Bonee 30 KpynHbIX (B T.4. FOCYAapCTBEHHbIX)
KNMeHToB 13 Pecrny6nukm KasaxctaH 1 ctpaH CHIT B pasnuyHblX oTpacisax
3KOHOMMUKM, C PA3NYHOM MHPPACTPYKTYPOU 1 yPOBHEM aBTOMaTU3aLMK

Bepyuine TexHonormm

[MapTHEepPCTBO C BeayLLMMM MUPOBLIMU BeHaopamu: IBM Security, Check Point,
Trellix, Falcongaze, Tenable, CrowdStrike, FUDO Security, CyberArk, Fortinet,
R-Vision, Delinea, Bitdefender u gp.

JKcnepTHasa KoMaHAaa

000 20 WTaTHbIX KBaTMPULIMPOBAHHbIX CMELMaNUCTOB MO CUCTEMaM YMNpaBAeHUSs
MHdOPMaLMOHHOM 6e3onacHocTU (CYNB), cUCTEMHOM apXUTEKTYPE, aHannTUKe,
TEXHUYECKOMY ayauTy CYUB, 3STUYHOMY XaKUHTY, PEBEPC MHXKEHEPUN,
aOMUHUCTPUPOBAHUIO 1 MP.

MpodeccnoHanbHbIA UHTErpPaTop

ﬁ He aBnaacb npousBogMTenemM NporpaMmm 1M o60pyLoBaHms onpeaeneHHom
MapKu, Mbl MopekoMeHayeM Anda Bac Hanbonee nooxoasluve peLleHus ang
noctpoeHna CMUB «c Hyna» NamM oNTUMM3aLLUK CyLLIECTBYIOLLIEN
MHOPACTPYKTYPbI

\/ MNMoaTBep)XaeHHOe KayecTBO

MexkayHapoaHbIv cepTUDUKAT COOTBETCTBUA CUCTEMbI MEHEYKMEHTA
TpeboBaHWaM cTaHaapTa ISO/IEC 27001:2013, napTHEpPCTBO ¢ ABCTPUMCKNM
OpraHoMm rno ceptnduKkaumm u Hannumne Cemnaetenbcrea TUV AUSTRIA Standards
& Compliance (N2TAP 009-2020-05/25)

Y4ye6HbIN LIeHTP

LleHTp noBblLlleHUs KBannduKaLmm npodeccrmoHanos B o6nacTm
MHbOPMaLLMOHHOM 6€30MacHOCTY MOMOTaeT MaKCMMalibHO 6bICTPO OCBaMBaTb
HoBeMLLne MHOOPMALIMOHHbIE TEXHOMOTMM U MepenasBaTb HaKoMMNeHHbIe 3HaHMS
M OnbIT

PACIFICA a Noventiq Company. Kubepcnokoncreue Bawiero 6usHeca.
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[NpoBoAUTCAa Ans MonyyYeHUsd OTBETa Ha BOMPOC: HACKOJbKO peanibHbIN YPOBEHb MHPOPMALIMOHHOM
6e3omacHocTH (MB) B KOMMaHWKM COOTBETCTBYET AeKTapupyeMoMy. Pe3ynstaToM okasaHua ycnyri
aBnaeTca ot4yeT 06 ayauTte (Gap-aHanms), cooepxallmin cBeAeHUs O COOTBETCTBUM peasibHOro
ypoBHA VB geknapupyemMomy (3agaHHOMy 3akoHogatenbHbiMu HIA, oTpacneBbiMM CTaHOapTaMm
UMW BHYTPEHHUMMK NonuTukamm UB).

B cny4ae, ecniv Bbl ellle He onpegennancb ¢ HOPMaTUBHbBIM OOKYMEHTOM, Mbl FOTOBbI MPOBECTU
aKcnpecc-ayauT MHGOPMaLMOHHOW 6€30MacHOCTU, MO Pe3yNbTaTOM KOTOPOoro Bbl monyymnTe
peanbHyto KapTUHY COCTOAHUA CUCTEMbI MEHEMKMEHTA MHDOPMaLIMOHHOW 6€30MacHOCTU U
cTpaTeruto Ang ganbHeMLero pasBmTUA M NMOBbILLEHWS YPOBHA COOTBETCTBUA KOHKPETHbLIM
HOPMaTMBHbIM TpeboBaHUAM B obnactn UE (MoctaHoBneHme MNpaButenscTBa Pecny6nmkum
KazaxcTaH oT 20 gekabpsa 2016 roga N2 832, ISO 27001:2022, MNocTtaHoBneHmne N248 HE PK).

B pamMkax ycnyrm Halla KoMnaHWsa NPOBOANT OLLEHKY Ha COOTBETCTBME OCHOBHbBIM «EQUHbBIM
TpeboBaHMAM B 061acTV UHPOPMaALUMOHHO-KOMMYHUKALMOHHbIX TEXHOMOIMMIN 1N obecrnevyeHuns
MHPopMaLMoHHOM 6e3onacHoCTU» (MocTaHoBNeHMe MNMpaBuTenbcTBa Pecnybnmku KasaxcraH

oT 20 nekabpsa 2016 roga N2 832). Ycryra oKasblBaeTCA TaKXKe C y4eTOM TpeboBaHUN 1
peKkoMeHdaLmMn KoMnekca ctaHgapTos ISO/IEC 2700x, CT PK ISO/IEC 27001:2015.

Pe3ynbTaToM paboT ByaeT ABAATbCA OTHET C YPOBHEM COOTBETCTBMA MIC HOPMaTMBHOM
[OKYMeEHTaLLMK, a TakKe NogpOobHble peKOMeHAaLMM U NMPaKTUYecKas NOMOLLb B MX peanmsaumm
(nogroToBka\akTyanmsauus BHyTPeHHeN AOKyMeHTaUWmM, MOAUTUK U T.4.).

BkitoyaeT B cebda aHanm3 3alUMLLEHHOCTU MPUITOXKEHUIN, TECTUPOBAHME Ha MPOHUKHOBEHME
MHPPACTPYKTYPbI C MPUMEHEHMEM KOHTPOIMPYEMbIX U 6€30MacHbIX aTaK, a TakXKe ayauT
6e3omnacHoCTU M T-apXUTEKTYPbI.

[1o MToram ayauTa NpPenocTaBAaeTca OTYET C MoAPO6HOM MHDOPMAaLMEN, BKIOYAtOLLEN
06bEKTUBHbIE AAaHHbIE O BbIABMEHHbIX YA3BUMOCTAX U PEKOMEHOALMAMU MO UX YCTPAHEHUIO.



STanbl peanmsaumnm NpoekxTa:
NpPoBOAMM pa3paboTKy AOKyMeHTaLuK, ToebyemMon ctaHgaptoM PCl DSS\rnomoraem
BaM 3amonHuUTb N1cT camooleHKk PCl DSS (Mpu Heo6xogmMmMocTiu)

[NpoBefeHMe NpeaBapUTeSIbHOro ayauTa ,El,el;ICTByIOLLll/IX npoueccoB 1 ornpenernieHne
MX COOTBETCTBUNA Tpe6OBaHVIﬂM CTaHOapTa

OnpegeneHve 1 AOKYMEHTUPOBaHME 061acTU MPUMEHEHUSA CUCTEMbI YMPaBAEHNUA
MHMOPMaLIMOHHOM 6€30MaCHOCTbIO OPraHM3aLUM U KOMMIEKTa COOTBETCTBYOLLIEN
OOKYMEHTaLMU CUCTEMbI YNPaBneHUA MHGOPMaLIMOHHOM 6€30MacHOCTbIO B COOTBETCTBMM
c Tpe6oBaHMamMm ctaHgapTa ISO/IEC 27001 u np.

MpoBeaeHme OLEHKN PUCKOB MHDOPMAaLIMOHHOM 6€30MacHOCTM B paMKax yTBepaeHHOM
o61acTV NPUMEHEHUA CUCTEMbI YpaBieHNa MHGOPMaLMOHHOM 6e30MacHOCTbIO

C peKoMeHOaLUMaMM Mo yMeHbLLIEHMIO YPOBHA BO3OENCTBMA PUCKOB Ha MHPOPMaLIMOHHYO
6e30MacHoOCTb

BHeOpeHue cnucteMbl yrpaBieHnsa MHPopMaLMOHHOW 6e30MacHOCTbIO, BKtOYaa BHeApeHne
npoLeccoB o6ecredeHns MHGOPMaLIMOHHOM 6€30MacHOCTH, BHEOPEHWE CPEACTB U Mep
3alWMTbl MHbOPMaLLMK, NpoBeaeHMEe 06yYEeHUA COTPYOHMKOB, MPOBeAeHWe BHYTPEHHEro ayanTa
Ha NpeaMeT roTOBHOCTU K cepTUdMKaLmMm

ConpoBoXaeHwve B xoge cepTUdUKaLLMOHHOIO ayanTa,
OKa3zaHUe KOHCY/bTaLMOHHOW MOOAEPXKM

Ob6ecneyeHue ceptrndmkaumm CMUB Ha cooTBETCTBME TpeboBaHUAM
cTaHpapTa ISO/IEC 27001:2022.

STanbl paboT Npu NOArOTOBKE K cepTUdUKaLMU TpeboBaHUAM cTaHgapToB ISO:

O3HakoMUTenbHag BCTpe4a C pyKOBOACTBOM U COTPYOAHUKaMU O149 Pa3bACHEHNA
OCHOBHbIX MOMEHTOB pealsin3auinm rnpoekKTa

[NMpoBefeHne MHTEPBbIOUPOBAHUA KITOYEBbIX COTPYLHWKOB OpraHmM3aumnm 1
aHanu3 MMeloLLEenCcs BHyTpeHHePI OOKYyMeHTaunu

Onpe,n,eneHme npoueccoB CUCTeMbl MeHeXXMeHTa OpraHn3aunn 1 npasBni X onncaHMa

Pa3zpaboTka HEO6X0AMMOro MakeTa AOKYMEHTaL MK, OMKUChIBAOLLErO BbIMONHEHWEe
Tpe6oBaHWI CTaHOapTa\CTaHOapPTOB

KOHch'I bTUPOBaHMe OTBETCTBEHHbIX COTRYOAHWNKOB OpraHM3aL i no Bonpocam
D,OKyMeHTVIpOBaHHOl;I CUCTEMbl MEHEOXXMEHTA

MpoBedeHWe BHYTPEHHEro ayamTa CUCTEMbl MEHEMYKMEHTa Ha NpPeaMET NoAroTOBKM
K cepTUdUKALUOHHOMY ayanTy

MpoBeneHue KOPPEKTUPYIOLLNX MEPOMPUATUI, MPY HEOBXOAUMOCTMU

ComnpoBOXAEHWE OpraHu3aLLMK Npu NpoBeaeHUY cepTUPUKALMOHHOMO ayamTa

B paMKax okasaHWs ycnyrv Hatla KOMMNaHWs BbIMOSTHAET:
AHanus Hanu4yusa n cobnogeHus TpeboBaHMii No UB cornacHo MNoctaHoBneHUs N248

BblpaboTky pekoMeHaaLum No UToramM obcrefoBaHUA C Liefbio obecriedeHus
HaO/1e)allero ypoBHS YCTaHOBMEHHbIX TPe6oBaHMM

[MoaroToBKy UTOMOBbIX OTUETHbIX JaHHbIX



[NocTpoeHune komMnnekcHon CMUB B KoMNaHUM MpOmn3BOAMTCA B HECKObKO 3TarMoB:

AHanms Tekylllen cuTyalmm 1 3afay B chepe VB, BbiaBneHMe HeaKTyabHbIX U
DY6NPYIOLMXCA OOKYMEHTOB, GOpPMMPOBaHMeE NepedHa HEQOCTAOLLMX AOKYMEHTOB

AKTyanmsaumsa/npoekTpoBaHme npoLeayp obecrnedeHns nHbopMaLMoHHOM 6e30MacHOCTU
OnpepneneHne nepapxmm 1 B3aMMocBa3el JokyMeHToB NB

Pa3paboTKa TpebyeMbix 4OKYMEHTOB Mo B, akTyanmsaumsa nonoyKeHUM, pernamMeHTos,
MHCTPYKLLMI B COOTBETCTBUU C UBMEHEHUAMU TPEOOBaHMN 3aKOHOOATEbCTBA,
a TaKXKe B LieN1gX UCKTIOYEHWS OyONMMPOBaHUM U MPOTUBOPEUMIA B OKYMEHTAX

O6HoBNEeHVe B3anMOCBA3en AOKyMeHToB UB

OdopMneHne JoKyMeHTaL MK B COOTBETCTBUM C TpeboBaHuaMu CT PK,
OTpacneBbIMU UMW KOPMOPATUBHBLIMK CTaHOAPTaMM

Pa3paboTka pekoMeHOaLmni 1 Mep no coBeplueHcTBoBaHWIO CMWB B ganbHewLem

Pe3ynbraToM okasaHus ycnyr ansgetcs gencreytouas CMUB, koTopas obecrnedmBaeT:

pacCcTaHOBKY NMpuopmTeToB KoMnaHmm B obnactm b

ONTUMM3ALMIO YNPABIEHUYECKMX MPOLLECCOB, MOBbILLEHME 06OCHOBAHHOCTM PAacXoa0B
Ha obecrnedyeHe MHOOPMALMOHHOM 6e30MacHOCTU

OOCTUXEHME «MPO3PaYHOCTM» MPOLLECCOB obecrneyeHna 1 ynpasneHmna NB m
CHWYKEHWe 3aTpaT B 9TOM 06/1acTu

noBbllLeHWe 0oBepnd N YPOBHA YOOBETBOPEHHOCTM CO CTOPOHDbI NMapTHepOoB
N KIMEeHTOB pacllnpeHne PbiIHOYHbIX BO3MOYXHOCTEM

obecneveHme aPpOEKTUBHOM 3aLLUNTLI UHPOPMALUKM B KPUTUHECKUX CUTYaLIUAX

CcBOeBpeMeHHOe BbidBIeHMEe PUCKOB, YrpaBieHne MMun,
CHUMXXeHKe PUCKOB OT BHELLUHUX U BHYTPEHHKX Yrpo3

YMPOLLEHHYO MpoLefypy cepTUudUKaLMM OTPpac/eBbIM CTaHAaPTaM,
B C/ly4ae BO3HWUKHOBEHUSA HEOBXOAMMOCTH

B PaMKWM BbIMOJTHEHNA pa60T BXOOWNT, HO HE OrpaHNYnNBaeTCH:

Pa3pa60TKa HOPMaTMBHOM OOKyMeHTauunun, perym/lpylou_lel?l npouecchbl MHBEHTapu3aunm 1
KJ'IaCCMCbVIKaLJ,VIVI l/IHd)OpMaLJ,VIOHHbIX M COMYTCTBYOLNX MM aKTUBOB

PaspaboTka HOPMaTUBHOWM AOKYMEHTaLMM, PErYTMPYIOLLEN MPOLIECChl OLIEHKM PUCKOB,
CBA3aHHbIX C MHPOPMALMOHHbBIMIW aKTUBaMM

KoHcynbTaumMoHHaa nogaepykka B GopMUpPOBaHUM peecTpa aKTVMBOB, MOATOTOBKE peecTpa
PUCKOB U pa3paboTKu MaHa no o6paboTke PUCKOB
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BHeOpeHMe cucteM MeHeoyKMeHTa B COOTBETCTBMU C TPEBOBAHUAMU MeXAYHAPOAHbIX CTAaHAAPTOB U
nocnenyoLlas ceptudmrkaums stix cuctem B TUV AUSTRIA gaét KoMnaHuu psif 3HauYMTeNbHbIX
MPEVMYLLECTB, MOBbILLAA MPW 3TOM €€ KanuTanunsaLumio, KOHKYPEHTOCNOCO6HOCTb U YPOBEHb LOBEPUA
CO CTOPOHbI 3aKa34MKOB, @ TaKXXe MOMOraeT NMPUBeYb HOBbIX KNMeHToB. OgHaKo, KoMnaHmsa He Bcerga
obnagaeT HeobXoANMbIMU PecypcaMu 1 OMblITOM AN CAMOCTOATENbHOMO BHEAPEHMA CUCTEM MEHEe-
YXMEHTa, T. K. AaHHbIA MPOLLECC MOXET 6biTh 4OCTAaTOUHO CIOXHbIM, AMUTENbHBIM U TPYAOEMKUM. TUV
AUSTRIA aBnaeTca He3aBUCKUMbIM CEPTUDUKALIMOHHBIM OPraHOM U HE MPefoCTaBNAET KOHCANTUHIO-
Bble YCyr, CBA3aHHbIE C MOAFOTOBKOM OpraHu3auum K MX mocrenylolen ceptmdukalmm, CTporo
cobntofgas CoOTBETCTBYOLWME MpaBuia MexayHapoOHOro akkpeaomTaumoHHoro dopyma (IAF),
MOCKOJIbKY, B MPOTUBHOM ciny4ae, 6yAeT HapyLUeH NPUHLLUMM HE3aBUCUMOCTU cepTUdUKaL M. OoHaAKO
TUV AUSTRIA Bcerfa rotoBbl okasaTb MHbOPMAaLMOHHYIO NOAAEPXKKY, Me 1 Kak KoMMaHWsa MoXeT
MoNy4YnTb HEOOXOOUMbIE KOHCANTUHIOBbIE YCYT .

B 1o cBsasu TUV AUSTRIA Standards & Compliance paspa6otan nporpaMmy perncTpaLmm KOHCY b-
TaHTOB, K KOTOPbIM MOXXHO O6pallaThbCa 3a ycayramMum Mo MNoAroTOBKE K cepTudukaumm. TOO
«MALMDUKA» aBnaeTcsi 3aperncTpupoBaHHbiM KoHcynstaHToM TUV AUSTRIA (NeTAP 009-2020-
05/25) n npoxoauT perynsgpHbie TPEHUHIU Mo 3PPEeKTUBHOMY MPUMEHEHMIO MeXOayHapOaHbIX
CTaHAAPTOB U ayauTy. Mbl MOMOXEM BaM pa3paboTaTb U BHEAPUTb CUCTEMbI MEHEOXKMEHTA B COOTBE-
TCTBUW C TPEBYEMbBIMU CTaHOAPTaMU, 06eCneymB NPU 3TOM MOMHYIO MOAAEPXKKY Balle KoMnaHum Ha
MyTV K cepTudmrKaLnm.

BsaumogemcTaue ¢ TUV AUSTRIA Standards & Compliance nossonseT Ham ¢ 6onbluet 3dhdeKTMBHOC-
TbiO MPUMEHSATL NyYLlMne MMPOBbIE MPAKTUKK U HapaboTkmn TUV AUSTRIA B pasnmyHbIX 06/1acTax Npm
OKa3aHUW yCyr HalLMM KIIMeHTaM.

CotpyaHunuectBo ¢ TUV AUSTRIA gaéT Hallein KoMnaHum
BO3MOXHOCTb NMPOBOAUTD:

© lNopgroToBKy opraHm3aumi K cepTudurkaumm cuctem
MeHeOXXMeHTa Mo cTaHgapTaM ISO

© CepTndMKaLMOHHbIE KyPCbl OBy4YeHUs Mo cCTaHA4apTamM
ISO (27001, 9001, 14001 1 45001)

AOMONMHUTENIbHAA NTHOOPMALLUSA:

Be6-canT: www.tuv-austria.ru )
Y3HATb EOMbLIE O TUV
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KomnnekcHag CMUWB npefHasHaveHa ANa CHMMKEHMS PUCKOB peanm3aLimm NoiHOro CNeKTpa yrpos
WMB. 3To focTnraeTcsa 3a cHeT COBMECTHOMO NMPUMEHEHUSA CPasy HECKOMbKUX TEXHOMOMUM 1 CPEeACTB
3alWNTbl MHPOPMaLUKM, PA3BEPHYTbLIX MOL €OUHbIM YNpaBAeHWEM W OMUPAIOLLMXCA Ha eOuHYHo
OpPraHM3aLMOHHO-HOPMATUBHYIO 6a3y. Ycnyra opuveHTUMpoBaHa Ha 3awwmty UT-mHpacTpyKTypbl
(ceTb, LLOM, MpOoCTpaHCTBO PaboUmMX CTaHLLMI), @ TaKKe NpefoCcTaBIseMblx Ha ee 6ase MHPOPMaLIMOH-
HbIX M TENEKOMMYHMKALMOHHbIX CEPBUCOB (Cy»6a KaTasloros, MoYTa, yaaeHHbI oCTy, pannoBoe
XpaHWIuLLe, ceTeBas Nevatb, 4OCTYN B VIHTEPHET) 1 OXBaTbiBAa€T HE TO/TIbKO TEXHONOIrMYECKUI, HO U
OpraHM3aLMOHHbIN YpPOoBEeHb 0becneyeHmna UB.

Ycnyra HeobxoaMMa KoMMnaHMAaM B Tex CnydadX, korga:

Heo6xoAMMOo obecrnednTb eAnHY TOUKY c60opa, XPaHeHWa 1 aHanmMsa nHbopMaumm
0 cobbITnax VB, reHepurpyeMbix UT-UMHOPACTPYKTYPOM 1 cpeacTBaMm 3aLmTbl MHGOPMaLLMmM

Hy>KHa daKTypa o194 paccriefoBaHna MHLMAEHTOB, MPW 3TOM TpebyeTcs o6ecneymnTb yH6oKyo
PETPOCMEKTUBY «/10rOB» (FOfbl, MecsLibl)

HeobXoAMMO OrMepPaTUBHO BbIABNATb aBapUMHbIe CUTYALMU N MHLUMAEHTbI MB No gaHHbIM
KOPPEeNAaLMOHHOro aHanmsa cobbiTUM

TpebyeTcs aBTOMaTU3MPOBaTb MPOLLECC OLLEHKM COOTBETCTBUSA TpeboBaHmam (Compliance)
B KoMMaHuu cospaeTcsi onepaTusHbIM LeHTp UB (OLLIMB/SOC)
B KOMMaHWn BHeOpAatoTCA npoLecchl yrnpasneHus UT Ha ocHoBe ITSM

Ycnyra npeanosnaraeT pasBepTbiBaHWe KOPMOPaTUBHOM CUCTEMbI, 06ecreydrBatoLLen LeHTpanm3o-
BaHHYO aHTUBMPYCHYIO 3aLLUTY ANF PaboyYmX CTaHLMN, CEPBEPOB 1 MPUKIAAHbIX LUMO30B. Kopriopa-
TUBHas aHTUBMPYCHAA CUCTEMAa CHUMMKAET PUCKU, CBA3aHHbIE C aKTMBHOCTbIO BpedoHocHoro MO, a
LLeHTpan3aumsa yrnpaBieHna 1M O06HOBMNEHWN MO3BOAAET CHU3UTb OMepPaLUOHHbIE U3LOEPXKKMU
(OpEX).Pe3ynbTraToM oKaszaHus ycryri aendetcd abdeKTMBHO AeMCTBYOLIAaA KOMMIEKCHas cucTeMa
AHTUBMPYCHOM 3aLLNTbI OT BpedoHOoCcHoro 0.

Ycnyra npefocTtaBnaeTcd B Liensax TodHoW naeHTudmkaumm APT-atak (Advanced Persistent Threats)
ona addeKTUBHOIO NPeaoTBpaLleHNa HECAaHKLMOHMPOBAHHOIO AOCTYMNa K OCHOBHbIM MHbOpPMaL M-
OHHbIM pecypcamM KoMnaHuu. LieneBble KnbepaTaky HamnpaBneHbl Ha KOHKPETHYO KOMMaHUIO WUn
OoTpac/b U rapaHTUPYIOT 3M0YMbILLNIEHHMKAM B Cllydae ycrnexa MnosiydeHue LLeHHbIX daHHbIX Un
OEeHeXXHOoW NMpubbinn. CaMbiMK OMacHbIMU U3 LleneBbix aTak aBnatoTcsa APT — pacrnpeneneHHble Bo
BpeMeHU yrpo3bl. B xoae nogo6HoM aTaku xakep noslydaeT 4OCTY M K CETU KOMMaHMM, 3aKpenaaeTca B
HeM 1M MOXXET HAaXOAUTbCS BHYTPU HE3aMEUYEHHbIM B TEUEHME HECKOMbKMX MECALLEB WU AaXKe J1ET.
Pe3ynbraToM oKasaHua ycnyrm aBNgeTCa HaCTPOEHHbIM M 3anyLLEHHbIM KOMMAIEKC PaHHEro BbigBne-
HUA CIOXHbIX LiefleHanpaBneHHbIX aTak (MOHUTOPUHI CETEBOTIO Tpaduka, dannoB 1 aHanms3 MCTOPU-
UECKMX AaHHbIX), KOTOPbIW MO3BOMTMT MAaKCHMMaNbHO BbICTPO OGHAPY>KNTb MPUCYTCTBME 3M10YMbILLUMEH-
HMKa B CETU, 0B6ECNEUYNT CBOEBPEMEHHOE pearmpoBaHmMe M BOCCO3LACT MOHYK KapTUHY aTaku Ans
[EeTanbHOro paccreoBaHuA.



10

Ycnyra npenycMaTtpmBaeT peann3aumio PasfMyHbIX MEXaHWU3MOB MAEHTUDUKALMK, ayTeHTUDMKA-
LU U aBTOpU3aLMM B UHDOPMALIMOHHbBIX CUCTEMAX M CepBUCax. YNpaBieHe JOCTYNOM Mo3BoNaeT
YMEHbLUNTb pUCKM HC[, K BaYKHbIM MHPOPMALIMOHHbBIM pecypcam, TEM CaMblM CHIUYKasd BO3MOXXHble
noTepu oT pasrfalleHnsa MHbopMaLLMK, a TaKXKe NMOMOraeT onTUMU3NPOBaTb BU3HEC-MPOLLECChl 3a
CYET CKBO3HOW ayTeHTUDUKALMKM U aBTOMATU3aLLMM NPOLLECCOB MPeaocTaBneHnsa KOpnopaTUBHOMO
0ocTyrna K MC, moBbILLad NPOM3BOAUTENBHOCTb TPYAA.

MpuBUNErMpoBaHHbIM OOCTYN mpenocTaengerca UT-aaMUHUCTPaATOpaM, KOHTPOMMPYOLWLMM
3HAUUTENbHYIO YacCTb TEXHOMOMMIM OpraHu3aLmm, U OPYrMM MoMb30oBaTeNdaM, MMELIMM AOCTYMN K
KPUTUUYECKM BaXKHbIM /15 6U3HECa aKTUBaM.

3710y MbILLMEHHMKM YaCTo MCMOSb3YIOT cnabble MecTa B cucTteMe 6e30MacHOCTU MPUBUIErMPOBaHHO-
ro JOCTyra BO BPeMs MpOoBefeHWA aTak C MOMOLLbIO MPOrPaMM-LLIAHTaXKMCTOB, OCYLLECTBISEMbIX
UeoBEKOM, U LiefleHarnpaBieHHOM KpaXkmn AaHHbIX. [03ToOMy opraHu3aLmMm AO/MKHbI COeNaTh 3aLumnTy
MPUBUIErMPOBAaHHOMO AOCTYMa OAHMUM U3 [MaBHbIX MPUOPUTETOB 6€30MaCHOCTM M3-3a 3HaUYMUTENbHO-
ro MOTEHLIMaNIbHOrO BAUSHWUSA Ha BU3HEC 3M10YMbILLIMIEHHVUKOB, KOMIMPOMETUPYIOLLMX 3TOT YPOBEHb
OOCTyra.

Ycnyra HaueneHa Ha co3fgaHume v 3anyck B KoMnaHmm npoL,ecca KOHTPOMS M aHanmM3a 3aLllMLLEHHOCTU
B LLeNaX MoATBEPXKAEeHUA COOTBETCTBMA Mep 3alUTbl TPEBOBaHUAM PYKOBOAALLMX M METOAMNUYECKNX
OOKYMEHTOB, MONUTUKU VB 1 TEXHNYECKUM peLLUEHSIM MO 3aLmMTe MHGOPMaLLMN.

B pe3ynbrate BHeapeHMd npoLuecca obecrnevymBaeTcs AOMKHbBIN KOHTPOSb 33 YPOBHEM MHbOopMaLM-
OHHOW 6e30MaCHOCTM, YTO MO3BOMAET MOATBEPXKAATL COOTBETCTBME TPE6OBAHMAM MO 06ecrneyeHmto
3agaHHoOro ypoBHA B 1 onepaTyBHO BbiSBAATb HEQOCTaTKM B o6ecrnevyeHnn UB 1 yassmmoct UT-
CUCTEM W CEPBUCOB. TEM CaMbIM, CYLLECTBEHHO CHMXXAIOTCH PUCKU HapyLlleHns VB v cBa3aHHble C
HUMW U3OEPIKKM.

Llenblo mpenocTaBneHus ycrayru asndgetca obecrniedeHmne VB mpu MOOKIOUYEHWU K BHELHUM
MHDOPMaLIMOHHO-BbIYNCTTUTENbHBIM CETAM (CETb VIHTEPHET, CETU CTOPOHHUX OpraHu3aLnii, CeTb
orepatopa CBA3M) U BHYTPW KOPMOPATUBHOM CETW 3a CYET OOHapy)KeHWA B CeTeBOM Tpaduke
MPW3HAKOB MOMbITOK peanM3aLmmy aTak.

YCTaHOBNEHHAA M HacTPOeHHad cUCTeMa MPedoTBPalleHUs BTOPXKEHWIM MO3BONAET obecrneymnTb
paHHee 06HapyyKeHMe aTaK M CBOEBPEMEHHYIO PeaKLIMIO Ha HUX [0 HacTyMIeHUa He61aronpuaTHbIX
MocneAcTBMN. [10BbILLIAETCH YPOBEHb [OCTYNMHOCTU MHDOPMALIMOHHbIX PECYPCOB M CEPBMICOB, 3a CUET
yero obecrnedmrBaeTcsa CHMMXKEHWE MOoTepPb, CBA3aHHbIX C MPOCTOAMK BCNeACTBME peanm3almm yrpos
Z15%

Llenbto mpepocTaBneHus ycnyrm apngerca obecnedeHuve VB npu moaokAtoYeHUM K BHELUHUM
MHDOPMALMOHHO-BbIYNCINTENIBHBIM CETAM 3a CYET YMNpPaBeHUS NPOXOXKAEeHNEM CETEBOro TpadmKa
yepes rpaHuuy (MepmumMeTp 6e30MnacHoOCTM) CETU.

Ycnyra yooBneTBOPSAET LUMPOKMIA CMEKTP MoTpebHoCcTen B obecnevyeHnn ceTeBom 6e30MacHOCTU
MHDOPMALMOHHO-BbIYNCIUTENBHbBIX PECYPCOB.

KpoMe Toro, Me)ceTeBoe 3KpaHWpoBaHWe ABNdeTca obs3aTeflbHbiM YCMOBMEM BbliMOAHEHMUA
TpeboBaHW MO 3alMTe MepCoHaNbHbIX OAHHbIX, MPUMEHAETCH MPW peanmn3aunm MonoXKeHUM
3aKoHOOaTeNbCTBa 06 OXpaHe KOHGMAEHLManbHOM MHbOPMALMKL U MPU peanmn3aLmm TpeboBaHMM
CT PKISO/IEC 270011 PCI DSS.

Ycnyra npegHasHadeHa o co30aHua YCnoBUMiA MO BbIABAEHMIO U 6TOKUPOBAHMIO MOMbITOK HECaH-
KLMOHWMPOBAHHOIO PacrpoOCTPaHEHUA (KOMUPOBaHUS, nepenadun) KoHduaeHUManbHoW nHdGopMa-
LMK, NpencraBngollen ana ee BAagesiblia KOMMEPYECKyto UMM MHYK LLEeHHOCTb. TeM caMbiM, Ha
TEXHOIOMMYECKOM YPOBHE OCYLLECTBISETCH MPOTUBOAENCTBME MHCAMAY, a Takxke npodunaktmka
HEeraTMBHbIX MOCMNEACTBMN XanaTHOro obpalleHUa ¢ MHbopMaLMen orpaHUYeHHOro gocTtyna u
HapyLUeHWs NpaBun ee 06paboTku. KntoueBas LeHHOCTb pa3BepHyToro DLP-pelueHus 3akitovaeTca
B MUHMMMU3ALMU MOTEPD, CBA3AHHbIX C yTeUKaMM OaHHbIX K KOHKYpeHTaM, B CMW 1 B opyrue Hexkena-
TeNbHble MecTa.

Pe3ynbratoM okazaHMsa ycriyrv aBAgeTca KoMmnekc pewleHumm DLP n CK3W, KoTopbl Ha OCHOBE
OOKYMEHTUPOBaHHbIX MpoLieayp obecnedymBaeT KOHPUOEHLUNANBHOCTb MHPOPMaLLMK. 3a CHET 3TOrO
CHWKAIOTCA MOTEPU M U3AEPXKKM, CBA3aHHbIE C HEMPABOMEPHbIM OOCTYMOM K BaXXHbIM JaHHbIM B
cny4vae notepu HocuTenem nHGopmMaLum, Mpm CAy4amHOM AOCTYME CO CTOPOHbl HEaBTOPM30OBAHHOIO
rmepcoHasna BCNeAcTBME HapyLLUEeHWS U XanaTHOCTU, MPW MOMbITKax AOCTYMa K AaHHbIM CO CTOPOHbI
NNLL, O3HAKOMJIIEHME KOTOPbIX C 3aLUMLLIaEMOM MHDOPMaLLMEN HEXeNaTeENbHO.
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Ycnyra npepocTtaBndeTca B Lensax NpoTUBOLEMNCTBUA PaCMpPOCTPaAaHEHUIO HeEXenaTenbHOM
3M1EKTPOHHOWM MOYTbI U BPEAOHOCHbIX BIIOXKEHUN.

Pe3ynbratoM oKasaHua ycayrm aBageTcs HaCTPOEHHbIN 1 3amyLEeHHbIN cCepBUC MHDOPMALLMOHHOM
6e30MacHOCTM C MPOBEPKOWM MOYTOBOro TpaduKka Ha NpeaMeT Halmnyug B HEM BUPYCOB U CraMm-
coobleHnn. Ero nprMeHeHMe ob6ecrneyYmBaEeT CHIVDKEHME OBLLMX U3OEPXKEK W MOBbILEHUE
NPOU3BOAUTENBHOCTM KOMMNaHMM 3a CHET yCTPaHEHMS KOMMMIeKca HEraTUBHbIX PaKTOPOB, CBA3aHHbIX
C pacnpoCcTpaHeHeM cramMa 1 BPeOOHOCHbIX BIOXXEHWIA.

Ycnyra npenocTaBnseTcs B Lenax NpPOTMBOAEWCTBUS PACMPOCTPaHEHUIO HeXernaTenbHblX Beb-
3M1EMEHTOB U YCTPaHEH U KOMMIEKCa HeraTUBHbIX PaKTOPOB, CBA3aHHbIX C BEO-TPadUKOM.

Pe3ynbTaToM OKa3aHUs YCiyrn ABASETCS HAaCTPOEHHbIM 1 3aMyLLEHHbIN CEPBUC MHPOPMALMOHHOWM
6e3omnacHoctn MPOKCW cepeep (WEB GATEWAY). Ero npumMeHeHue obecrnedymBaeT CHUXKEHUE
OBLLMNX N3LEPIKEK N MOBbILLIEHNE MPOU3BOAUTENBHOCTV KOMMaHUK 3a CYET YCTPaHEHUS KOMIIeKca
HeraTMBHbIX PaKTOPOB, CBA3aHHbIX C PACMPOCTPAHEHUMEM HeXKenaTeNbHbIX BE6-3/1eMEHTOB U

YnpaBneHue MobunbHbIMK ycTporcTBamMu (Mobile device management, MDM) — Habop cepBU1COB U
TEXHOMOrnin, ob6ecnevynmBaloLLMX KOHTPOMb U 3alUUTY MOBGUMbHbIX YCTPOMCTB, UCMOMb3yeMblxX
opraHusaumen nm eé coTpyaHuKamu. MoHATHUE «MOBUMbHbIE YCTPOMCTBa» B AaHHOM clydae
noApasyMeBaeT CMapTPOHbI, MAaHLWeTbl U chneunanmanpoBaHHble KOMMbIOTEPHI, TakMe Kak
TepMUHanbl c6opa faHHbIX UM MOBUbHbIE MAATEXHbIE CUCTEMBI.

Ycnyra NpefoctaBngeTca B Lefax pelleHMda ABYX OCHOBHbIX 3adad: obecrnedeHne 6e30MacHoOCTU
KOPMOPaTUBHbIX AAaHHbIX Ha YCTPOMCTBAX, HAXOAALIMXCH BHE CETEBOM UHPPACTPYKTYPbI, @ Takxe
KOHTPOJS1b COCTOAHMS CaMUX YCTPOMCTB.
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