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PACIFICA

A NOVENTIQ Company

KomMnaHuga «MALLUDUKA» —3To KOMaHaa NpodeCccrMoHanoB, KOTopas OKa3blBaeT MOHbIN CIEKTP
YCAyr no NHGOPMaLMOHHOM N Knbepbe3onacHOCTV — OT pa3paboTkm cTpaTernn Vb, BHeapeHus
M COMPOBOXAEHUA TEXHUYECKMX CPEACTB 3aLLUUTbl MHPOPMaLMKM 00 OKa3aHUSa KOHCANTUHIOBbIX
YCNYT MO AOCTUMXKEHMIO COOTBETCTBUA TPEOOBaHUAM MEXXAYHAPOAHbIX M OTPaC/EBbIX CTaHAAPTOB
MHbOOPMaLIMOHHOWM 6€30MacHOCTU.

BonbLuon onbIT

o Bonee 15 net Ha pbiHKe NB. Bonee 30 KpynHbIX (B T.4. FOCYAapCTBEHHbIX)
KNMeHToB 13 Pecrny6nukm KasaxctaH 1 ctpaH CHIT B pasnuyHblX oTpacisax
3KOHOMMUKM, C PA3NYHOM MHPPACTPYKTYPOU 1 yPOBHEM aBTOMaTU3aLMK

Bepyuine TexHonormm

[MapTHEepPCTBO C BeayLLMMM MUPOBLIMU BeHaopamu: IBM Security, Check Point,
Trellix, Falcongaze, Tenable, CrowdStrike, FUDO Security, CyberArk, Fortinet,
R-Vision, Delinea, Bitdefender u gp.

JKcnepTHasa KoMaHAaa

000 20 WTaTHbIX KBaTMPULIMPOBAHHbIX CMELMaNUCTOB MO CUCTEMaM YMNpaBAeHUSs
MHdOPMaLMOHHOM 6e3onacHocTU (CYNB), cUCTEMHOM apXUTEKTYPE, aHannTUKe,
TEXHUYECKOMY ayauTy CYUB, 3STUYHOMY XaKUHTY, PEBEPC MHXKEHEPUN,
aOMUHUCTPUPOBAHUIO 1 MP.

MpodeccnoHanbHbIA UHTErpPaTop

ﬁ He aBnaacb npousBogMTenemM NporpaMmm 1M o60pyLoBaHms onpeaeneHHom
MapKu, Mbl MopekoMeHayeM Anda Bac Hanbonee nooxoasluve peLleHus ang
noctpoeHna CMUB «c Hyna» NamM oNTUMM3aLLUK CyLLIECTBYIOLLIEN
MHOPACTPYKTYPbI

\/ MNMoaTBep)XaeHHOe KayecTBO

MexkayHapoaHbIv cepTUDUKAT COOTBETCTBUA CUCTEMbI MEHEYKMEHTA
TpeboBaHWaM cTaHaapTa ISO/IEC 27001:2013, napTHEpPCTBO ¢ ABCTPUMCKNM
OpraHoMm rno ceptnduKkaumm u Hannumne Cemnaetenbcrea TUV AUSTRIA Standards
& Compliance (N2TAP 009-2020-05/25)

Y4ye6HbIN LIeHTP

LleHTp noBblLlleHUs KBannduKaLmm npodeccrmoHanos B o6nacTm
MHbOPMaLLMOHHOM 6€30MacHOCTY MOMOTaeT MaKCMMalibHO 6bICTPO OCBaMBaTb
HoBeMLLne MHOOPMALIMOHHbIE TEXHOMOTMM U MepenasBaTb HaKoMMNeHHbIe 3HaHMS
M OnbIT

PACIFICA a Noventiq Company. Kubepcnokoncreue Bawiero 6usHeca.
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[NpoBoAUTCAa Ans MonyyYeHUsd OTBETa Ha BOMPOC: HACKOJbKO peanibHbIN YPOBEHb MHPOPMALIMOHHOM
6e3omacHocTH (MB) B KOMMaHWKM COOTBETCTBYET AeKTapupyeMoMy. Pe3ynstaToM okasaHua ycnyri
aBnaeTca ot4yeT 06 ayauTte (Gap-aHanms), cooepxallmin cBeAeHUs O COOTBETCTBUM peasibHOro
ypoBHA VB geknapupyemMomy (3agaHHOMy 3akoHogatenbHbiMu HIA, oTpacneBbiMM CTaHOapTaMm
UMW BHYTPEHHUMMK NonuTukamm UB).

B cny4ae, ecniv Bbl ellle He onpegennancb ¢ HOPMaTUBHbBIM OOKYMEHTOM, Mbl FOTOBbI MPOBECTU
aKcnpecc-ayauT MHGOPMaLMOHHOW 6€30MacHOCTU, MO Pe3yNbTaTOM KOTOPOoro Bbl monyymnTe
peanbHyto KapTUHY COCTOAHUA CUCTEMbI MEHEMKMEHTA MHDOPMaLIMOHHOW 6€30MacHOCTU U
cTpaTeruto Ang ganbHeMLero pasBmTUA M NMOBbILLEHWS YPOBHA COOTBETCTBUA KOHKPETHbLIM
HOPMaTMBHbIM TpeboBaHUAM B obnactn UE (MoctaHoBneHme MNpaButenscTBa Pecny6nmkum
KazaxcTaH oT 20 gekabpsa 2016 roga N2 832, ISO 27001:2022, MNocTtaHoBneHmne N248 HE PK).

B pamMkax ycnyrm Halla KoMnaHWsa NPOBOANT OLLEHKY Ha COOTBETCTBME OCHOBHbBIM «EQUHbBIM
TpeboBaHMAM B 061acTV UHPOPMaALUMOHHO-KOMMYHUKALMOHHbIX TEXHOMOIMMIN 1N obecrnevyeHuns
MHPopMaLMoHHOM 6e3onacHoCTU» (MocTaHoBNeHMe MNMpaBuTenbcTBa Pecnybnmku KasaxcraH

oT 20 nekabpsa 2016 roga N2 832). Ycryra oKasblBaeTCA TaKXKe C y4eTOM TpeboBaHUN 1
peKkoMeHdaLmMn KoMnekca ctaHgapTos ISO/IEC 2700x, CT PK ISO/IEC 27001:2015.

Pe3ynbTaToM paboT ByaeT ABAATbCA OTHET C YPOBHEM COOTBETCTBMA MIC HOPMaTMBHOM
[OKYMeEHTaLLMK, a TakKe NogpOobHble peKOMeHAaLMM U NMPaKTUYecKas NOMOLLb B MX peanmsaumm
(nogroToBka\akTyanmsauus BHyTPeHHeN AOKyMeHTaUWmM, MOAUTUK U T.4.).

BkitoyaeT B cebda aHanm3 3alUMLLEHHOCTU MPUITOXKEHUIN, TECTUPOBAHME Ha MPOHUKHOBEHME
MHPPACTPYKTYPbI C MPUMEHEHMEM KOHTPOIMPYEMbIX U 6€30MacHbIX aTaK, a TakXKe ayauT
6e3omnacHoCTU M T-apXUTEKTYPbI.

[1o MToram ayauTa NpPenocTaBAaeTca OTYET C MoAPO6HOM MHDOPMAaLMEN, BKIOYAtOLLEN
06bEKTUBHbIE AAaHHbIE O BbIABMEHHbIX YA3BUMOCTAX U PEKOMEHOALMAMU MO UX YCTPAHEHUIO.



STanbl peanmsaumnm NpoekxTa:
NpPoBOAMM pa3paboTKy AOKyMeHTaLuK, ToebyemMon ctaHgaptoM PCl DSS\rnomoraem
BaM 3amonHuUTb N1cT camooleHKk PCl DSS (Mpu Heo6xogmMmMocTiu)

[NpoBefeHMe NpeaBapUTeSIbHOro ayauTa ,El,el;ICTByIOLLll/IX npoueccoB 1 ornpenernieHne
MX COOTBETCTBUNA Tpe6OBaHVIﬂM CTaHOapTa

OnpegeneHve 1 AOKYMEHTUPOBaHME 061acTU MPUMEHEHUSA CUCTEMbI YMPaBAEHNUA
MHMOPMaLIMOHHOM 6€30MaCHOCTbIO OPraHM3aLUM U KOMMIEKTa COOTBETCTBYOLLIEN
OOKYMEHTaLMU CUCTEMbI YNPaBneHUA MHGOPMaLIMOHHOM 6€30MacHOCTbIO B COOTBETCTBMM
c Tpe6oBaHMamMm ctaHgapTa ISO/IEC 27001 u np.

MpoBeaeHme OLEHKN PUCKOB MHDOPMAaLIMOHHOM 6€30MacHOCTM B paMKax yTBepaeHHOM
o61acTV NPUMEHEHUA CUCTEMbI YpaBieHNa MHGOPMaLMOHHOM 6e30MacHOCTbIO

C peKoMeHOaLUMaMM Mo yMeHbLLIEHMIO YPOBHA BO3OENCTBMA PUCKOB Ha MHPOPMaLIMOHHYO
6e30MacHoOCTb

BHeOpeHue cnucteMbl yrpaBieHnsa MHPopMaLMOHHOW 6e30MacHOCTbIO, BKtOYaa BHeApeHne
npoLeccoB o6ecredeHns MHGOPMaLIMOHHOM 6€30MacHOCTH, BHEOPEHWE CPEACTB U Mep
3alWMTbl MHbOPMaLLMK, NpoBeaeHMEe 06yYEeHUA COTPYOHMKOB, MPOBeAeHWe BHYTPEHHEro ayanTa
Ha NpeaMeT roTOBHOCTU K cepTUdMKaLmMm

ConpoBoXaeHwve B xoge cepTUdUKaLLMOHHOIO ayanTa,
OKa3zaHUe KOHCY/bTaLMOHHOW MOOAEPXKM

Ob6ecneyeHue ceptrndmkaumm CMUB Ha cooTBETCTBME TpeboBaHUAM
cTaHpapTa ISO/IEC 27001:2022.

STanbl paboT Npu NOArOTOBKE K cepTUdUKaLMU TpeboBaHUAM cTaHgapToB ISO:

O3HakoMUTenbHag BCTpe4a C pyKOBOACTBOM U COTPYOAHUKaMU O149 Pa3bACHEHNA
OCHOBHbIX MOMEHTOB pealsin3auinm rnpoekKTa

[NMpoBefeHne MHTEPBbIOUPOBAHUA KITOYEBbIX COTPYLHWKOB OpraHmM3aumnm 1
aHanu3 MMeloLLEenCcs BHyTpeHHePI OOKYyMeHTaunu

Onpe,n,eneHme npoueccoB CUCTeMbl MeHeXXMeHTa OpraHn3aunn 1 npasBni X onncaHMa

Pa3zpaboTka HEO6X0AMMOro MakeTa AOKYMEHTaL MK, OMKUChIBAOLLErO BbIMONHEHWEe
Tpe6oBaHWI CTaHOapTa\CTaHOapPTOB

KOHch'I bTUPOBaHMe OTBETCTBEHHbIX COTRYOAHWNKOB OpraHM3aL i no Bonpocam
D,OKyMeHTVIpOBaHHOl;I CUCTEMbl MEHEOXXMEHTA

MpoBedeHWe BHYTPEHHEro ayamTa CUCTEMbl MEHEMYKMEHTa Ha NpPeaMET NoAroTOBKM
K cepTUdUKALUOHHOMY ayanTy

MpoBeneHue KOPPEKTUPYIOLLNX MEPOMPUATUI, MPY HEOBXOAUMOCTMU

ComnpoBOXAEHWE OpraHu3aLLMK Npu NpoBeaeHUY cepTUPUKALMOHHOMO ayamTa

B paMKax okasaHWs ycnyrv Hatla KOMMNaHWs BbIMOSTHAET:
AHanus Hanu4yusa n cobnogeHus TpeboBaHMii No UB cornacHo MNoctaHoBneHUs N248

BblpaboTky pekoMeHaaLum No UToramM obcrefoBaHUA C Liefbio obecriedeHus
HaO/1e)allero ypoBHS YCTaHOBMEHHbIX TPe6oBaHMM

[MoaroToBKy UTOMOBbIX OTUETHbIX JaHHbIX



[NocTpoeHune komMnnekcHon CMUB B KoMNaHUM MpOmn3BOAMTCA B HECKObKO 3TarMoB:

AHanms Tekylllen cuTyalmm 1 3afay B chepe VB, BbiaBneHMe HeaKTyabHbIX U
DY6NPYIOLMXCA OOKYMEHTOB, GOpPMMPOBaHMeE NepedHa HEQOCTAOLLMX AOKYMEHTOB

AKTyanmsaumsa/npoekTpoBaHme npoLeayp obecrnedeHns nHbopMaLMoHHOM 6e30MacHOCTU
OnpepneneHne nepapxmm 1 B3aMMocBa3el JokyMeHToB NB

Pa3paboTKa TpebyeMbix 4OKYMEHTOB Mo B, akTyanmsaumsa nonoyKeHUM, pernamMeHTos,
MHCTPYKLLMI B COOTBETCTBUU C UBMEHEHUAMU TPEOOBaHMN 3aKOHOOATEbCTBA,
a TaKXKe B LieN1gX UCKTIOYEHWS OyONMMPOBaHUM U MPOTUBOPEUMIA B OKYMEHTAX

O6HoBNEeHVe B3anMOCBA3en AOKyMeHToB UB

OdopMneHne JoKyMeHTaL MK B COOTBETCTBUM C TpeboBaHuaMu CT PK,
OTpacneBbIMU UMW KOPMOPATUBHBLIMK CTaHOAPTaMM

Pa3paboTka pekoMeHOaLmni 1 Mep no coBeplueHcTBoBaHWIO CMWB B ganbHewLem

Pe3ynbraToM okasaHus ycnyr ansgetcs gencreytouas CMUB, koTopas obecrnedmBaeT:

pacCcTaHOBKY NMpuopmTeToB KoMnaHmm B obnactm b

ONTUMM3ALMIO YNPABIEHUYECKMX MPOLLECCOB, MOBbILLEHME 06OCHOBAHHOCTM PAacXoa0B
Ha obecrnedyeHe MHOOPMALMOHHOM 6e30MacHOCTU

OOCTUXEHME «MPO3PaYHOCTM» MPOLLECCOB obecrneyeHna 1 ynpasneHmna NB m
CHWYKEHWe 3aTpaT B 9TOM 06/1acTu

noBbllLeHWe 0oBepnd N YPOBHA YOOBETBOPEHHOCTM CO CTOPOHDbI NMapTHepOoB
N KIMEeHTOB pacllnpeHne PbiIHOYHbIX BO3MOYXHOCTEM

obecneveHme aPpOEKTUBHOM 3aLLUNTLI UHPOPMALUKM B KPUTUHECKUX CUTYaLIUAX

CcBOeBpeMeHHOe BbidBIeHMEe PUCKOB, YrpaBieHne MMun,
CHUMXXeHKe PUCKOB OT BHELLUHUX U BHYTPEHHKX Yrpo3

YMPOLLEHHYO MpoLefypy cepTUudUKaLMM OTPpac/eBbIM CTaHAaPTaM,
B C/ly4ae BO3HWUKHOBEHUSA HEOBXOAMMOCTH

B PaMKWM BbIMOJTHEHNA pa60T BXOOWNT, HO HE OrpaHNYnNBaeTCH:

Pa3pa60TKa HOPMaTMBHOM OOKyMeHTauunun, perym/lpylou_lel?l npouecchbl MHBEHTapu3aunm 1
KJ'IaCCMCbVIKaLJ,VIVI l/IHd)OpMaLJ,VIOHHbIX M COMYTCTBYOLNX MM aKTUBOB

PaspaboTka HOPMaTUBHOWM AOKYMEHTaLMM, PErYTMPYIOLLEN MPOLIECChl OLIEHKM PUCKOB,
CBA3aHHbIX C MHPOPMALMOHHbBIMIW aKTUBaMM

KoHcynbTaumMoHHaa nogaepykka B GopMUpPOBaHUM peecTpa aKTVMBOB, MOATOTOBKE peecTpa
PUCKOB U pa3paboTKu MaHa no o6paboTke PUCKOB
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BHeOpeHMe cucteM MeHeoyKMeHTa B COOTBETCTBMU C TPEBOBAHUAMU MeXAYHAPOAHbIX CTAaHAAPTOB U
nocnenyoLlas ceptudmrkaums stix cuctem B TUV AUSTRIA gaét KoMnaHuu psif 3HauYMTeNbHbIX
MPEVMYLLECTB, MOBbILLAA MPW 3TOM €€ KanuTanunsaLumio, KOHKYPEHTOCNOCO6HOCTb U YPOBEHb LOBEPUA
CO CTOPOHbI 3aKa34MKOB, @ TaKXXe MOMOraeT NMPUBeYb HOBbIX KNMeHToB. OgHaKo, KoMnaHmsa He Bcerga
obnagaeT HeobXoANMbIMU PecypcaMu 1 OMblITOM AN CAMOCTOATENbHOMO BHEAPEHMA CUCTEM MEHEe-
YXMEHTa, T. K. AaHHbIA MPOLLECC MOXET 6biTh 4OCTAaTOUHO CIOXHbIM, AMUTENbHBIM U TPYAOEMKUM. TUV
AUSTRIA aBnaeTca He3aBUCKUMbIM CEPTUDUKALIMOHHBIM OPraHOM U HE MPefoCTaBNAET KOHCANTUHIO-
Bble YCyr, CBA3aHHbIE C MOAFOTOBKOM OpraHu3auum K MX mocrenylolen ceptmdukalmm, CTporo
cobntofgas CoOTBETCTBYOLWME MpaBuia MexayHapoOHOro akkpeaomTaumoHHoro dopyma (IAF),
MOCKOJIbKY, B MPOTUBHOM ciny4ae, 6yAeT HapyLUeH NPUHLLUMM HE3aBUCUMOCTU cepTUdUKaL M. OoHaAKO
TUV AUSTRIA Bcerfa rotoBbl okasaTb MHbOPMAaLMOHHYIO NOAAEPXKKY, Me 1 Kak KoMMaHWsa MoXeT
MoNy4YnTb HEOOXOOUMbIE KOHCANTUHIOBbIE YCYT .

B 1o cBsasu TUV AUSTRIA Standards & Compliance paspa6otan nporpaMmy perncTpaLmm KOHCY b-
TaHTOB, K KOTOPbIM MOXXHO O6pallaThbCa 3a ycayramMum Mo MNoAroTOBKE K cepTudukaumm. TOO
«MALMDUKA» aBnaeTcsi 3aperncTpupoBaHHbiM KoHcynstaHToM TUV AUSTRIA (NeTAP 009-2020-
05/25) n npoxoauT perynsgpHbie TPEHUHIU Mo 3PPEeKTUBHOMY MPUMEHEHMIO MeXOayHapOaHbIX
CTaHAAPTOB U ayauTy. Mbl MOMOXEM BaM pa3paboTaTb U BHEAPUTb CUCTEMbI MEHEOXKMEHTA B COOTBE-
TCTBUW C TPEBYEMbBIMU CTaHOAPTaMU, 06eCneymB NPU 3TOM MOMHYIO MOAAEPXKKY Balle KoMnaHum Ha
MyTV K cepTudmrKaLnm.

BsaumogemcTaue ¢ TUV AUSTRIA Standards & Compliance nossonseT Ham ¢ 6onbluet 3dhdeKTMBHOC-
TbiO MPUMEHSATL NyYLlMne MMPOBbIE MPAKTUKK U HapaboTkmn TUV AUSTRIA B pasnmyHbIX 06/1acTax Npm
OKa3aHUW yCyr HalLMM KIIMeHTaM.

CotpyaHunuectBo ¢ TUV AUSTRIA gaéT Hallein KoMnaHum
BO3MOXHOCTb NMPOBOAUTD:

© lNopgroToBKy opraHm3aumi K cepTudurkaumm cuctem
MeHeOXXMeHTa Mo cTaHgapTaM ISO

© CepTndMKaLMOHHbIE KyPCbl OBy4YeHUs Mo cCTaHA4apTamM
ISO (27001, 9001, 14001 1 45001)

AOMONMHUTENIbHAA NTHOOPMALLUSA:

Be6-canT: www.tuv-austria.ru )
Y3HATb EOMbLIE O TUV
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KomnnekcHag CMUWB npefHasHaveHa ANa CHMMKEHMS PUCKOB peanm3aLimm NoiHOro CNeKTpa yrpos
WMB. 3To focTnraeTcsa 3a cHeT COBMECTHOMO NMPUMEHEHUSA CPasy HECKOMbKUX TEXHOMOMUM 1 CPEeACTB
3alWNTbl MHPOPMaLUKM, PA3BEPHYTbLIX MOL €OUHbIM YNpaBAeHWEM W OMUPAIOLLMXCA Ha eOuHYHo
OpPraHM3aLMOHHO-HOPMATUBHYIO 6a3y. Ycnyra opuveHTUMpoBaHa Ha 3awwmty UT-mHpacTpyKTypbl
(ceTb, LLOM, MpOoCTpaHCTBO PaboUmMX CTaHLLMI), @ TaKKe NpefoCcTaBIseMblx Ha ee 6ase MHPOPMaLIMOH-
HbIX M TENEKOMMYHMKALMOHHbIX CEPBUCOB (Cy»6a KaTasloros, MoYTa, yaaeHHbI oCTy, pannoBoe
XpaHWIuLLe, ceTeBas Nevatb, 4OCTYN B VIHTEPHET) 1 OXBaTbiBAa€T HE TO/TIbKO TEXHONOIrMYECKUI, HO U
OpraHM3aLMOHHbIN YpPOoBEeHb 0becneyeHmna UB.

Ycnyra HeobxoaMMa KoMMnaHMAaM B Tex CnydadX, korga:

Heo6xoAMMOo obecrnednTb eAnHY TOUKY c60opa, XPaHeHWa 1 aHanmMsa nHbopMaumm
0 cobbITnax VB, reHepurpyeMbix UT-UMHOPACTPYKTYPOM 1 cpeacTBaMm 3aLmTbl MHGOPMaLLMmM

Hy>KHa daKTypa o194 paccriefoBaHna MHLMAEHTOB, MPW 3TOM TpebyeTcs o6ecneymnTb yH6oKyo
PETPOCMEKTUBY «/10rOB» (FOfbl, MecsLibl)

HeobXoAMMO OrMepPaTUBHO BbIABNATb aBapUMHbIe CUTYALMU N MHLUMAEHTbI MB No gaHHbIM
KOPPEeNAaLMOHHOro aHanmsa cobbiTUM

TpebyeTcs aBTOMaTU3MPOBaTb MPOLLECC OLLEHKM COOTBETCTBUSA TpeboBaHmam (Compliance)
B KoMMaHuu cospaeTcsi onepaTusHbIM LeHTp UB (OLLIMB/SOC)
B KOMMaHWn BHeOpAatoTCA npoLecchl yrnpasneHus UT Ha ocHoBe ITSM

Ycnyra npeanosnaraeT pasBepTbiBaHWe KOPMOPaTUBHOM CUCTEMbI, 06ecreydrBatoLLen LeHTpanm3o-
BaHHYO aHTUBMPYCHYIO 3aLLUTY ANF PaboyYmX CTaHLMN, CEPBEPOB 1 MPUKIAAHbIX LUMO30B. Kopriopa-
TUBHas aHTUBMPYCHAA CUCTEMAa CHUMMKAET PUCKU, CBA3aHHbIE C aKTMBHOCTbIO BpedoHocHoro MO, a
LLeHTpan3aumsa yrnpaBieHna 1M O06HOBMNEHWN MO3BOAAET CHU3UTb OMepPaLUOHHbIE U3LOEPXKKMU
(OpEX).Pe3ynbTraToM oKaszaHus ycryri aendetcd abdeKTMBHO AeMCTBYOLIAaA KOMMIEKCHas cucTeMa
AHTUBMPYCHOM 3aLLNTbI OT BpedoHOoCcHoro 0.

Ycnyra npefocTtaBnaeTcd B Liensax TodHoW naeHTudmkaumm APT-atak (Advanced Persistent Threats)
ona addeKTUBHOIO NPeaoTBpaLleHNa HECAaHKLMOHMPOBAHHOIO AOCTYMNa K OCHOBHbIM MHbOpPMaL M-
OHHbIM pecypcamM KoMnaHuu. LieneBble KnbepaTaky HamnpaBneHbl Ha KOHKPETHYO KOMMaHUIO WUn
OoTpac/b U rapaHTUPYIOT 3M0YMbILLNIEHHMKAM B Cllydae ycrnexa MnosiydeHue LLeHHbIX daHHbIX Un
OEeHeXXHOoW NMpubbinn. CaMbiMK OMacHbIMU U3 LleneBbix aTak aBnatoTcsa APT — pacrnpeneneHHble Bo
BpeMeHU yrpo3bl. B xoae nogo6HoM aTaku xakep noslydaeT 4OCTY M K CETU KOMMaHMM, 3aKpenaaeTca B
HeM 1M MOXXET HAaXOAUTbCS BHYTPU HE3aMEUYEHHbIM B TEUEHME HECKOMbKMX MECALLEB WU AaXKe J1ET.
Pe3ynbraToM oKasaHua ycnyrm aBNgeTCa HaCTPOEHHbIM M 3anyLLEHHbIM KOMMAIEKC PaHHEro BbigBne-
HUA CIOXHbIX LiefleHanpaBneHHbIX aTak (MOHUTOPUHI CETEBOTIO Tpaduka, dannoB 1 aHanms3 MCTOPU-
UECKMX AaHHbIX), KOTOPbIW MO3BOMTMT MAaKCHMMaNbHO BbICTPO OGHAPY>KNTb MPUCYTCTBME 3M10YMbILLUMEH-
HMKa B CETU, 0B6ECNEUYNT CBOEBPEMEHHOE pearmpoBaHmMe M BOCCO3LACT MOHYK KapTUHY aTaku Ans
[EeTanbHOro paccreoBaHuA.
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Ycnyra npenycMaTtpmBaeT peann3aumio PasfMyHbIX MEXaHWU3MOB MAEHTUDUKALMK, ayTeHTUDMKA-
LU U aBTOpU3aLMM B UHDOPMALIMOHHbBIX CUCTEMAX M CepBUCax. YNpaBieHe JOCTYNOM Mo3BoNaeT
YMEHbLUNTb pUCKM HC[, K BaYKHbIM MHPOPMALIMOHHbBIM pecypcam, TEM CaMblM CHIUYKasd BO3MOXXHble
noTepu oT pasrfalleHnsa MHbopMaLLMK, a TaKXKe NMOMOraeT onTUMU3NPOBaTb BU3HEC-MPOLLECChl 3a
CYET CKBO3HOW ayTeHTUDUKALMKM U aBTOMATU3aLLMM NPOLLECCOB MPeaocTaBneHnsa KOpnopaTUBHOMO
0ocTyrna K MC, moBbILLad NPOM3BOAUTENBHOCTb TPYAA.

MpuBUNErMpoBaHHbIM OOCTYN mpenocTaengerca UT-aaMUHUCTPaATOpaM, KOHTPOMMPYOLWLMM
3HAUUTENbHYIO YacCTb TEXHOMOMMIM OpraHu3aLmm, U OPYrMM MoMb30oBaTeNdaM, MMELIMM AOCTYMN K
KPUTUUYECKM BaXKHbIM /15 6U3HECa aKTUBaM.

3710y MbILLMEHHMKM YaCTo MCMOSb3YIOT cnabble MecTa B cucTteMe 6e30MacHOCTU MPUBUIErMPOBaHHO-
ro JOCTyra BO BPeMs MpOoBefeHWA aTak C MOMOLLbIO MPOrPaMM-LLIAHTaXKMCTOB, OCYLLECTBISEMbIX
UeoBEKOM, U LiefleHarnpaBieHHOM KpaXkmn AaHHbIX. [03ToOMy opraHu3aLmMm AO/MKHbI COeNaTh 3aLumnTy
MPUBUIErMPOBAaHHOMO AOCTYMa OAHMUM U3 [MaBHbIX MPUOPUTETOB 6€30MaCHOCTM M3-3a 3HaUYMUTENbHO-
ro MOTEHLIMaNIbHOrO BAUSHWUSA Ha BU3HEC 3M10YMbILLIMIEHHVUKOB, KOMIMPOMETUPYIOLLMX 3TOT YPOBEHb
OOCTyra.

Ycnyra HaueneHa Ha co3fgaHume v 3anyck B KoMnaHmm npoL,ecca KOHTPOMS M aHanmM3a 3aLllMLLEHHOCTU
B LLeNaX MoATBEPXKAEeHUA COOTBETCTBMA Mep 3alUTbl TPEBOBaHUAM PYKOBOAALLMX M METOAMNUYECKNX
OOKYMEHTOB, MONUTUKU VB 1 TEXHNYECKUM peLLUEHSIM MO 3aLmMTe MHGOPMaLLMN.

B pe3ynbrate BHeapeHMd npoLuecca obecrnevymBaeTcs AOMKHbBIN KOHTPOSb 33 YPOBHEM MHbOopMaLM-
OHHOW 6e30MaCHOCTM, YTO MO3BOMAET MOATBEPXKAATL COOTBETCTBME TPE6OBAHMAM MO 06ecrneyeHmto
3agaHHoOro ypoBHA B 1 onepaTyBHO BbiSBAATb HEQOCTaTKM B o6ecrnevyeHnn UB 1 yassmmoct UT-
CUCTEM W CEPBUCOB. TEM CaMbIM, CYLLECTBEHHO CHMXXAIOTCH PUCKU HapyLlleHns VB v cBa3aHHble C
HUMW U3OEPIKKM.

Llenblo mpenocTaBneHus ycrayru asndgetca obecrniedeHmne VB mpu MOOKIOUYEHWU K BHELHUM
MHDOPMaLIMOHHO-BbIYNCTTUTENbHBIM CETAM (CETb VIHTEPHET, CETU CTOPOHHUX OpraHu3aLnii, CeTb
orepatopa CBA3M) U BHYTPW KOPMOPATUBHOM CETW 3a CYET OOHapy)KeHWA B CeTeBOM Tpaduke
MPW3HAKOB MOMbITOK peanM3aLmmy aTak.

YCTaHOBNEHHAA M HacTPOeHHad cUCTeMa MPedoTBPalleHUs BTOPXKEHWIM MO3BONAET obecrneymnTb
paHHee 06HapyyKeHMe aTaK M CBOEBPEMEHHYIO PeaKLIMIO Ha HUX [0 HacTyMIeHUa He61aronpuaTHbIX
MocneAcTBMN. [10BbILLIAETCH YPOBEHb [OCTYNMHOCTU MHDOPMALIMOHHbIX PECYPCOB M CEPBMICOB, 3a CUET
yero obecrnedmrBaeTcsa CHMMXKEHWE MOoTepPb, CBA3aHHbIX C MPOCTOAMK BCNeACTBME peanm3almm yrpos
Z15%

Llenbto mpepocTaBneHus ycnyrm apngerca obecnedeHuve VB npu moaokAtoYeHUM K BHELUHUM
MHDOPMALMOHHO-BbIYNCINTENIBHBIM CETAM 3a CYET YMNpPaBeHUS NPOXOXKAEeHNEM CETEBOro TpadmKa
yepes rpaHuuy (MepmumMeTp 6e30MnacHoOCTM) CETU.

Ycnyra yooBneTBOPSAET LUMPOKMIA CMEKTP MoTpebHoCcTen B obecnevyeHnn ceTeBom 6e30MacHOCTU
MHDOPMALMOHHO-BbIYNCIUTENBHbBIX PECYPCOB.

KpoMe Toro, Me)ceTeBoe 3KpaHWpoBaHWe ABNdeTca obs3aTeflbHbiM YCMOBMEM BbliMOAHEHMUA
TpeboBaHW MO 3alMTe MepCoHaNbHbIX OAHHbIX, MPUMEHAETCH MPW peanmn3aunm MonoXKeHUM
3aKoHOOaTeNbCTBa 06 OXpaHe KOHGMAEHLManbHOM MHbOPMALMKL U MPU peanmn3aLmm TpeboBaHMM
CT PKISO/IEC 270011 PCI DSS.

Ycnyra npegHasHadeHa o co30aHua YCnoBUMiA MO BbIABAEHMIO U 6TOKUPOBAHMIO MOMbITOK HECaH-
KLMOHWMPOBAHHOIO PacrpoOCTPaHEHUA (KOMUPOBaHUS, nepenadun) KoHduaeHUManbHoW nHdGopMa-
LMK, NpencraBngollen ana ee BAagesiblia KOMMEPYECKyto UMM MHYK LLEeHHOCTb. TeM caMbiM, Ha
TEXHOIOMMYECKOM YPOBHE OCYLLECTBISETCH MPOTUBOAENCTBME MHCAMAY, a Takxke npodunaktmka
HEeraTMBHbIX MOCMNEACTBMN XanaTHOro obpalleHUa ¢ MHbopMaLMen orpaHUYeHHOro gocTtyna u
HapyLUeHWs NpaBun ee 06paboTku. KntoueBas LeHHOCTb pa3BepHyToro DLP-pelueHus 3akitovaeTca
B MUHMMMU3ALMU MOTEPD, CBA3AHHbIX C yTeUKaMM OaHHbIX K KOHKYpeHTaM, B CMW 1 B opyrue Hexkena-
TeNbHble MecTa.

Pe3ynbratoM okazaHMsa ycriyrv aBAgeTca KoMmnekc pewleHumm DLP n CK3W, KoTopbl Ha OCHOBE
OOKYMEHTUPOBaHHbIX MpoLieayp obecnedymBaeT KOHPUOEHLUNANBHOCTb MHPOPMaLLMK. 3a CHET 3TOrO
CHWKAIOTCA MOTEPU M U3AEPXKKM, CBA3aHHbIE C HEMPABOMEPHbIM OOCTYMOM K BaXXHbIM JaHHbIM B
cny4vae notepu HocuTenem nHGopmMaLum, Mpm CAy4amHOM AOCTYME CO CTOPOHbl HEaBTOPM30OBAHHOIO
rmepcoHasna BCNeAcTBME HapyLLUEeHWS U XanaTHOCTU, MPW MOMbITKax AOCTYMa K AaHHbIM CO CTOPOHbI
NNLL, O3HAKOMJIIEHME KOTOPbIX C 3aLUMLLIaEMOM MHDOPMaLLMEN HEXeNaTeENbHO.
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Ycnyra npepocTtaBndeTca B Lensax NpoTUBOLEMNCTBUA PaCMpPOCTPaAaHEHUIO HeEXenaTenbHOM
3M1EKTPOHHOWM MOYTbI U BPEAOHOCHbIX BIIOXKEHUN.

Pe3ynbratoM oKasaHua ycayrm aBageTcs HaCTPOEHHbIN 1 3amyLEeHHbIN cCepBUC MHDOPMALLMOHHOM
6e30MacHOCTM C MPOBEPKOWM MOYTOBOro TpaduKka Ha NpeaMeT Halmnyug B HEM BUPYCOB U CraMm-
coobleHnn. Ero nprMeHeHMe ob6ecrneyYmBaEeT CHIVDKEHME OBLLMX U3OEPXKEK W MOBbILEHUE
NPOU3BOAUTENBHOCTM KOMMNaHMM 3a CHET yCTPaHEHMS KOMMMIeKca HEraTUBHbIX PaKTOPOB, CBA3aHHbIX
C pacnpoCcTpaHeHeM cramMa 1 BPeOOHOCHbIX BIOXXEHWIA.

Ycnyra npenocTaBnseTcs B Lenax NpPOTMBOAEWCTBUS PACMPOCTPaHEHUIO HeXernaTenbHblX Beb-
3M1EMEHTOB U YCTPaHEH U KOMMIEKCa HeraTUBHbIX PaKTOPOB, CBA3aHHbIX C BEO-TPadUKOM.

Pe3ynbTaToM OKa3aHUs YCiyrn ABASETCS HAaCTPOEHHbIM 1 3aMyLLEHHbIN CEPBUC MHPOPMALMOHHOWM
6e3omnacHoctn MPOKCW cepeep (WEB GATEWAY). Ero npumMeHeHue obecrnedymBaeT CHUXKEHUE
OBLLMNX N3LEPIKEK N MOBbILLIEHNE MPOU3BOAUTENBHOCTV KOMMaHUK 3a CYET YCTPaHEHUS KOMIIeKca
HeraTMBHbIX PaKTOPOB, CBA3aHHbIX C PACMPOCTPAHEHUMEM HeXKenaTeNbHbIX BE6-3/1eMEHTOB U

YnpaBneHue MobunbHbIMK ycTporcTBamMu (Mobile device management, MDM) — Habop cepBU1COB U
TEXHOMOrnin, ob6ecnevynmBaloLLMX KOHTPOMb U 3alUUTY MOBGUMbHbIX YCTPOMCTB, UCMOMb3yeMblxX
opraHusaumen nm eé coTpyaHuKamu. MoHATHUE «MOBUMbHbIE YCTPOMCTBa» B AaHHOM clydae
noApasyMeBaeT CMapTPOHbI, MAaHLWeTbl U chneunanmanpoBaHHble KOMMbIOTEPHI, TakMe Kak
TepMUHanbl c6opa faHHbIX UM MOBUbHbIE MAATEXHbIE CUCTEMBI.

Ycnyra NpefoctaBngeTca B Lefax pelleHMda ABYX OCHOBHbIX 3adad: obecrnedeHne 6e30MacHoOCTU
KOPMOPaTUBHbIX AAaHHbIX Ha YCTPOMCTBAX, HAXOAALIMXCH BHE CETEBOM UHPPACTPYKTYPbI, @ Takxe
KOHTPOJS1b COCTOAHMS CaMUX YCTPOMCTB.
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KoMnanus «MALNDUKA» okasbiBaeT NpodeccroHanbHble YCryri B GoOpMUPOBaHMIM CTpaTermm m
MOCTPOEHMUM OMEepPaTUBHbIX LIEHTOB MHPOPMALIMOHHOW 6e30MacHOCTU B OopraHm3aLmax no6oro
YPOBHS, @ TaKXKe, Y4UTbIBad OTpaAC/eBYIO CreLlndUKy M 0COBEHHOCTU AeATeTbHOCTU OpraHM3aLmm,
OEeMCTBYIOLLYIO MOMUTUKY 6€30MacHOCTM U UCMOoSfb3yeMble CPeacTBa 3allmTbl, MoaA6UPaET MUHK-
MasbHbIM Ha60OP MOMCKOBbIX CPEACTB.

OnepatuBHbIM LeHTp UB (OLLWB) nnm SOC — 3ToO LIeHTP MOHUTOPUHIA U pearMpoBaHms Ha KPpUTU-
yeckme MHUMAEHTbl MHbopMaUMoHHOM 6e3onacHocTu (MUB), KOToPbI MO3BOMAET OCYLLECTBAATb
MOCTOSAHHbIM MOHUTOPUHI M NPeaoTBPaLLeHMe aTak, BKIoYas MOSHbIA KOHTPOJTb Ha BCEX YPOBHAX
WT: ceTeBbIX MAKETOB, CETEBbIX MOTOKOB, aKTMBHOCTU OC, KOHTEHTA M MOBEAEHWS MONb30BaTENEMN.

MNnatdpopma SOC 06bIMHO Ga3MpyeTcs Ha OTKA30yCTOMUYMBOW KOHGUrypaumm SIEM, K KoTopon
OOMONMHUTENBbHO MOAKIOYEHbI MCTOYHUKM OaHHbIX 06 aKTyanbHbIX Yrpo3ax MHPOPMaLMOHHOMN
6e30MacHOCTU (He Bbi3biBatoLLmMx goBepud IP, URL 1 60T-ceTsx), monydaeMble OT BeayLLMX TlabopaTo-
PUIN, KOTOPble 3aHUMAtOTCA O6HAPY)KEHMEM aTaK 1 MPOTUBOAENCTBMEM KUBEPMPEeCTYNMHOCTU. DTO
[aeT BO3MOXXHOCTb arpermpoBaTb MHbopMaLMo 06 yrpo3ax, BbidBNaTb 60Mblle UHLMOEHTOB U
OBHapYyXKMBaTb aTaKM HyNeBOro AHs (zero-day) B KpaTyanLLme CPOKM.

B3anmopencTeme TexHonorni (CpeacTs 3aLlmTbl MHPOPMaLMK U cb6opa M 06paboTKmM cobbiTnin UB),
noaen (kBanudbULUMpoBaHHbIX CMEeLManCToB) M MPOLECCOB MPeacTaBNeHO Ha PUCYHKE HKe:

BTALAENbLbI MPOLECCOB, UC rPYNMNA PEATMUPOBAHUA
YBEAOMJIEHUE OB OTYET O MPOLLECC
OPERATION VMHUVAEHTAX UB PACCIIEOBAHUM YMPABJIEHUA
3ANPOC HA WHUMUOEHTAMU UB
CENTER OBPABOTKY
O AHANTUTUKU
OTYET O !
3AKPbITUMN
PEMMCTPALIMSI UHLMOEHTOB
SIEM COBbITUA UB MNPOLLECC
OMNEPATOPbDI
O MOHUTOPUHIA
C6op - Koppenauvn  ReaCeiili ey COBbITUM UB
HopMmanusauus - Mpuoputesaums m
KaTteropusauus - XpaHeHue
Arperauunsa - Busyanusauus PEKOMEHOALMUN
Mo USMEHEHUIO
CO3[AHUE HOBbIX MPABUI uc, csmn
COBbITUS
e e o [| CPEACTBA SALINTL! [ ki Q VHwEnEPH MPOLIECChI
cucrTem, , cCeTeBoro
o6opyRoBaHHs 1 Np. MHOOPMALINK @ COMPOBOXAEHMS



[locTpoeHMe onepaTUBHOIO LieHTpa MHbopMaLroHHoM 6e3onacHocTk (OLLMBE) — HenpocTaqa
KOMM/1eKcHada 3agada. Ero HEBO3MOXHO MPOCTO KYMUTb, M0 HY>KHO OPraHUYHO BCTPOUTb B yXKe
paboTatoLLyto SKoCUCTEMY BU3HECa, HE HAaBPELAVB OCHOBHbIM MpoLeccaM.

BHenpasa SOC, opraHM3aumMsa ogHOBPEMEHHO AO/MKHA PeaiM30BaTh YaCTb MPOLLECCOB CUCTEMDI
MeHepkMeHTa B (CMUB) B coOTBETCTBMM CO cTaHgapToM ISO 27001 (mpouecc ynpaBaeHus
nHumgeHTamm Vb, ynpaBneHue yasBMMOCTSMU, yrpaBieHne N3MeHeHUaMU, KOHTPOS1b COOTBET-
CTBUA 3aKOHOOATENMbHLIM U OTpac/eBbiM TPebOBaHMAM), @ TaKXKXe COOTBETCTBOBATb €4UHbLIM
TpeboBaHUM B 06nacT MHOOPMALMOHHO-KOMMYHUKALLMOHHbBIX TEXHOMOrMKM 1 obecrevyeHus
MHbopMaLmMoHHoM 6e3onacHocTK (MocTaHoBneHMe MNpaBuTenbcTBa Pecnybninkn KasaxctaH ot
20 nekabpa 2016 roga N2 832).

TN CPEACTBA 3AWLNTblI UHOOPMALIUA

CPEACTBA 3ALWUTDbI KJIMEHTOB OT YIrPO3
WH®OPMALIMOHHOM BE3OMACHOCTU

01 ‘ PelweHune knacca Next-Generation Firewall unu Unified Threat Management

02 CucTeMa 06HaAPYXKEHWUS YrPO3 Ha Paboumnx CTaHLMUSAX U PearMpoBaHns Ha HUX
(Endpoint Threat Detection and Response)

03 CpeacTBO MPOaKTUBHOMO MoMCKa M obHapy»eHuna yrpo3s (Threat Hunting)
NnocpencTBoOM aHanmsa cobblTu MHGOPMaLMOHHOM 6€30MacHOCTU

04 ‘ CpencTBo NpefoTBpaLLeHUs yTeukn nHdopmaLmm (DLP) Mo TeXHUYECKUM KaHanam

CPEOCTBA MOHUTOPUHIA U PEATUPOBAHUA HA
MHUMOEHTbl UHOOPMALIMOHHOW BE3OMACHOCTU

05 ‘ CucTteMa ynpaBneHus cobbITuaMU MHOPMaLMOHHOM 6e3onacHocTU (SIEM)
Mnatdopma pearnpoBaHUa Ha UHLMOEHTLI (IRP)

06 ‘ MoBblLWeHMe 3PPEKTUBHOCTU YMNPABIEHWNS, pearmpoBaHms U paccriefoBaHUa Ha MHLMOEHTbI
MHPOPMaLMOHHOM 6€30MacHOCTM

Mnatdopma ynpasneHmna nHbopmaumen ob yrposax (Threat Intelligence Platform)
07 ‘ [MoBbilleHNe 3PPEKTUBHOCTN OOHAPYIKEHUS HETUMUYHbIX
MHUMAEHTOB MHPOPMaLMOHHOM 6e30MacHOCTH

08 ‘ Cpe,EI,CTBO ANHaMMNYEeCKOro aHanmsa BpeaoHOCHbIX MporpamMM Tuna «necovYHmLLa»

CPEACTBA AYOUTA UHOOPMALIMOHHOM BE3OMNMACHOCTU U TECTUPOBAHUA
HA NPOHUKHOBEHUE B UHO®OPMALIMOHHbBIE CUCTEMbI U PECYPCbI

09 ‘ CeTeBOW CKaHep 4719 MomcKa U KnaccnubmKaLmm ceTeBbIX PecypcoB
m ‘ CKaHep ya3BMMOCTEN 419 MOUCKA TEXHUYECKMX KaHaNoB yTeukn nHbopmaLumm

" CKaHep yA3BMMOCTEN BEG-MPUNOXKEH M AN MOMCKa TEXHUYECKUX KaHanos
YTeUKU NHOPMaLMU B BEG-MPUTOKEHMAX

12 ‘ CpeLncTBo aKCMyaTaLlmm ya3BMMocTen
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3anHTepPeCcoOBaHHOCTb B ycnyre O6yCJ'IOBJ'IeHa HEeobX0AMMOCTbIO npuene4yeHnd
y3KocneumanmnsnmpoBaHHbIX crieumanmctos UB.

LleneBbIMM yCTaHOBKaMUM 3aKa3umMKa B 3TOM Criyvae aABFI0TCA:

npenorBpalleHne BOSHUMKHOBEHNA aBapI/Il;IHbIX CI/ITyaLI,I/Il;I N nHumpeHtos NB
OMNTUMMN3aLING 3aTPaT Ha NOATOTOBKY KafgpoB

onTMmsauma NB-mHbpacTpyKTypbl. PelleHre npobnemM Ha CTbike Mpomn3BoauTenen,
npuBneKasa npu HeobxoaMMocTu nHxeHepoB Trellix, Symantec,
IBM Security, Fortinet, Check Point, n gp.

OnTuManbHas TeXHU4YecKas nogaepXka

npefocTasaeHme TeXHUUYECKUX KOHCYbTaLMiz, B TOM YK1CTe, OKa3aHWe NepBoi
TIMHUU TEXHUUYECKON MOAAEPIKKM MOCPEACTBOM 06PALLEHMS Ha SMEKTPOHHbIM
appec cny>k6bl nogaep>kku helpdesk@pacifica.kz — c Bbigadein otBeTa

Ha BOMPOC MO YCTaHOBKeE, HAaCTPOMKe, GYHKLMOHUPOBAHMIO UM OCOGEHHOCTIM
pa6oTbl 060pPYA0BaAHUA U/ MPOrPaMMHOMO o6ecrnedeHms

npenocTaBreHne KOHCYIBTaLMi MpU AUarHOCTUKE HeUCrpPaBHOCTEMN,
BblpaboTKe peLUeH Uit MO UX YyCTPaHEeHMIO

Bble3[bl TEXHNYECKNX CNeLnarTInMCTOB Ha 06beKTbl 3aKasymKa

MpPsIMOM OOCTYM K crieLmanmncTtaM NpomnsBoauTeNs Mo BCEM MMeLLMMCS
Yy 3akasuuka npoayKram
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PecypcHasa TexHu4yecKaa nogaepixxka

[MpenocTraBnsaeTca onpeneneHHbl Habop YacoB 1N KOMMETEHLMM TEXHUYECKUX CMELManmncToB
TOO «MALINDUKA», KOTOpble 3aKa3uMK MOXXET MCMNOSIb30BaTb ANS:

BbIMO/THEH WA MPOEKTHbIX PaboT
npoBefeHua obcreqoBaHma B-mHdpacTpyKTypbl

Bble300B cneumanmctoB VIcnonHUTeNa onsa LUTaTHOM TEXHUYECKOM 1
KOHcyﬂbTaLI,MOHHOI;I nonnep>xkKm

YCTaHOBKM (MepeHoca), MoaepHM3aLmm MO, cMeHbl Bepcuii MO, yCTaHOBKM U
HaCTPOMKM HOBOTO MO, MePBUYHOIO aAMUHUCTPUPOBAHUS UMW AeUHCTaNNauUmMm, 1 np.

NUHUMpaeHTHaa noaaepXXkKa

Pa3soBoe ncnonHeHuve ycnyr no yCrpaHeHMo MHUMOEHTOB Ha M/ollanke 3akasuyuka.

yeTKoe ornpeaeneHmne ponen Mexxay 3akaszymkom 1 McnonHutenem
(texHonoruyeckas, dHaHcoBagq, opUanYecKas)

CHUMXXeHWe 3aTpaT Ha TeXHUYEeCKYIo nogaepi>xKy rno CpaBHeHMIO
(¢ I'IOD,,EI,ep)KKOl;I OT npomnssoanTend

3aKpEeneHHbIN 3a 3aKa3UYMKOM aHaIUTUK MOXET MOMOUb Pa306paTbCA B TOM, KaKo Bpes,
KOHKPETHasa BPELOHOCHasA MPorpaMmMa MOXXET HaHECTU ero BU3Hecy.

AHaNUTUK TaKXXe MOXKET CO3AaTb CreLmanbHble CUTHATYPbl A9 3aLUTbI

YHUKanbHOM MHbPACTPYKTYPbl 3aKasumKa

3aUHTEPECOBaHHOCTb B yC/lyre obycnoBfieHa Hanbonee HebnaronpuaTHbIMU OBCTOATENbCTBaMM,
a UMEHHO — 0B6Hapy>keHneM dakTta HapyLleHus B Unmn HanmymeMm cyLeCTBEHHbIX MOLO3PEeHMN.

LleneBbIMM yCTaHOBKaMU 3aKa3umKa B 3TOM Crly4vae ABMSIOTCS:
OCTaHOBKa HeraTMBHOIoO BO3AEMNCTBMS, €CNNU HapylweHne npoaos/nkaeTcd N1 Pa3BUBaETCAH

onpepeneHne o6CTOATENBCTB U MASHTUPUKALMS YI3BUMOCTEN,
CMOCO6CTBOBABLUMX HACTYMNIEHMIO COObITUS

onpenerneHne cueHapma pasButmnga MHUMOEeHTa (peanl/laau.mm aTaKl/I)

MOUCK BUHOBHbIX AO/IHKHOCTHbIX NTULL, OMPeaeneHne NCTOUYHMKA aTakm
(MOeHTUdMKaLMA 3T0YMbILLIMIEHHMKA B LIeNax BO3MeLLEeHWS yilep6a)

c6op OOKa3aTeNNbCTB OJ14 nepenadun B rnpaBoOOXpaHMTe/IbHble OpraHbl

npenorBpalleHe BOSHMKHOBEHNA MOAOOHbIX UHLMAEHTOB B 6y,EI,yLLI,eM

MeToanKM paccrnefoBaHUa MHLUMOEHTOB VB BapbUpyoTcsa B 3aBMCUMOCTUM OT OCOBEHHOCTeM
obbeKkTa U yCNnoBMM HapyLueHUs. OHM OPUEHTUPOBAHbI Ha MOTyYeHME MONHOM M LOCTOBEPHOM
(HacCKOMbKO 3TO BO3MOXXHO MPU AaHHbIX KOHKPETHbIX YCNOBUAX) MHDOPMaLMKM O daKkTopax U
06CTOATENbCTBAX, MPEALLIECTBOBABLUMX COOLITUIO M COMPOBOXAABLUNX MHUMAEHT. ICTOYHMKaMU
MHOPMaLMKM CNyXaT PerncTpauuoHHble dannbl, AaHHbIE O CTAaTUCTUKE CeTeBOro Tpaduka,
3anucK B XXypHanax cobbITUM CPeaCcTB 3alUMTbl, OnepaLmoHHbIX cructeM, CYB. B HeKoTopbIx
cyyaax Heobxogumaa MHPOPMaLMA MOXKET 6biTb MPedocTaBeHa CepBMC-MPOoBalaepPoOM
TEeNEKOMMYHUKALMOHHbIX YCciyr. KpomMe Toro, mpuv paccnefoBaHuy UHLUKWMOEHTOB MPOBOOSTCS
OMpOChl MepcoHana, MPSIMO UK KOCBEHHO MMEIOLLLETrO OTHOLLEHUS K O6CTOATENbCTBAM BO3HMK-
HOBEHWS MHUMOeHTa. [NpuMeHatoTca cneumannsmpoBaHHble TEXHOMOMMKM BOCCTaHOBIEHUS
yoaneHHon nHdopMaunmn. MNoaydeHHble AaHHble aHaNM3UPYOTCH, MO3BOIAS BOCCO34aTb
cLeHapui HapyLleHna. ChopMynmMpoBaHHbIE Ha OCHOBE TaKOro aHanM3a BblBOAbl AOKNa4bIBAOT-
CHl PYKOBOACTBY MOCTPaAaBLUEN OpraHM3aLLMm.

OT4yeT 0 paccnefoBaHuUM MHUMOeHTa WB (c npunoxeHWeM [okasaTenbHoM MHPopMaLmun),
cofepXallunin CBEAEHUSA O CLeHapUK HapyLLEHUS M ero MpuUYrHax, a Takke peKoMeHgaLnm no
YAyULWeHWMIO Mep 3aLUnTbl MHDOPMaLUK. MPUHATUE YKa3aHHbIX Mep 06eCcrneymBaeT CHMKeHNEe
BO3MOXHbIX MoTepb OT MHUMAOeHTOB WMB. KpoMe Toro, Mmatepuanbl paccnegoBaHus
MPefoCTaBISOT BO3MOXXHOCTb BO3MELLEHWNA HAHECEHHOro yLLlepba.
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KUBEPBE3OMACHOCTD

KnbepbesonacHOCTb MpeacTaBngeT cobon Habop cpencTsB, cTpaTeruin, NPUHLKUMNOB
obecrnevyeHna 6e30MacHOCTU, rapaHTUM 6e30MacHOCTM, MOOXOA0B K YMpaBfeHUo pUcKamu,
0EeNCcTBUM, NpodecCnoHabHOM MOAFOTOBKM, CTPAXOBAHUA U TEXHOMNOIUM, KOTOpbIe
MCMOb3YyTCH ANSA 3aLUMTbl KUbepcpenbl, PecypcoB OpraHM3aL i 1 Mob3oBaTenemn.
KnbepbesonacHOCTb MoppasyMeBaeT OOCTUXKEHUE W COXPaHEHUEe CBOWCTB 6e30MacHOCTU Y
pPEecypCcoB OpraHM3aLunmM MAKM MNonb3oBaTesen, HampaBeHHbIX MPOTUB COOTBETCTBYIOLLMX
Knbepyrpos.

OCHOBHbIMM 33fa4aMy obecrneyeHUa 6e30MacHOCTU CUYUTALOTCS: OOCTYMHOCTb, LETOCTHOCTb,
BKJIIOYAIOLLAA ayTEHTUYHOCTb, @ TaKXe KOHdUAeHLUManbHOCTb. KnbepbesonacHoCcTb aBngeTca
HEOo6X0OMMbIM YCITOBMEM Pa3BUTUA MHPOPMALIMOHHOIO O6LLEeCTBa.

OnucaHue ycnyru

MpepynpexxaeHue Kubepartak:

©  popMMpoBaHMe 1 MoadepIKaHMe B aKTyarbHOM COCTOSHUM CBEAEHMI
06 MHDOPMALIMOHHbIX CUCTEMAX

dopMUpoBaHME 1 MOAAEPIKMBAHWE B aKTyaslbHOM COCTOAHMM MOAENEN Yrpo3 U
Mofenen HapyLumTenen ang MHGOPMaLIMOHHbIX CUCTEM

KOHTPOJ1b 3alLUMLLEHHOCTN l/IHd)OpMaLI,I/IOHHbIX CcncTtemMm

KOHTPO/b YCTPaHEHUS ya3BUMOCTEN MHDOPMALIMOHHbIX CUCTEM

© 060 6

OCYLLECTBIEHNE MEPOMPUATUI MO MOBbILLIEHWIO KBaNndUKaL MM 06CNy»,MBatoLLETrO
rnepcoHarna 1 nosb3oBaTtenien NHPOPMaLIMOHHbBIX CUCTEM B YaCTK, OTHOCALLEMCA K
npenynpexXaneHunio, 06Hapy>KeHUIo 1 NMUKBUOALMKW MOCNeACTBUI KMbepaTaK
O6Hapy)eHue Kubeparak:

@ C60p M aHaN3 OaHHbIX XXYPHaJ10B ayAnTa, reHepurpyeMblX NMporpaMMHbIM obecneyeHneMm
n cpeacrtBaMuy 3allimTbl l/IHCbOpMaLI,VIOHHbIX cnctemMm

©  obHapyeHUWe KnbepaTak Ha MHPOPMALIMOHHbIE CUCTEMBI, OCYLLIECTB/IAEMbIX Ha CETEBOM U
NMPUKIagHOM YPOBHAX

©  obHapy)keHUWe HETUMUNYHbBIX KbepaTak Ha MHDOPMALIMOHHbBIE CUCTEMBI, B TOM YMCie —
aHanm3 BUPYCHOWM aKTUBHOCTU B MHDOPMALIMOHHbBIX CUCTEMAX, BbiIABNEHNE CITOXHbIX
LieneHanpasreHHbIX aTak

PearnpoBaHue Ha KubepaTaku:

©  cbop n pukcauma ceegeHUn o6 MHLMOEHTE

© onpegeneHue rpaHUL, MHLMOEHTa U BANAHUA Ha MHOPACTPYKTYPY

@ KoOopAOMHaLuKnA L0EeNCTBUM OTBETCTBEHHbIX NNLL, HanpaB/ieHHbIX Ha YCTPpaHeHNe N
paccnenoBaHme NpuUYmnH KVI6ep-VIHLJ,VI,EI,eHTOB




Jlnkemnpaumsa nocneacTeBuin Knbeparak:

(&)

©

KOOpAUHaALUMA OENCTBUI OTBETCTBEHHbLIX MWL, HamnpaBfieHHbIX Ha MPOTUBOAENCTBUE
BblABMEHHbIM KMBepaTakaM, MUHUMU3ALKUKM BO3MOXHOTO yulepba U NUKBUOALUUK UX
nocneacTemm

aHanM3 OeNCcCTBUIM HapylwuUTend, onpefeneHne HeOOCTaTKOB B obecrneyeHUU
MHbOPMaLIMOHHOM 6€30MacHOCTU, UCMOMb30BaBLLMXCA MPW MPOoBeAeHM aTakm

pa3paboTka pekoMeHaaL M1 No NpeaynpeXxxaeHnio Nofo6HbIX KubepaTak v
TUMOBbLIM AENCTBUAM MO pearMpoBaHmio Ha HUX

MW OKa3aHMU YCYIrY C Lesblo 3aLMTbl OPraHuU3aL My OT COBPEMEHHbIX YIrpo3 B cdepe Knbepbe-
30MaCHOCTWM W yTeyeK OaHHbIX, MPW 3TOM TakXKe LOCTMras COOTBETCTBUSA C 3aKoHOOATeNbHbIMU
HopMaTMBaMM MO 3alMTe AaHHbIX M 6e30MacHOCTM, Halla KOMMaHWa UCMoMb3yeT Mofenb
«HY/TIEBOro OoBepmsa» (Zero Trust), cOrmacHO KOTOPOW KaxXOblM Monb3oBaTeflb MU YCTPOMCTBO
[OMKHbI MOATBEPYKAATb CBOW AaHHbIe KaAblM pa3, Korga OHW 3ampallvBatoT AOCTYM K KaKoMy-
N0 pecypcy BHYTPU UK 3a MpeaenamMm KopropaTUBHOM CETH.

CTpaTerma «Hy1ieBoro AOBEPUA» MPeaoCTaBNAET CyLLLECTBEHHbIN YPOBEHb 3aLLUMTbl MPOTMUB yTeuekK
OAHHbIX M PAa3/TIMYHbIX COBPEMEHHbIX KMGepyrpos.

MOJEJ1b BESONMACHOCTU ZERO TRUST BASUPYETCH

HA 3 OCHOBHbIX MPUHLUIMAX:

NMPUHUUIMDbI ZERO TRUST

TpebyiiTe 6e30NacHbIA U Ucnonb3synTte mopenb OTcnexusBauTe BClO
noATBEepPXXAEHHbBIA AocTyn HauMEeHbLUUX NPUBUNErun AKTUBHOCTb C MOMOLLbIO
KO BCeM pecepcaM N KOHTPONMPYMTE ROCTYN aHaNUTUKMU AaHHbIX

MNpu BHegpeHMn Moaenmu 6e30mMacHoCTU «HYneBOoro nosepuda» opraHmnsaund OoJKHa
npuoep>XXmnBaTtbCq Crieayrolmnx peKOMeH,D,aLLl/Il;IS

©

HeobxoanMo 06HOBUTb KayKAbl 31eMEHT cTpaterym MB Ha cooTBETCTBME MPUHLMMNAM Zero
Trust: BCe /M 4acTW TeKyllen cTpaTerny COOTBETCTBYIOT BblLUEOMUCAHHbIM MPUHLMMAM
«HyneBoro AoBepusa»? MNpru HeOBXOOAUMOCTU UX HY)KHO CKOPPEKTUPOBaTh.

Heo6XxoaMMo MPoBECTM aHaNIM3 UCMOJb3YEMOTro CTeKa TEXHOOM MM 1 MPOBEPUTD, TREBYIOT N
OH OGHOBMEHWA UK 3aMeHbl ANF OOCTUXKEH S Zero Trust: Bce M MCronb3yeMble TEXHOMOMMM
KOMMaHUN-NPON3BOAUTENEN COOTBETCTBYIOT MPUHLIMMNAM «HYNeBOro gosepus»? Mpu
HEeo6Xo0OMMOCTU HYXXHO PaccMOTpeTb OOMOSHUTENbHble pelleHUd, KOTopble MOryT
noTpe6oBaThcA ANA BHeOpeHus cTpaternu Zero Trust.

HeobxoanMo cnefoBaTh MPUHLKMY METOAUYHOMO M OCO3HAHHOIO NMOAXOAa MNPW BHEAPEHUM
Zero Trust: HY)KHO y6eOuTbCd, YTO HOBbIE MOCTABLUMKM PELUEHUM TaK)Ke COOTBETCTBYIOT
Bbl6paHHOW CTpaTermu.
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PACIFICA #

A NOVENTIQ Company

AJIMATDI

Appec: np. JocTbik 210, 610K A,
BusHec-LeHTp «KokteM Grand»,
oduc 71

TenedoH: +7 (727) 35500 11

ACTAHA

Appec: yn. AnMaTbl 7, BU3HEeC-LEeHTP
«Seven», odunc 903

TenedoH: +7 (7172) 64 20 00

Be6-canTt: www.pacifica.kz
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