
Identifying APT  
 

using ISSP Managed Security Services 

 
Roman Sologub | CEO, ISSP Group 



ISSP Information Systems Security Partners  
  

ISSP - Information Systems Security Partners  -  
 

 

is a Group of Companies, specialized in cybersecurity, managed 

security services, state of the art professional training, and 

cutting edge research in the area of information systems security.   
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ISSP GROUP Offices Sales / Project Office 
 
 
Technical Office 
 
 
Support Desk & SOC Operators 
 
 
SOC Technical Site 
 
 
Lab & CERT 
 
 
Training Center Facilities 
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Technological Processes 

 Change Management 

 System Administration 

 Data Acquisition & Processing 

 Data Delivery and Visualization 

Operational Processes 

 Daily Operations 

 Incident Management 

 Case Management 

 Incident Forensic and Reporting 

Analytical Processes 

 Operational / Incident / Context 

 Hidden Incident Detection 

Information and Knowledge 
 Internal Exchange 

 External Exchange 

LAB 

ES 

SOC 

SD 

TC 

PS 
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Anatomy of Cyber Attack 
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Droppers: distortion noise 
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  These pieces of code will eventually 

assemble into malicious line of code 

Droppers: nested dolls 
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Dropper functional schema  
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Dropper: HANKITOR 
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Take away #1 

 

Assume compromise.. 
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Anatomy of Cyber Attack 
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14 minutes to install 
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Sleeper agents deployment 
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Cyber Mimicry 
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Take away #2 

 

The lines between Insiders  

 and Outsiders are blurred. 

 
Everyone is an Insider... 
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People 

Technologies 

 

Processes 

Business 

Security 

Operations 

Center 
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Extensive monitoring 

External context & Internal context 

Baselining and Profiling 

 

Every incident  

should be escalated and closed  
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Reverse engineering IOC`s exchange 

External context  
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Internal context: anomalies detection: services profiling 1/2  
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Internal context: anomalies detection: services profiling 2/2  
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Internal context: anomalies detection: network profiling  
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Peer to peer dynamic profiling 1/2 
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Peer to peer dynamic profiling 
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Anatomy of Cyber Attack 

MONITORING 
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And one more thing here…. 
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Internal C&C or misconfiguration? 
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New!! Deliverables to infrastructure visibility 
 

Asset maps:  
Devices  

Applications  

User accounts 

System accounts 

Network segmentation 

 

Dynamic asset profiling 
Peers 

User accounts 

System accounts 
 

Bottlenecks and 

misconfigurations 

 
Uptime 

Utilizing network routes 
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