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CtpykTypa
PACIFICA®

TOO «MALUNDPUKA»

TexHu4eckas
[MpoekTpoBaHue u
AyOuT 1 KOHCAnNTUHT P BH eng eHe noagepxka u Ob6y4eHune
ayTCOPCUHT

15027001

» [logroTtoBka K ayauTy B » [lpoekTnpoBaHue n » [Moppepxka n » [lpoBeaeHve TPEHUHIOB
COOTBETCTBUM C BHELpEHMe CUCTEM COMpOBOXAEHNE cUCTEM n oby4aroLmx
MeXayHapoaHbIMN MHAOPMaLIMOHHOMN NHGOpPMaLMOHHON CEMNHAPOB MEHeKePOB
ctaHgaptamm (ISO BesonacHocTu 6esonacHocTu (CUB) N TEXHNYECKMX
27001, PA/PCI DSS) » [locTpoeHue LeHTpa » Ontummusauyma Nb- cneynanucrtos Vb

» KoHcynbraumm no ynpasreHus NHQPACTPYKTYpPbI, » TecTtupoBaHue
Bonpocam obecneveHns MHUMAEHTaMU, 3awmTa NB-ayTcopcuHr, crneunanuctos Vb no
NHOPMAaLNOHHOM LeHTpoB 06paboTku obnayHble VB-cepBuchl CcOBCTBEHHbLIM
6esonacHoCcTK AaHHbix (LUOL) nporpaMmmam

NMALUNDUKA npenoctaBnaeTr KOMMNEKC peLeHnn 1 yCnyr, NO3BOSIAOLWMX HALLUM KIUEHTaMm
BblCTpamBaTb cuctemMy obecneveHusa b «C Hynsa» nnm onTuMuUsnpoBaThb CYLLECTBYOLLYIO.
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Выступающий
Заметки для презентации
Событие ИБ – идентифицированное появление определённого состояния системы, сервиса или сети, указывающего на возможное нарушение политики ИБ или отказ защитных мер, или возникновение неизвестной ранее ситуации, которая может иметь отношение к безопасности.
Инцидент ИБ – появление одного или нескольких нежелательных или неожиданных событий ИБ, с которыми связана значительная вероятность компрометации бизнес-операций и создания угрозы ИБ.


®)

MupoBas ctaTucTuka
PACIFICA®

» KonunyecTtBo BpedoHOCHOIo NporpaMMHOro obecrne4yeHust
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Выступающий
Заметки для презентации
The volume of malicious samples cataloged per quarter ebbs and flows quarterly and annually. The decline during the past three quarters mirrors the trend we observed at the start of 2015. A pattern of two to three quarters of growth followed by three quarters of decline has been consistent since 2013.
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» KonnyectBo MOBUNbHOrO Bpe4OHOCHOIO NporpaMMHOro obecrnevyeHust
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MupoBas cTaTUCTHKa
PACIFICA®

» Konn4yecTtBO BpeaoHOCHOro nporpammHoro obecneyeHns Ha OC Mac
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Выступающий
Заметки для презентации
Just as last quarter, the big increase in Mac OS malware was due to adware bundling.
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Выступающий
Заметки для презентации
We report on incidents: security events that compromise the integrity, confidentiality, or availability of information assets. Some, but not all, of these incidents are breaches. Breaches are incidents that result in the confirmed disclosure (not just potential exposure) of data to unauthorized parties.

We counted 197 publicly-disclosed security incidents in Q4 and 974 known publicly-disclosed security incidents in 2016. Organizations in the Americas experienced the majority, 493, of those incidents during the year.
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» Konu4yecTtBo nporpaMmM-BbIMoraTeneim
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Выступающий
Заметки для презентации
The big decline in ransomware is mostly due to a drop in generic ransomware detections, as well as a decrease in Locky and CryptoWall.


Haunbonee pacnpocTpaHeHHble ceMencTBa NporpaMM-BbiMoOraTenen

PACIFICA®
HasBaHmue BepaukToi* APED
nonbsoBarenemn**
CTB-Locker Trojan-RansomWin32.Onion / 25,32%
Trojan-Ransom.NSIS.Onion
2 Locky Trojan-RansomWin32 Locky / 7.07%
Trojan-Dropper.JS.Locky
3 TeslaCrypt Trojan-Ransom Win32 Bitman 6.54%

(BblN akTMBEH
no masa 2016 r.)

4 Scatter Trojan-RansomWin32 Scatter / 2,85%
Trojan-Ransom.BAT Scatter /
Trojan-Downloader.JS Scatter /
Trojan-Dropper.JS.Scatter

5 Cryakl Trojan-Ransom Win32 Cryakl 2,79%
6 CryptoWall Trojan-Ransom Win32 Cryptodef 2.36%
7 Shade Trojan-Ransom Win32 Shade 1.73%
8 (Generic-BepaAUKT) Trojan-Ransom Win32 Snocry 1.26%
9 Crysis Trojan-RansomWin32.Crusis 1,15%
10 Cryrar/ACCDFISA Trojan-Ransom Win32 Cryrar 0,90%

* [leTekTupytoLLme BepAnKTbl NpoaykToB «Jlabopatopun Kacnepckoro». MHpopmaumsa nonyyeHa oT nonb3oBaTenen npoaykrtos «Jlabopatopun Kacnepckoro», AaBLUKX CBOE
cornacve Ha nepefady CTaTUCTUYECKUX JAHHbIX.

** [poueHT nonb3oBaTtenemn, atTakoBaHHbIX AaHHbLIM CEMENCTBOM LUMGPOBAnbLLMKOB-BbIMOraTesnen, OT Yncra Bcex nofnb3oBaTerien, aTakoBaHHbIX LW poBanbLinkamm-
BbIMOraTensamu.



Mpoekt «No More Ransom»
PACIFICA®
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HYXHA IIOMOIOb! XoruTe pacmudpoBars Bamu
IaHHEE 6e3 BHIOJAT OpPecCTYOHMRAM T ?

TposiHell-BbIMOraTesib — 3T0 BpefoHocHoe M0, KoTopoe, nonae B KOMNbIOTEP WK MOGUNIbHOE YCTPONCTBO, GnokupyeT

Unu BEII.IJHCIJPOBbIBaeT (baﬁl'lbl. Bbl He cMoOXKeTe nony4yuTb AO0CTYN K CBOUMM [ldHHbIM, HE 3alJilaTUB BbIKYI. OgHaKo HM
KaKunx rapaHTuﬁ HeT, U NNaTUTb HU B KOEM Clly4ae He C.I'IGHYET!

https://www.nomoreransom.org/
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TOO «MAUNDUNKAY

Odpuc B 1. AnmarTbl: yn. Tumunpsasesa 42, busHec-ueHTp «3kcno-cutuy», MaBunboH 15/7
Ten.: +7 (727) 334-15-74; +7 (727) 334-15-67
Oduc B 1. AcTaHa: yn. KyHaesa 29/1, 'K «dunnomaty, ocuc 1906, 19 atax

Ten.: +7 (717) 255-01-42
info@pacifica.kz | www.pacifica.kz

www.facebook.com/Pacifica

KoHTakTHOE nuuo: UcnonHutenbHbi gupektop — Naeen NeHnesckun (+7-777-212-0089)
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