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OCHOBHAA YI'PO3A - TAPFTETUPOBAHHbBIE ATAKW

BouTtn He3aMeYeHHbIM

NMouck 3acBeYeHHbIX
NnpuBUNEernpoBaHHbIX aKKayHTOB

JKcnnyaTtauma N3BeCTHbIX
YA3BUMOCTEN

NMonyuutb goctyn B obxon
CPeAcTB 3alUThbI




TUNMOBBbIE NMPOBJIEM NPOEKTA SOC

1. OcTpasa HexBaTKa
KBanmMpuumpoBaHHbIX
KagpoB 3KCNEepPTHOro ypoBHSA

2. Mpobnembl HeAOCTAaTOYHOIO
domHaHCcpoBaHUs




CNoCObBbIl PEWWEHWUA

1. MakcumanbHasa aBToOMaTU3auUusa U
ncnosib3oBaHMe KoMneTeHUuMn BeHAOpPOB

2. MDOKyCUpPOBKa Ha pelueHUAX, garoLux
MaKkcumarnbHbIU 3dheKT ypoBeHb
3allULLEeHHOCTU U OXBaTbIBaKOLUX
MaKCUManbHbIN naHAawadT aTtaku







NMPUBUTIETUPOBAHHBIE AKKAYHTbI - “KIMKO4Y K UT-KOPOJIEBCTBY”
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NMPUBUJIETUPOBAHHbLIE AKKAYHTDI

BHELUHWA ATAKYIOLLIUIA BHYTPEHHUW 3NIOYMbILUNEHHUK
“KNKOYU K UT-KOPOJEBCTBY”
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NPEAOOCTABNAET NPOAKTUBHYIO

SALLNTY U OBHAPYXEHME
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MPOAKTUBHAA 3ALLIUNTA USHYTPW

CORE PRIVILEGED
ENDPOINT APPLICATION
PRIVILEGE MANAGER ACCESS SECURITY ACCESS MANAGER
STANDARD

Risk-based Credential Security

and Session Management to
Protect Against Attacks

Least Privilege and
Credential Theft Protection

Secrets Management
for Applications, Tools,

for Workstations A alval =D

Containers and DevOps

Least Privilege Server
and Domain Controller
Protection

Remote Vendor

Access to CyberArk

ON-PREMISES HYBRID CLOUD

CYBER



1. OOHapyxeHue u ynpasrieHue
2. N3onauua cpen

3. 3anucb U ayauT

4. MOHWUTOPUHr

5. lNpepoTBpaLwleHne




SAWLINTA YHETHbIX JAHHbIX HA OCHOBE PUCKOB
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S RIAMES ['WORK SECURITY
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AsemomMamuyeckasi omeemHasi peaKkuyusi

ABTOMATUYHECKAA POTALUUA YHETHBIX OAHHbLIX B CJITYHAE
KOMIMPOMETALUU UITN KPAXU
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SAWLINTA YHETHbIX JAHHbIX HA OCHOBE PUCKOB

O6HapyxeHue

CKAHUPOBAHUE HA
NMPEOMET OBHAPYXEHUA
NMPUBUTIETUPOBAHHDbIX
YYHETHbIX JAHHbIX U
AKKAYHTOB
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NMOMELLUEHUE Nop,
KOHTPOINb U BANUOALUA
NMPUBUNEINIA
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YnpaeneHue

WCNONHEHUE NAPOJIbHOWU
NOJIMTUKH
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YNPABJNIEHUE NPUBUITETMPOBAHHBIMUA CEAHCAMW
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NETWORK SECUITY
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WEBSITES/ CLOUD
WEBAPPS INFRASTUCTURE

AsemomMamuyeckasi omeemHasi peaKkuyusi

NAY3A UM NPEKPALLEHUE NMPUBUNEMNMPOBAHHOIO CEAHCA ABTOMATUYECKHU
HA OCHOBE OUEHKW PUCKA U AKTUBHOCTHU
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YNPABJNIEHUE NPUBUITETMPOBAHHBIMUA CEAHCAMW

OTAENEHUE
NOJIb3OBATEJIbCKOWU
CPEQbI OT
NPUBUNEMMPOBAHHOW AN
NMPEAOOTBPALLEHUA
NMPOABUXEHUA
3JIOYMbIWINEHHUKOM
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MOHUTOPUHI,
OTCINEXWUBAHUE U
OBHAPYXEHME
NOOO3PUTEIIbHbIX
OEUCTBUU B PEXKUME
PEAJIbHOIO BPEMEHM

(21)

PACCNEOOBAHUE
WHUUWOEHTOB C
UCIMNOJIb3OBAHUEM
AOETANbHbIX OAHHbIX
AYOUTA
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MOAYJib AHAJTUTUKWH

CYBERARK
DIGITAL VAULT

SIEM
SOLUTIONS

ACTIVE
DIRECTORY

NETWORK

AMAZON WEB
SERVICES
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& COLLECT AND INGEST DATA ALERT AND REMEDIATE ON

FROM CRITICAL COMPONENTS SUSPICIOUS ACTIVITY
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o7 REAL-TIME ANALYTICS Sy
< POWERED BY PROPRIETARY \\.

PROFILING ALGORITHMS
DETECT ANOMALOUS ACTIVITY
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