OHNAWNH-KOH®EPEHUMUA

B3aumogencreue TeXHONOrum n Nnpoueccos
NP NOCTPOEHUN ONnepaTuBHLIX LLEHTPOB “Bl

TexHonormv onepaTuBHOIO
n

Ha KnbepaTtaku

PycnaH bap6alumnH

TeppuTOopranbHbIA MeHezxXep
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LI McAfee

Together is power.

°
ApXMTeKTypa aAanTuUBHoIA
6e3onacHoctin

* NepepoBble coBpemeHHble
peLueHuna ngoesonacHocT

oT yCTPO - mA nANn-

BaHHUE
eHTpann30
L Hue VB

LI McAfee

Together is powWex.

* VHXeHep TenekoMMyHUKaL A
» Executive MBA
« 10 net B B

« 10 net B McAfee

PycnaH bap6awivH
Territory Account Manager
Kazakhstan, Central Asia, Caucasus

Ruslans_Barbasins@McAfee.com
Ireland: +353 214672532
Kazakhstan: +7 727 350 5498

2000 City Gate, Mahon, Cork, Ireland



OaHa n3 K4YeBbIX 3aga4 npu noctpoeHnn OLUNB

Mean Time to Respond (MTTR)

CpeaHee BpeMA pearpoBaHuvs

\

Bpems ‘ Bpemsa Bpems

— Bpems oxmgaHusa

VIAEHTlllq)VIKaU.VlVl paccnepoBaHus BOCCTAaHOBJI€HUA

\ }
!

Mean Time to Detect (MTTD)
Bpemsa o6Hapy>xeHUsA

McAfee. The device-to-cloud cybersecurity company. I McAfee | 3



CpepHee Bpemsi 06HapPY>XeHUNA N BpeMsi pearupoBaHus

MuHnmanbHoe MTTR = 2+2 = 4 gHA!

Days
orless

Months
ormore

Figure 44. Discovery over time inbreaches Figure 45. Containment over time in breaches

Verizon Data Breach Investigation Report 2020
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KnneHTt McAfee:

“Meol moxicem
O06Hapy3#cume amaky e
mey4eHuu 60 ceKkyHO,
nposecmu aHAAU3 U
/IUKeUOUpPo8aAMb aMakxy e
me4yeHuUuU 5 MUHym”

https://www.mcafee.com/enterprise/en-us/assets/case-studies/cs-

idc-national-bank.pdf
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https://www.mcafee.com/enterprise/en-us/assets/case-studies/cs-idc-national-bank.pdf

IDC ExpertROI Spotlight Top 100 US FDIC Bank

“Mbl MOXXEM OBHapPYXXNTb aTaky B TeueHU 60 cekyHZA, MPOBeCTV aHaIN3 U INKBUAVNPOBATL aTaky B

TeyeHU 5 MUHyT”

PeweHus: Endpoint, SIEM, TIE, GTI, ATD, DLP

FIGURE 1

Average Annual Benefits
3,500,000

$370,300 $39,100

3,000,000
557350 ]

2,500,000
2,000,000
$1,728,500

1,500,000

($ per year)

1,000,000

500,000

0
Risk mitigation — Business enablement — IT staff productivity Security-related cost
user productivity benefits higher revenue benefits reductions

Average annual benefits: $3.02 million

Source: IDC, 2017

Source: http://idcdocserv.com/US42210917

JkoHoMuUSA cpeacTe $3.02 M B rog,
ROI 208% B TeueHUn 4 net
MNepwnog okynaemocty 20 MecsLeB

Ha 90% 6bicTpee pacciesoBaHme
NHLUNAEHTOB

Ha 77% meHblUe NHUNAEHTOB C
NPUYMHEHHbIM YyLLIep6oMm

Ha 98% MeHbLLe BpeMeHU CHUXeHne
NPOAYKTUBHOCTW 13-3a NHUMAeHTOB Vb

$5-10 MUANINOHOB A0MNONHUTE/IbHAS
npubLIIb

MOHUTOPUHI BCEX KOMMOHEHTOB Ha 1-2
KOHCONAX

SE Bootcamp 09/24/2018 MCAFEE CONFIDENTIAL
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Kak Mbl 3TO AenlaemM?

LI McAfee



MVISION Cloud CloudWorkload Web Gateway Virtual Network

ShadowIT  Office365  Amazon Google Containers Cloud EPP & EDR Security Cloud Service Security Platform

Cloud |
v EEEmD O B 5
McAfee D= i s &

. . A A
—Security Operations ! Central Management ] — Network Security
I I
E 1 “ = i 7T ((
o] . (11
[ mlf o <. ! aurs *
& i o i i €
P ePolicy Orchestrator (ePO) I Web Gateway Network Threat
Security Incident & E“I”ihﬁfi Threat - On-prem or Cloud P On-prem/Hybrid Behavior Analysis
Even(ts:\g:nr;ager ntelligence - . . BRI - N
b Sharing & Integration P! Cq c>
i Lo ‘@
IR . Network Security Dynamic & Static
Enterprise ; ' . Akt Code Analysis
Detect'i)on & Wby ry Data Exchange Two-Way X :
Response o Layer (DXL) Integration i !
I
I :
—Endpoints ' Servers L —Data Protection
[ :
I 1 I
1 | = 1= N -
2ol E |t 5
! L —
2] W E o i &8 &
Endpoint AUML — ppplication  Mobile Endpoint AUML —pyo \tegrity Application pata Loss Database Encryption
sldbialy D;:gf,::)sn Whitelisting  Threat ST D:,fgf::;n Monitoring W'l)\'i)telisting Prevention Security
Detection
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McAfee Adaptive Security Architecture

[TocmosHHbIG 0bmeH penymayusamu (I0C) no eceli skocucmeme

McAfee Web
GTI & VirusTotal Gateway
Apyrmne ncrounukm TI McAfee IPS Bnokupoeka IP

Bnoxwpoeka [P a4peca M JOMEHS
@ ATD McAfee EDR
i (necoYHnua)  Hauars

lNonHeli aHanu3 paccnegosaHne

@ & =1 €5 CYBERARK
.Data Exchc':ange Layer : : : ° @

Security
. Innovation
- Alliance (SIA)
McAfee SIEM CraHuwmwn Cepeepa :
Tal’HEOBaHMEﬂ,ﬂﬂ PaccnegosaHue/ bnokupoeaHue/ Bnokupoeanue/
onpeaeneHHbIX NCTOpUHECKWA KapaHTWH/ KapaHTuH/ Ch k P
AerCcTBWRA MOWCK CKaHUupoBaHue cKaHWpoBaHue ec O[nt

— SOFTWARE TECHMNOLDGIES LTD.

SE Bootcamp 09/24/2018 MCAFEE CONFIDENTIAL I McAfee | 9



McAfee SIEM - Nnatdopma ana o6paboTkm Big Data -

ESM 11 = BbicoKasi npon3BoanTeNIbHOCTb. HN3Kas CTOMMOCTb BlageHus

N HUKaKMNX Komnpomwuccos !!!

Kafka Databus

1 1

XpaHeHI/Ie JloroB & Mownck no noram &
ESM

CxaTtble faHHble. KpaTkocpoyHoe Koppensuus. Nepuoanueckas
MNoanucaHHbIe. XpaHeHue B pexume AHAIUTVKA. UV U
Aonrocpourioe AaHHBIX. peanbHOro MaLUNHHOe
XpaHeHVsa Ans OnNTMKU3NPOBaHO

P A P BpemMeHW. bbicTpo. obyueHue. Jlerko.
CcoOTBeTCTBME Anst beicTPOro 3bpeKTnBHO! 3bbeKTUBHO!
HOpPM.aKTam MoucKa 1 OXOTbl.

XpaHunnuiie . B namaTn XpaHunuie
AaHHbIX EDB Elasticsearch (6e3 3anncn AaHHbIX) AaHHbIX EDB

McAfee. The device-to-cloud cybersecurity company. I McAfee | 10




910 moLyHo! 500 000 (EPS) nBeHTOB B ceKkyHAy !!

L J

McAfee and Oracle deliver
SIEM performance
capabilities in the cloud

, the device-to-cloud cybersecurity company, announced an extended
relationship with to deliver security incident and events management
(SIEM) performance capabilities in the cloud.

* Record breaking performance. McAfee ESM on Oracle Cloud Infrastructure
will offer more than 16 times increase in the rate of events ingested versus
on-premises deployments, designed to deliver up to 500,000 events per
second across 600,000 data sources.
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Change the Game with MVISION EDR

G bbicTpoe Caenatb CKopocHas
obHapy>xeHue n | 6onbLue C OTBeTHasd -
peaKuyus cyuiecTByr oMM pPe€aKuuns -

y O6HapyxeHve B QM Kaapamu o a
«0bnaKke»
ATT&CK™ cTaHaapT AnHamnueckme Obe3BpexnBaHme B
ANS1 OTUETHOCTU paccnesoBaHUsA Nog OAVH KNVK
PYKOBOACTBOM
NomMoLb B WHTerpaums s
paccneAoBaHUN MO a2 3KOCKCTEMY
PYKOBOZACTBOM
NCKYCCTBEHHOTO
NHTeNnekTa

-
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