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@Symantec_

LMDPOBbIE YIPO3bl 419 MUHTEPHETA BELLIEIA

M 2017
600
1. Poct Ha 600% KonunyectBa aTtak Ha loT !anﬁaSi
IN attaCkKs
2. Poccuna 3aHMmaeT amwb 4 mecTto no against loT
devices
Konun4decTtBy aTak nocne Kutasa, CLUA n e
bpasnnnun
3. Moyt 50% ataK Ha ycTpomnctea NHTepHeTa
Belien nmetot HeN3BeCTHbIe paHee Attack Origin
NCTOYHUKU . .
Russian Federation
6%
@

United States . JZE/HI‘I
11% 9 6
- . GIE]

o China
Brazil 5% 21%
7%
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@ Symantec.

LLUO®POBLIE YIPO3bl A1 NPOU3BOACTBA

Vulnerabilities

, 1. PocTt Konnyecrtsa yassmumoro O un
Overall increase
in reported obopyaosaHua B 2017 roay coctasmn 13%
vulnerabilities o
2. [lpn 3TOM POCT YMCNa YA3BUMOCTEN B
cuctemax ACY TI1 coctasun 29%

Increase in
industrial
control system
(ICS) related
vulnerabilities
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CTATUCTUKA ATAK HA MHTEPHET BELLIEU (1)

Country Country Rank 2017 Password L 2016 Password 2l

Percent Percent

China 21 China : system 10.3 admin 9.5

United States 10.6 United States ) sh 10.2 root h.8

Brazil 6.9 Vietnam 123456 91 12345 5

Russian 6.4 Russian admin 3.7 123456 3.7
Federation ' Federation '

1234 3.1 password 32
India 5.4 Germany

Japan 4.1 Netherlands password 2.5 1234 2.4

Turkey 4.1 United Kingdom : 12345 2.2 bn L7
Argentina 3.7 France . 2.3 admin123 1
South Korea 3.6 Ukraine : root 2.1 abcl23 0.9

Mexico 3.5 Argentina : support 1.2 pass
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CTATUCTUKA ATAK HA MHTEPHET BELLLEM (2)

Device T Percent
Rank 2017 User Name — 2016 User Name 2016 evite lype ercen
Percent Percent

Router 33.6
root 40 root 335

DVR (Digital Video Recorder) 23.2
admin 17.3 admin 14.1

Network 9.3
enable 10.3 DUP root

Satellite Dish 7.3
shell 10.2 DUP admin

DSL/Cable Modem 7
guest 1.5 ubnt

support 1.3 test SOHO Router 4.7

user 11 oracle NAS (Network Attached Storage) 3.6
ubnt 0.9 postgres . Camera 3.5
DUP root 0.6 _ PLC (Programmable Logic Controller) 34

supervisor 0.5 123321 . Alarm System 19
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v Symantec.

NOTEHUMANBHbBIN YPOH OFPOMEH B
CUNY BbICOKOW 3HAYNMOCTU TAKUX o %
LLENEN - 5

" YNANEHHbIN KOHTPOJIb CKBAaXXMHHbIX HEDPTAHbIX
HacoCoB

= CucTtema TpaHCcnopTa

= JHeproTpaHcnopT

" [330- M1 HePTENPOBOAbI
" BoaooouncTka u eé pacnpeaeneHue s

Cbop 1 nepepaboTKa CTOYHbIX BOA,
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@Symantec..

ATaKu B KMbep-peasbHOM mupe

)

YKpanHCcKkue sHeprocetu 6biam
yCMeLwHOo aTakoBaHbl 3a nocnegHue
2 roga, nocnegHUin pas ¢ NOMOLLbHO
Industroyer.

Dragonfly 2.0

Cyber Attacks on
the Energy Sector

lpynna DragonFly npou3sBena psg,
yCnewHbIX aTaK Ha
sHepreTnyeckmumn cektop CLUA u
psAga eBPONENCKUX cTpat

7

Individual
Toolsets

5+

hacked
websites

X

Attacked
Orgs.

NMpodunb ataku

CyTb aTak 04YeHb NPOCTbI.
Ncnonbayrotca
BPOXAEHHbIE YASBUMOCTH
aTaKyeMbIX CUCTEM :

o Crapbie OC cHATbIX C
noAaAepXKku sBeHa0pa

O AHTMBMpPYCHasA 3alimUTa
He paboTaeT AO/IKHbIM
obpasom

o CoobuweHus
NPOTOKO/10B
onepauMoHHbIX
TEXHONOTUMU
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@Symantec..

AHaTOMUA TUNOBOU aTaKMm

triton
stuxnet
¥ wannacry industroyer
MNMepexopa K
KomnpomeTtauua ONepaLHOHHbIM Aoctyn K PLC Bbiroga
BHYTPEHHUX CUCTEM  TeXHONOrMAM
* B3n1om nouthl * [Joctynk L2/13 *  JIOrMKY MOXHO * Bce nog, BHeWHNM
: KOHTpO//1Iepam nepeHacTpouTb H6e3 npaBAeHNEM
* Watering Hole " ZHTMd)VFI)Ka " ynp
. @ * O6bl4HO Yepes USB, ceTb a = * YcTtpoucTea moryT 6biTb
C TPOAHaMMA /M MHBIM Cnocobom * Wcnonb3oBaHue MO/IHOCTbIO OTK/IHOYEHDI
*  Be3daitnoBble aTakm S e S NPOTOKO/1a NPOTUB NN USMEHEHbI
NpMBA3aHa KO BpeMeH! HEro e camoro

* OnoBeLWeHMA MOryT
o f(X)Y)=z ObITb OTK/HOYEHbI
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@ Symantec.

a trusted strategy.

Rockwell
Automation

GRUNDFOS

 FOEING

=7amrnan

I
Walmart > <
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@Symantec..

USB Scanning

ICSP (Sheepdip)
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Industrial Control System Protection (ICSP)

HMI Computer

: Control, Show status

@ Receive Eng. Workstation Commands
[Accepts USBs]

#=
o

Il B

ﬁ
llEll
[ ——

Engineering Workstation ICS Device
Creates programs on the HMI
Processes ICS Telemetry Data

[Accepts USBs]

Symantec.
Scanner Station

B

N

_

PLC, RTU, Robot
No Direct USB Access
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Jlyqwee USB ckaHMpoBaHMe Ha Hannume BpegoHoca — Powered by Symantec STAR

OnpeaeneHune 6e3 curHatyp
Bbicoyaiiwan apdeKTHOCTb JNlerkune curHaTypbl Imynauma X86

%o . *  200M+ paboumnx mect gna e YARE : :
mozenun, Hay4yeHHoun 7 > [NpoaBuHYTbIE IMynauma java script

OLLeHKM penyTaunm ¢aiinos

TPUNMOHAMUN TOYEK U3MEpPEeHUA " o CUTHATYpPHble TEXHUKM Amynauua VBS/VBA
e MyapocTb ToNnbI :
ATpubyTbl, aHaNM3 NoBeAEHMUS, NPOBEPKU (He TONbKO Unrar/UnZip

MaLLUMHHOEe o0byyeHune NpoBepKa Nno xaLu) PE/Non-PE
MNocToAHHOE 0byyeHne

MalwmnHHoe obyyeHune CurHatypol IMynauma

ICSP (1OT)

AVTest 2017 Results
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http://investor.symantec.com/About/Investors/press-releases/press-release-details/2017/Symantec-and-Norton-Security-Solutions-Win-Prestigious-Best-Protection-Award-from-AV-TEST-Institute/default.aspx

@ Symantec.

The Endpoint
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@Symantec..

KomnakTHOCTb »

Mporpamma paboTtaer
Ha yposHe agpa OC un
3aHMmaeT ~“20MB Ha
Windows un
MCNONb3YeT MeHee
1% CPU pecypca.

U3onauua
NPUNOXKEHUMN

NMOHMXKEeHNe ypOoBHA
NPUBUAETNI KaXKO0ro
NPUNOXKEHUA B
oTAenbHocTH, bes
M3MEHEHMSA Koaa Uaun
orpaHuyeHun
GYHKLUMOHANbHOCTW.

NU3onauma Takxe
M3BECTHA KaK
neco4YyHmua.

KoHTponb 3a
nosegeHnem

IOT ycTpoicTBa umetroT
KOHKPETHY0 GYHKLUMIO
N He obnapatoT
ANHAMMUKOWN KOHEYHbIX
no/ab3oBaTesieN, XoTb U
MOXOXM Ha HUX

Mo»KHO co3aaBaTb M
peaakTMpoBaThb
NONUTUKN ANA KaXKA0ro
npunoxxeHua, dpanna,
namaATK, cetTu n obuero
XpaHMAULWa.
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N3onauma npnnoxKeHun

Core OS Applications
Services

Explicitly allowed by CSP?

Registry

Memory

KoHeyHbIn utor - “ Network

“ ” pna oaHon nnm 6onee
nporpamm (npouecca), Ncnonb3ys

Interactive nnn “npnemnemoiin”’ Devices
Programs YyPOBEHb A0CTyNa K pecypcam

L

Read/Write
Data Files

S

Read Only
Configuration
Information

070

Usage of
Selected Ports
and Devices

£
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@ﬁcSyma ntec.

Jlyyliaa B MUpe 3aLimTa KPUTUUYHDbIX CUCTEM

NU30NALMA COBMECTUMOCTb 3alluTa
rnaBHas 0CObeHHOCTb e no6as OS Windows c oT

M OTIM4me Symantec Bepcum 2000, linux, gnx MHOrOYpPOBHEBbIX aTaK

orpaHunymBaeT
P pexmnm paboTbl C HY/1eBOr0O AHA
, CUcTemy,

0C LLeHTPabHOM * |PS/IDS

)

[ ]
KOMaH/HYIO CTPOKY, KOHCO/1b0 YNPaB/IeHNA MaclTabmpyemoe u
n bes 3pesioe peleHune




@Symantec..

Analysis

Section

Security Analytics
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@Symantec..

Symantec Security Analytics

KAMEPA BE3ONACHOCTU U LUUPPOBOU PETUCTPATOP ANA BALLEU CETU
X [MpenaHMe KOHTEKCTa CNOMKHbIM Bellam

X

v @
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@Symantec..

Security Analytics SCADA Analysis

MonHaa susyanusauyuma yrpos HaueneHHbix Ha SCADA m ICS cuctembl B
peanbHOM peXXmme BpemeHu
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@ Symantec.

PacwupeHHana nogaepXKa NpPoOTOKO/10B

" opgeprkKka 100 HoBbIX NpoTOKO/10B— H6osiee 3,200 B 0bLEeEM
= New ICS/SCADA Protocol Highlights

= Modbus (new implementation)

DNP3 (new implementation)

CIP

Ethernet/IP (Rockwell)

GOOSE/IEC 61850-5

|IEC 60870-6/TASE 2 (ICCP)

IEC 61784-2 (Yokogawa Vnet/IP)

iFIX (Proficy)

ISO 16484-5 (BACnet network, application, and virtual link control layers)
1ISO 9506 (MMS)

OPC-UA

OSI Pl Analysis Framework and Data Archive
Profinet

S7comm (Siemens System7)
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@ Symantec.

Security Analytics:
MrHOBEHHaA peakunsa Ha UHUUAEHT

0630p SIEM, endpoint,
DLP, n gpyrnx aneptos

AHanuns3 pesynbraTta
NecoYHuULbl

Peakuma Ha anepTbl
npAamo m3 Security
Analytics

CTOpOHHUIN TenedoHHbIN
3BOHOK

lNposegeHne
NPOAKTUBHOIO NOUCKA

HaunHaem
paccnenoBaHMA C TOYKK

NMonyyeHna anepTta

BbICTpbIN NOMCK NO
MeTagaHHbIM

JocTyn K NoNHOM
“cucteme 3anucn” — oo /

BoBpems / nocne anepta

Pacwuputb unm cyantb
BPEeMEHHbIe PaMKMH,
KpUTEepmUmn NoOUCKa Nnm
BEPAUKT OTYETA

Onpegenaem
NepPBOUCTOYHUK
npobaembl N0 OTYETAM
ana l0C nan aHomannam

[Mpocnexnsaem
noao3puTesibHble Ganbl
A0 UX TOYKKM BXOAa

AHanns penytauumn ¢anna
¢ nomouwbto GIN

N3Bnekaem gpyrue
apTedakTbl
paccnenoBaHmAa u
bopmupyem nx B KENC

INTERNAL USE ONLY  Copyright © 2017

MpoBepkKa endpoint,
3atem nsonaums /
6nokuposaHue /
ncnpaBaeHue yepes
ATP: Endpoint nan EDR

O6HoBNeHue H6a3bl
3HAaHWUN HOBOU

nHpopmauymen

Co3pgaHune azeprta Aad
pearkunn Ha CXoxune
dTaKW

ObHoBNEeHUue
NPOLLECCOB M y4ebHbIX

22



Pivot Into Security Analytics

V’Symantec Security Analytics

Statistics ~

" merts: B critical

[ waming &I Anomalies R Administrator * L3 ~ r-] m

Application Group (14)
Standard
MNetwork Service
Audio/Video

Web
Database
Peer to Peer
Encrypted

File Server

Mail
ERP

Totals

video/mp2t
application/pdf
text/plain
video/fiv
image/jpeg
text/html
multipart/mixed

application/x-shockwave-flash
video/x-fiv
application/x-javascript
Total Sessions

«C Page 1

Summary Reports Extractions

Default View ¥ Status: Processing (77.78%)

Bytes
1.22 GB

49.01 MB
151.73 MB
479.33 MB
66.36 MB
256.80 MB
42.73 MB
138.88 MB
81.59 MB
21.00 MB

2.48 GB

®{ Page 1 of2

Presented MIME Type (14) Application (74) File Name (63) Referrer (137)

A0 =
”|I| L=

187K
179K
94
46
33
3

[N
[=g]

13
1

398 K

of2z »»

Geolocation

Total Sessions

Capture Time: 60 mins Search Size 2.55 GB Flows: 191.67 K

Sessions Application Group over Time
TT42 K
38.68 K
3045 K
1977 K

g 43 K ; 3000
544K H
443K &

1898 K
582

458 M/_x/\/“"\k

188.713 K 0

* v

Session Resolution: 75%

Update D 07/08/12016 16:32:00 to 0T/08/2016 17:39:00 ~

Actions ~

24

>

48.38 K | Total Sessions

19:30 19:3

48.38 K | Total Sessions 269
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0630p / AHanus otTyeToB

V' Symantec Security Analytics ~ Analyze * Capture ¥ S : (" mens: B criticat @ waming € Anomalies )  Administrator + £x ~+ [

Summary | Reports Extractions Geolocation Actions ~

eb:HTTP v Status: Finished (100.00 Capture Time: 15 mins ! € 3 -55i0n Resolution: Full

Report Summary

tatic.com \

connect.facel

default

Application Reports

Custom Analy

Email tcp = http

Encrypt

Results (856)

File Reports File Name

graphical Fuzzy Hash

Metwark Layer
A ME Type

ial Persana SHA1 Hash

Threat Intel

\Web VoIP ID
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MpocmoTp apTtedakToB / U3BneueHune pait

\/S mantec” Security Analytics Analyze ¥ Capture ™ Statistics ~ “ hlerts: mCriticaI 'TWaming @Anomalies ] Administrator v
V! y Y

ipvd_address=192.168.2212 x x * v Update 03/01/2017 17:52:50 to 03/01/2017 18:04:00 ~

Summary Reports | Extractions | Geolocation Actions ~

Artifacts Timeline ¥ Status: Finished (100.00%) Artifacts: 515 Capture Time: 4 ming

Distribution

Click to =elect one bar; Click+Draqg to select multiple.

100

o
o —em W — . . e - -

18:00:00 18:00:15 18:00:30  18:00:45  18:01:00 18:01:15  18:01:30 18:01:45 18:02:00 18:02:15 18:02:30  18:02:45 18:03:00 18:03:15 18:03:30  18:03:45  18:04:00

Results 616 Artifacts

Advanced Filter [{ Group Artifacts By File Type - Zoom In | Zoom Out | View All

Unknown 142 Artifacts 41 Artifacts 8 Artifacts 28 Ar

25 Artifacts 24 Artifacts 10 Artifacts 6

application/octet-stream

application/x-elc 74.125.19.106

2 Artifacts

application/x-gzip

application/xml T Artifacts 5 Artifacts 3 Artifacts

3 Arifacts

application/x-shockwave...

image/gif 43 32 Artifacts 3 Artifacts | 3 Artifacts (03/01/2017 18:02:31 - 03/01/2017 18:02:31) |

image/jpeg 37 16 Artifacts 2 Artifacts 19 Artifacts

png 3 30 Artifacts 4 208.122 3538

image/

e 1 %) 96.6.57.188

text/html 8 Artifacts 3 Artifacts 10 Artifacts

69 Artifacts 72 Artifacts 15 Artifacts

19 Artifacts

text/plain

Resulis per Page 100
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@Symantec_

SCADA Indexed Attributes

v .Symantec Security Analy

Reports

Net:IPv4 Responder
Application
DHS
Email
Encryption

File

Social Persona
Threat Intel

'|l|'|l|' B tl

DHP3 AL Con
DMP3 AL Control

DNP3 AL Final

DMP3 AL Function Code

DMP3 AL IIMA

L Obj Qualifier Fid
DMP3 AL Obj Type Fid

L Cut of Sequence

Sequence

DHP3 AL UNS
DMP3 DL Contraol
DHF3 DL CRC
DMP3 DL Destination
DMP3 DL Direction
DMP3 DL FCB
DMP3 DL FCV

DMP3 DL Function Code

iime: 15 mins
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dSymantec..

AHaNnu3 yrpos3 B peasibHOM peXXum BpemeHU

URL PenyTtauus
u Kateropusauyus

Content
Analysis

Global

Content

Intelligence Analysis

Network

{'EQWFireEyE' > last

s juara
Penytauua Apyrne nHaMUKaTopbl

dainna KoMnpomeTtauuu robtex - Go Q,IL
seR Bs Safe Search

I o PE Scanner
o403puTeNibHble cbavmbl OTNPaBAAIOTCA jSUNPACK

B Content Analysis (nan necouHnuy) ana Geolocation
NpPOBEpPKMU More...
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@{Syma ntec.

OTKpbITaa UHTErpaumsa: ycnewHoe napTHEPCTBO

THREAT INTELLIGENCE

LIEL] RIPE NCC ¢ id|
_I._] & HIPE NETWORK COORDINATION CENToE " URL\/Old ;.

cTs],E]eEl ic 2] VirusTotal

@S“‘P spam §@RBS | Is It Hacked?

\/b Hosts f w

ANOMALI

j _ '@DOMAINTOOLS
BFK ]
© f' INTERNE
"""”t O\O ThreatCrowd MalcOde.com
L ENTER
online Internet utilitie

Central Ops .net ,

PIVOT

splunk ArcSight<t

GUIDANCE

SOFTWARE

SEVERSING i/ EELE

E:l CounterTack’ ' L
CISCO

) SOURCE( ire
<® FireEye
CARBON

zn“[eﬂ BLACK
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IBM QRadar™ Integration

Records Matched Over Time

313114 1116 AWM - 3113/14 5:16 PM

11:30 AM 12:00 PM 1:00 PM 2 3:00 PM

Update Detais
Mide Charis)

Destination
Bytes

O 31314 5:12:30 PN 10.50.165.17 1884 145184285155 &0 fep_ip Web.Misc 64 0

O 31314 5:11:48 PM 10.50.165.17 1852 - 89.F0455 2 128 (C) 64 (C)
- - = Filter on Destination IP Is 89.248.166.160 ~

0 3131451225 P 10.50.165.17 1877 574, - ‘ . 64 0

B 213/14 5:12.30 PM 10.50.185.17 — — Filter on Destination IP is n01.8g2~.8.156.163 — =
- DADALLD Fa¥a A LAl A 128 C)

] 3/13/14 5:12.25 P 10.50.165.17 (

0 311314 51229 PN 10.50.165.17 Filter on Destinatien IP 1s 89.248.166.160

(] 313114 5:92 24 PW 10.50.165.17

0 R TR TR, Filter on Destination IP is not 89.248.166.160

0 3113114 5:12:24 PM 10.50.165.17

o IR YT Filter on Source or Destination IP is 89.248.166.160
U 3131451224 PN 10.50.165.17 False POSl!I'-'e 64

Flow Type v First Packet Time Source IP Source Port Destination IP  Destination Port Protocol Application Source Bytes Source Packets

64 (C)

More options.., B4

Plugin options... Investigate In Security Analytics [Dst IP)
1285155 80 Web Misc Investigate In Security Analytics [Src & Dst 1P

174 974 49 ON i \WWakh Llina ™
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@ Symantec.

ArcSight™ Integration

Window Tools S

Bl xQ

Cirl+Alt+E +

(2] 24hr Critical DS
[»] Active Channel: 24hr Critical IDS

Start Time: 1 Sep 2014 22:26:03 PDT
End Time: 2 Sep 2014 22:26:03 PDT
Filter: { AgentID = "IDS Events™ And Priority > 5 )

Inline Filter:  No Filter
Verified Rules: No Rule

p 2014 0|

3 Sep 2014 0 0 PDT

224 77,145

100.130

stching Cel

Nslookup (Linux)
Mslookup (Windows)
Ping (Linux)

Ping (Windows)
Traceroute (Linux)
Traceroute (Windows)
Wi rch
Whois (Linus)

hois (Windows)

Application Protocol
[Transport Protocol
Vulnerability Resource

st Evrt e
Soederto..
R

Bory O

Desc...
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@ Symantec.

Splunk™ Integration

splunk>  Apm: Blue Goat Security Anatytics App For Splunk -

Blwe Coat Security Analytics For Splunk Dashboard Views ~

Threat Views

Search

BSIrEame
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JocTtynHble KOHPUrypauuu

1.5PB v Symantec.

[10 2-x N0/I0K MOTYT ObITb NOAKAKOYEHbBI HAMPAMYIO.

3-5 nonoK moXxHo noaknoumntb 10G-HD noptom

NPy NOAKNOYEHNN K KOMMYTaTopam Brocade 6500
cepumn.




@ Symantec.

Cnacubo

Internet of Things
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