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(52 Reply rQl_ Reply All (= Forward —
invoice cleanedtpdf - Adobe Acrobat Pro. I

Tue 5/4/16 8:03 PM
. . File Edit View Document Comments Forms Tools Advanced Window
Yonni Shelmerdine iij Create - ,@ Combine ~ @ v ﬁ - A = - &y Multimedia - =
SECURITY ALERT! Skipped Invoice . . = . rpm——
E 1 A Y 142%
To  Yonni Shelmerdine " @ @ u :‘ @ 4 #’ /1 LI&J '@ Q | e ® |
; ; =
LSRR ‘E invoice.cleaned.pdf |
(T
C‘E'eck F-"tc:int SandBlast Threat Extraction has cleaned an attachment named Invoice.doc as it was determined to contain potentially malicious . Pacemaker Steel and Pipl ng Cc
elements. =
Tele: 740 247-2569
To access the original file, please click here Fax: 740 110-7691

Hi Yonmi,
Attached 1s invoice #4409 881.69 from May which was missing from the onginal summary.

INVOICE

Invoice Number: 4409 881.69

Julia Reyes / Credit Manager )
Pacemaker Steel and Piping Co. Inc. Date: 2 May, 2016

Tele: 740 247-2569
Fax: 740 110-7691

I am out of the office tomorrow and Monday, so I'm emailing you now to request that you go over the mvoice, submait the detay
[Blocked Malicious URL] and complete they payment as soon as possible.

KoHnBepTtauusa B PDF nnu nssne4vyeHue

This Email was secured by Check Point SandBlast Connector for Office 365

BCero aktTuBHoro cogepxmmoro

WELCOME TO THE FUTURE OF CYBER SECURITY
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U3BneueHue KoHTeHTa (Threat Extraction)

E‘-"‘_ Reply rE}l_ Reply All E", Forward
Tue 5/4/16 6:03 PM
Yonni Shelmerdine
SECURITY ALERT! Skipped Invoice

To  Yonni Shelmerdine

LSRR Z invoice.cleaned.pdf

Check Point SandBlast Threat Extraction has cleaned an attachment named Invoice.doc as it was determined to contain potentially alicious
elements,

To access the original file, please click here ]

NEREEIE  oa

File

)

Hi Yonmi,
Attached 1s invoice #4409 881.69 from May which was missing from the onginal summary.

I am out of the office tomorrow and Monday, so I'm emailing you now to request that you go over the mvoice, submit the details here
[Blocked Malicious URL] and complete they payment as soon as possible.

Julia Reyes / Credit Manager
Pacemaker Steel and Piping Co. Inc.
Tele: 740 247-2569

Fax: 740 110-7691 {h

This Email was secured by Check Point SandBlast Connector for Office 365

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd.

Home

Insert

Page Layout

Check Point

SOFTWARE TECHNOLOGIES LTD

) | T—
invoice.doc
References Mailings Review Wiew

Pacemaker Steel and Piping Co.
Tele: 740 247-2569
Fax: 740 110-7691

INVOICE

Invoice Number: 4409 881.69
Date: 2 May, 2016

Bill To:
Yonni Shelmerdine
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PREVENTION

CUSTOMER'S PRIVATE :
EMULATION CLOUD i

— 0 — 0 — 0
HTTPS — 9 — 0 ——
INSPECTION — O — 09 — O

— 0 — 0 — 0
LOCAL SANDBOXING

EXCHANGE  WEB FTP

THREATCLOUD J-+vvverennennennenesennessssesesssssssnsensesensens @
SANDBLAST TE|APPLIANCE
A tes IOCs f i
Check Point's customers INTERNET——— | | p— S
world wide Q
L—0
| |
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Check Point
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CLOUD SERVICE ON-PREM SERVICE DEDICATED APPLIANCE
Gateways + SandBlast Service Gateways + SandBlast TE Appliance Inline SandBlast TE Appliance

SandBlast Service |
Hosted on Check Point Cloud SandBlast TE Appliance

e ssss 2 » e

NGTX Security Gateways | NGTX Security Gateways | SandBlast TE Appliance

GATEWAYS n TE APPLIANCES:
* LEVERAGE SECURITY GATEWAYS - scale across networks * Inline /SPAN / TAP

* Combined with all NGTP software blades e MTA - mail protection

* |CAP sever — proxy integration

©2018 Check Point Software Technologies Ltd. 20
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M Overview
Compliance Blade
g E N D P O I N T O Update now Enforcng all polices. No rules violated. ©
- ~ _ Anti-Malware Blade
q SEME RS 4 infections found °
1 5 Connect Media Encryption and Port Protection Blade ®
Check Point ! . No devices detected
SandBlast i Access/Data Security
: =+ Connect To... =s= Firewall and Application Control Blades ®
| 0 Programs and 40 connections were blocked in the past 24 hours
: ¥ Advanced Full Disk Encryption Blade @ Encrypted
! 2 devices encrypted.
L . 1
| E  Threat Prevention [ @ Access Control .., Remote Access VPl Blade
1 &) Disconnected
| Default gateway is il-cp. checkpoint. com
1
1 Capsule Docs Blade Installed
: Capsule Docs blade is externally managed © nstale
Anti-Ransomware : Secure Media URL Filtering Blade ©
| Reason for Blade Disable: Disabled by Endpaint Policy
: Anti-Bot Blade ®
) ! P Manitoring
ﬁ Forensics U Secure Documents
/‘-Q\: : Forensics and Anti-Ransomware Blade ©
L= | ; Analyzed 3 cases
[

Check Point Threat Emulation and Anti-Exploit Blade

Monitoring

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd. 21



CHECK POINT ENDPOINT SECURITY

m Endpoint Security

M Obzop

CEPBMC

f:.l' OBHOEMTE Ceruac
0., MNposepuTh CUCTEMY CelYac
2 Omcnrounts ot VPN

¥ JonoasurensHo

192.168.181.137
E80.70 (80.70.0209)

J® Check Point

*

€) Cnpasxa

a Baw KOMMBHOTED COOTEETCTEYET NONMTUKE GezonacHoOCTH opraHMz2aunM

bBneilg Compliance

. & CooTeeTCTEYET
MPUMMEHEHIME ECEN NOAMTMK, HET HADYLWEHMIA NPaEIN. TpefiosaHmam
bBneig Anti-Malware ® e
HaineHl 3apakeHHee obbekTrl (14)
bBneilg Media Encryption and Port Protection ® B
YCTPOWCTES HE o0HapYHEHE!
Bneigw Firewall n Application Control ® Ben
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Bneiig Full Disk Encryption ®  Sawndposaro
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Bneig Remote Access VPN ® Noaxknouero
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bBneiin URL Filtering ® Bokn
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Bneiig Anti-Bot ® o
BeneTcA MOHMTODIMHD L Check P

1 eck Point

Bneiin Forensics e S d Bl t
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Go gle n EEE o . [ .................................... . B
'E work-expenence-form.cleaned.doc.pdf —:ﬂ.dnhe Reac

Gmail - L] [ 1] ] m- %~ More 150f 5,293 <€ > Qv ®0000000000000000000000000000000000°
File Edit View Whdow Help
m My work experience Inbox  x = e
L]
L]
X = D EEE—— - = 26 Nov (3 days ago) - - @ @ @. @ % | -
I ry
———— to me [+
e Hi John, o
mmE = § ..
R . Please find attached my resume. K
-

Best regards,
—— = Alexander M.
T

. UCL SPEECH AND LANGUA!
DIVISION OF PSYCHOLOGY A

. )
W work-experience-
form.docx

16 KB

¥

Application for MSc S

L[]

' work-experience-form.docx ¢

.. 000000600000 LN .....
Eecurely dm-;nloau:nng... v

Summary of relevant w
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KOHBepTauma B PDF
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PACC/ZIEAOBAHME c

WAR HNOLOGIES LTD
© J&1 Check Point
Overview SOFTWARE TECHNOLOGIES LTD.
User Name:  Xxxxxx Triggered By:  SandBlast Agent Threat Emulation Blade detected file c\users\xxxxxx\downloads\ctb-faker.exe
m Computer: 300000 Trigger Time:  7/20/2016, 9:38:20 AM
0s: Microsoft Windows 7 SP1 Incident ID: CTB-Fakerl468399245288 =,

° Entry Point How did it enter the system?

<j How did it get in? -

Accessed [216.58.214.144] in chrome.exe

ﬁ Remediation (12 files) Was an infection present and removed? ‘ Business Impact (152 events) What was the damage?
REPUTATION | FILE NAME FULL PATH STATUS DAMAGE FILE NAME FULL PATH
() ctb-faker.exe \ % g-example-donor-report.doc \
(=) help.exe ) g-finance-manual-maf.pdf
(7 6d52.tmp | .. I © g-finance-staff-jd.doc
0 archiver.bat > M a I C I 0 u S e e m e nts We re % g-procurement-manual-structure-t
1 ) g-risk-register.doc > |t accessed d ata
9 archivervbs remedlated
® g_budget-worksheet-example.xls
0 cf82f93bc06247062e16dc3fa233c5..
k) g_cash-flow-forecast.xls
(7] cf82f93bc06247062e16dc3fa233c5... J J
5 more... = 145 more... =
uspicious Activi categories) | What happened in the system? ncident Details rocesses) | How dolanalyze further?
| susp Activity (9 categ PP y Incident Details (11 p y

SEVERITY EVENT CATEGORY

111 Privilege Change (9 events) \ é
111 Ransom Message Creations (2 events) Let’ S See th e 0 e e
111 Script Execution (4 events)
1Y) Dropped File Deletion (6 events) > It's a real infection? details,,, e
11 Persistence (1 event) o
o0 Dangerous Execution (2 events) e @
o® Dropped DIl (4 events) J e
@ -]

WELCOME TO THE FUTURE OF CYBER SECURITY
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Azure.. LDAP Account Unit... Time d n
[ NSX.. Mare N UserCheck » @ B = Security events over time
OpenStack... timt... u
A ’
VCenter... Yoo o HEE pp scanning =1
IELI s
Hybrid Cloud
- fir D
No. Source Destination vPN Services f Applications

- Security Gateways Access (1-2)

ur computer is compliant with the organizational security policy

1 istrator Access | GEH Admins & carporate-GW » Any 32 Manage Services
s N
= Compliance Blade
o Compliant
2 vrute * any © Update now Enfording all policies. No rules violated. © P
- vPn @)
@ 28 Gteways smd e @ 14 Henms @ 22 Frovnea s 7 e Q sean Anti-Mahware Blade ® on
2 saseer G5 Remote Access ¢ L ectons found
Servers
- Media Encryption and Port Protection Blade © on
4 s en Internas corporate LANs No devices detected
= Branch Office Ls e = - Commect e eation Contral B
= - Connect To... irewall and Application Control Blades
- (S| p— — o
e et (%) — ~ 4 — 0 Programs and 3218 connections were blocked in the past 24 hours @ on
. s tointernet W internaizone — - > — 3 Advanced
ing to wWel vances ;. "
ing to X i — v % — Full Disk Encryption Blade ® Encrypted
o ) 3 = : . 2devices encrypted.
s to company's | W Externaizone = ° .- T —— Remote Access VPN Blade 5 ted
srver — 2 = Default gateway is il-cp.checkpaint.com ©  Disconnec
B corporate Lanz | 3¢ A — H
s Cormosste LANS ,, . Capsule Docs Blade & Instoled
° . Capstie Docs blade is externally managed
. .
~ Data Center Access (8-5) 2 = URL Filtering Blade © off
y Reason for Blade Disable: Disabled by Endpoint Policy
s mers to ftp T ExternaiZone L
i Mot Anti-Bot Blade
H on
= el Consolidated : @& °
enter servers g
¢ . . Forensics and Anti-Ransomware Blade
o - { o
O C) ( O O O Secu rlt by @ Unified Policy Analyzes 25 coses @ on
y Sy - Threat Emulation and Anti-Exploit Blade ® on

Wai 1
e ¥
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BbisBrneHue PUCKOB, YIrpoXakwnx KoMmnaHnu

> AHaNN3 BCEro CreKkTpa PUCKOB M yrpo3 6e3onacHoOCTM ceTu
> [oapobHbI OTYET C aHANM30M OOHApPYKEHHbIX YrpPO3
> PeKomeHpauum no 3awmTe CETU OT PUCKOB

OBCJEQOBAHUE PEAJIbHOWU CETU

HUKAKOIO PUCKA ONA CETW:
paboTa TonbkKo ¢ Konuen Tpaduka

BECIJIATHO v KkoHdMaeHUnanbHO

OnTumanbHbIN CPOK Ansa npoxoxaeHna Security CheckUP - 2-4 Hepgenu
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MoproToBneHo
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noAroTOBNEHO

OTpaCJ’Ib ﬂpDﬂ,DJ’I?KIf'ITeJ'IbHOCTb dHann3a

Pazmep koMnaHwm AHanun3 ceTn
CTpaHa Bepcwua wmo3a 6e3onacHoCTH

YcTpoiicTeo 6e3onacHoCTy
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WTOIOBbIE PE3YJIBTATHI
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https://pages.checkpoint.com/security-checkup.htmi

SECURITY CHECKQP

Crnepytowmin ot4eT Security Checkup
npefocTaBnseT pe3ynbTaTbl OLEHKM
BesonacHOCTW, NpoOBe A€HHOW B Ballen
ceTn. [aHHbIl OT4Y4eT yKa3blBaeT
MecTa, Fie Bala opraHn3auna MoxeT
BbITh noaBepXeHa yrpo3am
be3onacHoCcTwW, a Takxe npepnaraeT
peKoMeHaaumn Nno pearupoBaHuio Ha
[ aHHbIe PUCKWN.

Ona oueHkn pucka Tpaduk 6Bbin
nposepeH  Check Point  gns
obHapyxeHus paga yrpos
BGe3onacHoOCTW, BKAKOYaA: 3apakeHue
BpefoHoCHeIM O, ucnonb3oBaHue
Beb NP0 XK e HWA BLICOKOW
CTENEeHW PUCKA, NOMbITKM BTOPXKEHWS,
yTeYKa BaXHbIX A aHHbIX U T.M.

=3n 49

¢ NOTeHUWanbHbIX
yTe4yeK OaHHbIX

7

KaTeropui aaHHbIX

WHTepHeT BOCTYN BLICOKOW CTENeHH pucKa

onacHbix Beb-
NP UNOXEHWIA

A 2.2GB

MoTeHUManbHbIe PUCKK: OTKpbITUE Bexaopos
B Bally CeTb, COKPLITWE NOSL30BaTEeNbCKON
AKTMBHOCTH, BOIMOXKHOCTE YTEYKM [a8HHbIX
MNKM 3apaxeHuna spemoHocHbiM MO,

0

ornacHble B36-calThbl

m 0 hits

MoTeHUWanbHble pUCKKU: [omBEpPMEeHHOCTb
CeTW K WHTepHET yrpo3aM W 3apaKeHuio
BpenoHocHeiM MO, Mpumepw:  CNAM,
3apaMeHHble M qMLWHIOoBbIE Call Thl.

0

QbnayHble
NPUNOXKEHUS

A o8B

PUCK  yTeMKM [aHHBIX W HapyleHue
COOTBETCTEMA TpeboBaHWAM perynATopoB M
CTaHhapToe BesonacHocTu. Mpumepbl:
Dropbox, Google Drive, OneDrive.

3apaeHHbIX 60Tamu
KOMMbIOTEPOB

™ 19

-*#
E

communications
with C&C* sites

14 N3BECTHbIX BUPYCOB,
3alUPYKEHHbIX

3 8 noJib30BaT eNAMY

14 HOBbIX BUPYCOB *
3arpyXeHo

18

NOMbITOK UCNO/L30BaTb
YHUKaNbHblE NPOrpamMMHble
YS3BUMOCT U
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