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ICS-CERT UTtoru: noctosiHHoe yBenunyeHue ATtak
Ha Kputuueckyro UHppactTpyktypy CLUA
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[MTouyemy 3T aTakm BO3MOXHbI?

YcTapeBLmne n HEOOHOBIEHHbIE CUCTEMDI

OLmnOKKn B cermeHTaunn, NoAKMoYEeHNEe TEXHONOTMYECKUX C
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BeKkTopbl ATaK Ha KOpnopaTuBHbIEe CEeTU
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CHECK POINT’S
PelwleHnsa 6esonacHocTu AnNA

ACY TH (Industrial control Systems)
KUBEP 3AWLUTA

O63op 1 aeTarnbHbIN CneunannsmpoBaHHas HagexHble ycTponcTBa ans
KoHTposib SCADA Tpaguka § 3awuTta ot SCADA yrpos arpeccuBHoOW cpeasbl
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OOwunpHasa noanepKKa
SCADA/ICS-cneuynanu3anpoBaHHbIX MPOTOKOSIOB

Check Poin’g’

IEC 60870-5-104

IEC 61850

CBbiwWe KOMaHA
B Check Point Application Control
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HeTanbHoe NpoTOKONIMpoBaHMe

SCADA Tpaduka

[etanbHas dopeH3uka angd
paccrnenoBaHuUs MHUNOEHTOB

AHAIMN3
C NOMOLLbIO
Check Point

SMARTLOG &

SMARTEVENT
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OETAJIbHO

Time B... A.. T.. Origin Application... Transa.. Fu. Function Description Source Desti... Matched Cz
Today 10:45:35 E.ﬂ $ gw-Flec?? ModbusAll 33394 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:53 E.ﬁ @ gw-Tlec2? ModbusAll 33490 4 Read Input Registers - Response HMI-1 PLC-1 SCADA Pro
Today 10:45:53 2-9 $ gw-Tlec2? ModbusAll 33490 4 Read Input Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:53 E.ﬁ $ gw-Flec2? ModbusAll 33489 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Prof
Today 10:45:53 E.ﬂ @ gw-7lec2? ModbusAll 33489 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:53 E.ﬂ $ gw-Flec?? ModbusAll 33488 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pro
Today 10:45:53 E.ﬁ $ gw-Tlec22? ModbusAll 33488 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:53 EE $ gw-Tlec2? ModbusAll 33487 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pro
Today 10:45:53 2-9 $ gw-Tlec2? ModbusAll 33487 3 Read Holding Registers HMI-1 PLC-1 SCADA Prof
Today 10:45:53 E.ﬁ $ gw-7lec2? ModbusAll 33486 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pro
Today 10:45:53 E.ﬂ @ gw-Flec22 ModbusAll 23486 E Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:53 E.ﬁ $ gw-Flec?? ModbusAll 33485 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pro
Today 10:45:53 EE $ gw-Tlec2? ModbusAll 33485 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:51 2-9 $ gw-Tlec2? ModbusAll 33484 4 Read Input Registers - Response HMI-1 PLC-1 SCADA Prof
Today 10:45:51 E.ﬁ $ gw-Flec2? MeodbusAll 33484 4 Read Input Registers HMI-1 PLC-1 SCADA Prof
Today 10:45:51 E.ﬂ g gw-7TlecZ2 ModbusAll 33483 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pr

Today 10:45:51 E.ﬂ g gw-Flec?? ModbusAll 33483 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:51 E.ﬁ @ gw-Tlec2? ModbusAll 33482 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pro
Today 10:45:51 2-9 $ gw-Tlec2? ModbusAll 33482 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:51 E.ﬁ $ gw-Flec2? ModbusAll 33481 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Prof
Today 10:45:51 E.ﬂ @ gw-7lec2? ModbusAll 33481 3 Read Holding Registers HMI-1 PLC-1 SCADA Pro
Today 10:45:51 E.ﬂ $ gw-Flec?? ModbusAll 33480 3 Read Holding Registers - Response HMI-1 PLC-1 SCADA Pro

'PYIMMNAM

T Court T Source T Destination T Unit D T Function Description T Transaction D T Start Address
= 500 HMI (10.1.1.5) PLC (20.1.1.5) 1 Read Holding Registers
= 100 HMI (10.1.1.5) PLC (20.1.1.5) 1 Read Input Registers 10

1 HMI (10.1.1.5) PLC (20.1.1.5) 1 Write Single Register 19 50
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[TonHaa oTyeTHOCTb N0 SCADA Tpaduky

Allowed application Modbus_all

Modbus

Unit ID 1
Tramsaction ID 2067
Function Code o

Function Description

Range Start Address 41

Range End Address 41
Quantity 1

WValue

Write Single Register

25

Frotocol
Destination Port

Source Port

Service Mame

TCP (B8}
502
49159

Modbus

Application Properties
Application Risk

Application Name

Check Point

SOFTWARE TECHNOLOGIES LTD.

SCADA petanbHO

SCADA Protocols

= Umkmowr

Modbus_all

Modbus

Unit ID
Transaction ID
Function Code

Function Description

1

2667

[

Write Single Register

Ranmge Start Address 41

Ranmge End Address 41
Quantity 1

Value [alilin
More

Application ID 20000002

Application Rule I
Application Rule MNa...
Application Signatur...
Primary Category

Proxy Source IP

{DEDD2A4T7-AARC-44DB-997

Learning Rule
20000021
SCADA Protocols

HMI (10.1.1.5)

©2015 Check Point Software Technologies Ltd.
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[MONMHLIU KOHTPOMb U BUANMOCTb
SCADA Tpaduka

NMPOTOKOIJIbl n KOMAHObI

Check Point

SOFTWARE TECHNOLOGIES LTD.

Source | Destination | Applications/ Sites | Action
[ Any [ Any ©2» High Risk & Block
5 Blocked
A Control_servers Al PLCs &= Modbus Protocol-write single register E Allowy
# Modbus Protocol-write multiple coils
& Modbus Protocol-write file record
&2 Modbus Protocol-write single coil
A Monitor _servers A PLCs £ Modbus Protocolread input register S Allow

& Modbus Protocol-read coils
&2 Modbus Protocol-read file record

NMAPAMETPblI KOMAH[L

15: Wrnte Multiple Coils

@ Standard Function
i Ary Address
@ Address Range

) Custom Function

Function Range

100

©2015 Check Point Software Technologies Ltd.
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Hactpowuka lNonutuk n NpaBun yctaHaBnuBas =
dyHKkumm n 3HaveHus (Functions and Values) Gheck.Boint

' SCADA Application - Modbus =

- General Properties General Properties

i Additional Categories [
Comment:

Protocol
B2

Primary Category: |@ SCADA, Protocols

Mame:

Protocal: Madbus -
Linit
@ Any Uni Active or
e = : Passive
Command ©) Specfied Unit D |0 H - = Policy
(Function) T

L Any Function
@ Standard Function < 06: Write Single Register /\v'
.:g::. Any Address Hams Destination Applcations/ Sites Action
- Blodk High Risk & sy & am ¥ Pigh Risk Block
) Address Range ||3l - | - ||} - | ook High Risk sops v ] Em
- . Contral sereers Ak Cprviral_smrosrs Y ] £ Madaus Protoool4smte ongls regsser [ATTEM
” d () Custom Function . Mo Profarcveric mfigle ks
A Owe i - - i Modbus Frofoool-wnte file record
values and FnfonRange  [1 [ - [1 o Mot ot et s
Manitor servers AL ponitor_servers Al s Modbus Profoool-nesd input regisber & Al
ranges Pttt o
s Modbus Protoool-read file record
Blodk SCADA traffic 6 Ay Ak frbernal ¥ SCADA Frofocols i Block
Al mcs
@ Specified Value 0 B - s00 |2
Allow out of range values

o] [CCaee
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BupTtyanbHbIX NA4YTUHr C NOMOLWbLIO cBbiwe 200

Check Point

cneuynanuanpoBaHHbIX IDS/IPS curHatyp
Protection il Sever .
W' Citect SCADA ODBC Overflow Attempt 200 Medium
W' Rockwell RSLogix Denial of Service Vulnerability «211 Critical
W' SCADA Engine OPC Client Buffer Overflow Vulnerability 211 High
W' Schneider Electric UnitelWay Windows Device Driver Buffer Overflow 21l Critical

=nll Critical

W Siemens Tecnomatix FactoryLink Stack Overflow Vulnerability

' ScadaTEC SCADAPhone and ModbusTagServer Buffer Overflow

L |

W' RealWin HMI Service Buffer Overflow 2 <210 High

3A MTA W' Automated Solutions Modbus/TCP Master OPC server Modbus TCP Header .q10 High

LU' W' RealWin INFOTAG/SET_CONTROL Packet Processing Buffer Owverflow 211 High
C noMouibHo W' Unauthorized Miscellaneocus Request to a PLC 11l Cntical
Ch eCk POint W' Broadcast Request from an Authorized Client 211 Critical
IPS W' 1GSS SCADARMS Report Template WriteFile Command Buffer Overflow  «a1l Critical

W IGSS SCADASTDREP Request Buffer Overflow 21l High

W' lconics Genesis SCADA Freeing of Unitialized Memory Trigger «31 High

!j Rockwell RNA Message Negatwe Header Length
L =llico =it =} =l
- W' WonderWare SuiteLink DOS Attempt
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BbicTpbIV aHanNu3 Nnog4o3puUTesibHOro L=
Tpaduka Mexay KoHTpornsnepamu

Edit Event Definition |

|Name Iﬁltar | Count logs |Ewam Format I EUJ:E;H&BEItatml

The new event is triggered by
1 a single log.

@ multiple logs over a perod of time.

Detect the event when at least 20 Ii” logs occumed over a perod of 1 Iill seconds.

Each event definition may have muktiple Event Candidates existing simultaneoushy.

Log records are passed to Event Candidates based on the value of selected log fields.
For example, if "Service" is selected, each log with a different service will create a new Event
Candidate, while logs with the same service will be directed to the same Event Candidate.

AHAITN3 AHanus PUCKa C nomMoLlbro crneunasimnampoBaHHbIX

C NMOMOLLbIO OTHETOB YyIrpos3

Check Point
SMARTEVENT

[TpocMOTpP NONbLITOK OTAPaBUTb
N36bITOMHbIE KOMaHAbI

[IpOCMOTpP MOMbITOK CETEBOW pasBeKku

7 N
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Check Point 1200R

CneumnanbHO pa3padboTaHHbIN 3alUNLLEeHHbIU LWITH3 6e30MnacHOCTU

* [lonHOopyHKUMOHaNbHbIN W03 6esonacHocTu Check Point

* 6x1GbE nopToB u firewall throughput go 2Gbps

* CooTBeTCTBYET CaMbIM XECTKUM PETYNATOPHLIM
TpeboBaHuam: IEC 61850-3 un IEEE 1613

* KOMNakTHbIN 6e3BEeHTUNATOPHbLIN AU3alH;
TemnepartypHbin gnanasoH ot -40°C go 75°C
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OT Security Blueprint

Check Point

SOFTWARE TECHNOLOGIES LTD.

Management Facility

SCADA
Historian

Main Control
Center

SmartEvent

o | || | e | com—

Control &
monitor

Control

Monitor

Shop Floor Shop Floor
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