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Our Brand Promise

We believe that no one person, product, or
organization alone can secure the digital world.

It's why we rebuilt McAfee around the idea of
working together: People working together.
Products working together. Organizations
and industries working together.

We aim to inspire collaboration among our
customers, partners—even our competitors—
to make the connected world a safer place.

McAfee. Together is power.

McAfee. The device-to-cloud cybersecurity company.



= Open Ecosystem,
Integrated Platform

= Modern Architecture

» |eading-edge Threat Security

The best of all cybersecurity worlds.
All on one leading-edge platform.

McAfee. The device-to-cloud cybersecurity company.
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Skyhigh is the only CASB Triple Crown winner
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U McAfee

Together is power.

The Evolution of Security
Operations

McAfee Confidentiality Language



Stuxnet - nepBoe B ucropuu knbep opyxxue (2009)

HHH IREDB An Unprecedented Look at Stuxnet, the World's First Digital Weapon susscrise O

BUSINESS CULTURE DESIGN GEAR SCIENCE SECURITY TRANSPORTATION

KIM ZETTER SECURITY 11.03.14 6:30 AM

SIARE AN UNPRECEDENTED LOOK AT
@ STUXNET, THE WORLD'S FIRST
< DIGITAL WEAPON

i
COMMENT
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LATEST NEWS

FETISH
This Air Purifier Has
Brains and Doesn’t Look
Like Garbage

23 HOURS

EMAIL

BN  MEDIA
- & Never Miss a Thing: Sign
Up for WIRED’s Newsletter

Now
" 23 HOURS
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ATtaka Ha Saudi Aramco - 2012

UINFIGEY NEWS |
Saudi Aramco Cyber Attacks a ‘wake-up call’,

Former NSA Boss

Alexander said malware attacks
on Saudi Aramco in 2012 werea
“wake-up call for everybody”
that could have severe

Former NSA boss Gen. Keith Alexander has claimed
that the Shamoon malware attacks on Middle East
energy company Saudi Aramco in 2012 were a “wake-
up call for everybody” that could have severe
repercussions for the safety of critical infrastructure
networks.

The longest serving director of the much-maligned US
security agency made the remarks in a marathon two-

hour interview with Australian Financial Review,
which has published the 17,500-word transcript.

In response to a question asking whether Stuxnetisa
“harbinger of a new age of cyber warfare”, he argued
that, in fact, the Aramco attack was perhaps more
noteworthy.

10% oT mmnposowu

806bIUN HedTH

35000
KOMMbOTEPOB,

ThICSYM CEPBEPOB

BCA MHPOpMaLNA

yaaneHa c X/

5 mecsaues A0

repercussions for the safety of MOJIHOTO
critical infrastructure networks “The new age was not necessarily Stuxnet. It was what
happened to Saudi Aramco in August 2012, That's the BOCTaHOBeHns!
SV PP L B S N R o SR S U ST R oy
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ATaka Ha 3HepreTuUecKkmMn cexkTop, YkpanHa 2015

J{%E’! [ToniTHka ExroHoOMiKa Bigeo BHnyckH TCH Bnoru IIpocnopt Aprrto Jlenl LIikaBHHKH BCl po3guiH = (

3arocTpeHHdA y 30H1 ATO HOeokynania KpHMy

YEPE3 XAKEPCBRY ATARY SHECITPYMMWIIO
IHOJIOBHUHY IBAHO-OPAHRKIBCBRKOI
ObLJIACTI
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NotPETYA, YkpauHa, 27 virona 2017

o Aowove powivy

U McAfee

by Intel

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 11



McAfee Global Threat Intelligence

McAfee GTI received on average 48 billion queries per day in Q4.

267% o ﬂi

[/
PowerShell malware
Script-based threats are a growing ATF
concern. PowerShell malware grew 57 IT""IOI'I
267% in Q4, reaching a total count of McAfee GTI
more than 47,000 samples. protections against

risky URLs fell to 57

million per day in

Q4 from 99 million
per day in Q3.

J

59% @)
Ransomware

New ransomware samples increased
in Q4, by 35%. The total number of
ransomware samples grew 59% in
the past four quarters to 14.8 million
samples.

45 million

McAfee GTI protections against

malicious files increased to 45

million per day in Q4 from 40
million per day in Q3.

ﬂ. 46% @)

Mobile malware

84 million Global infections of mobile devices
fell by 0.2%; South America reported
McAfee GTI e
. . the highest rate, at 16%. Total mobile

protections against .

. malware grew 46% in the past four
risky IP addresses L

- quarters to 24 million samples.
rose to 84 million per

day in Q4 from 48
million per day in Q3.

36% @)
Malware

New malware samples increased in
Q4 to an all-time high of 63 million, a
32% increase. The total number of
malware samples grew 36% in the
past four quarters to almost 690
million samples.



Aedvunt kapgpos B cpepe kmbepbezonacHOCTU Ha YPOBHE 3NNAEeMUN

Octpas HexBaTKa uesioBeueckux pecypcos tam rae HAO npuHuMaTh pelieHUsa BXXUBYIO

62% 3-6 MecsaueB 2 MnH.

opraHmsauumn B Hactoslee CpeaHee BpeMsA 414 Moucka kK 2020 rogy npoHo3unpyertcs
Bpems KaHaugaTa, Npu 3TOM HexBaTKa KBaJIMPULNPOBAHHbIX
He40yKOMIMJIEKTOBaHbI™ 10% no3nummn Bcerga OTKpPbITLI™ creuuanmcToB**

fha LA L

* State of Cybersecurity: Implications for 2015 — ISACA (CoctosiHne Kubep6esonacHocTe: Mocneactems ans 2015 roga - ISACA)
** Epy 2015 (ISC)2 Global Information Workforce Study — Extrapolation (2015 (ISC) 2 Mo6anbHas nHdopmaymoHHas Workforce Study — Skctpanonsuus)

I McAfee |
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LleneHanpaBsieHHble aTaku — HOBas peaJibHOCTb

APT O6Hapy><eHune yCTpaHeHune

I 4% 12% I 2%, .
9% 19% 4 23%

Yachl

rogbl

DISCOVERY

11%

[HWn

14%

Heaenn
COMPROMISE

64%
Heaenn 42% $8,769 / cToMMOCTb

O O Days NHUMAEHTa
$3,840,988 / B roa

Optimize Security Operations Sources: Verizon 2013 Data Breach Investigations Report. Securosis Malware Analysis Quant Metrics Model I McAfee |



“Bbe3onacHoOCTb 3TO
npouecc, a He pe3yabTaT
Bruce Schneier




Adaptive Security Architecture in TOP10 trends

Gartner.
WHY GARTNER AMNALYSTS RESEARCH EVENTS COMSULTING ABOUT

Search

Top 10 Strategic Technology Trends for
2017: Adaptive Security Architecture REM@e =

Published: 21 March 2017 ID: GOO319583

Analyst(s): David W. Cearley | Awvivah Litan | Mike J.
Wwallkeer
Already have a Gartner account?

Summary Sign in to view this research document.

The intelligent digital mesh creates an ever-more
complex world for security, demanding a continuous,
contextual and coordinated approach. Enterprise
architecture and technology innovation leaders must Enter Password

make security an integral part of all projects. m

Forgot usermame or password?

Enter Usermame

Table of Contents

Analysis

Why Adaptive Security Architecture Is a Top 10 Trend PUFChElSE '[hiS DOCUTTIEI"I'[
Where Adaptive Security Architecture Fits in the Top 10

Price: $495.00 USD (PAGES: 12)
Se‘cuﬂt}r Must Be COI‘ItiI‘ILIDLIS, Contextual and To purchase this document’ YDL' will

oordinated need to register or sign in above.
Security-Aware Design — Adopt DevSecOps

REGISTER NOW

The loT Security Imperative S
The MNext Frontier — Intelligent Security
Actions

Appendix: The Other Top Strategic Technology Trends for
2017
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Kpatkue BbiBOAbI OT Gartner:

> CyLLlleCTByI-OLLI,I/IX TEXHOJIOTUI 3allinTbl HEAOCTATOYHO 414 NPOTUBOCTOAHUA COBPEMEHHDBIM

Lle/leHarnpaBAeHHbIM aTakam.
- BONBLWMHCTBO OpraHM3aumin 4O CUX MOP NHBECTUPYHOT CPEACTBA TObKO B TEXHONOMMN 3aL1Thl.

- TexHos102UU 3aUjUuMBbI, npedomepaujeHus amak, demeKkmupoeaHus u
paccaedosaHusi/ycmpaHeHUss om pas/iuMHbIX npouseodumesieu He UHMe2pupoedHsl opyea
¢ dpy2om, Ymo npueodum K 0onoJIHUMe/IbHOMY Xaocy, yeeju4ueaem sampamel U

cHwikaem 3¢pgpekmueHocmeo UB.

- Wb He xBaTaeT NOCTOAHHOW BUAMMOCTM MPOUCXOAALLLErO ANA AETEKTUPOBAHMSA

LeneHanpaBA€HHbIX aTak.

> KOpﬂOpaTI/IBHbIe CNCTEMbl HaXo4ATCA No4 NMNOCTOAHHBIMI U HE MNMPpeKpaWwakoWnMMNCA aTaKaMu,

no3toMy NoHsATne «Incident Response» 6obLLe HE MOAXOAMT.

Optimize Security Operations I McAfee |



The Adaptive Security Architecture: Twelve Critical
Capabilities of Security

Predict

ExposunNulngrbll% = Harden Systems

Continuous
Monitoring
and
Analytics # Incidents

Design/Model change | g,‘,’;‘%’,’,‘;mm

Remediate/
Make Change

Investigate/ \ Contain
Forensics Incidents

Gartner
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PekomeHpaauunm ot Gartner:

> [MomeHaTb noHATMe «Incident Response» Ha «Continuous Response», rae npegnonaraeTcs, YTo CUCTEMbI MOCTOAHHO
CKOMMNPOMETMPOBaHbI 1 UM HEOHBXOAMM HENpPepPbIBHbIN MOHUTOPUHT U BOCCTaHOBAEHWE.

» Co3apaHne AganTnBHOW ApxmTekTypbl besonacHOCTM AN 3aWMThbl OT LeneHanpaBAeHHbIX atak, MCNnoab3ys 12
KpuTndecknx GyHKumin ot Gartner.

» HanpasuTtb 60abLUE MHBECTULUN Ha CUCTEMbI OBHapY>XeHNsA 1 BbICTPOro pearnpoBaHunA, N YMEHbLUNTb Ha 3aLuTy U
npegoTBpaLleHme.

» OTaaBaTb NpeanoyYTeHMA NPOU3BOAUTENIAAM, KOTOPbIE NpeasiaraloT KOHTEKCTHO-OPUEHTUPOBaHHbIe
nnatpopmbl ana ceteBoUu 6e3onacHocTn, 6e3onacHOCTM pabounx CTaHLMIA U NPUJIOXKEHUMN, a TaKXKe
MHTErpupoBaHHbIN NOAXOA K aHaNM3y, NpeAoTBpaLL,EeHMIO, O6Hapy>KeHUI0 1 pearmpoBaHUIO Ha aTakKwu.

» PasBuBatb Security Operation Center (SOC), KOTOpPbI/ NO3BOASAET OCYLLLECTBAATL MOCTOAHHbBIA MOHUTOPWHT Y
npejoTBpalleHme aTak.

» OcCywWwecTBAATb NOJNHbIN MOHUTOPUHT Ha BCeX YPOBHSAX UT: ceTeBbix MakeToB, ceTeBbIX MOTOKOB, akTuBHOCTM OC,

KOHTEHTa, NOBEAEHNA MO b30OBaTeNeN.

Optimize Security Operations I McAfee |



dKkocucrtema McAfee

3amura 3awunTa cetm

3awuTta Web
AaHHbIX TpaduKa
) d Threat Intelligence
3awumTa Exchange
KOHEUYHbIX TOUeK j (cepBep penyTauun)
Advanced
3a|.|.|||/|Ta Threat Defense
«[lecoyHunua»

Active Response

(EDR) =)
+ m
‘ u Enterprise
e Security Manager
Security Manager 6 YcrpaHeHne  OG6Hapy>xeHune

(SIEM)
(SIEM)
McAfee ePO
McAfee ePO
Threat Intelligence Exchange/ Eg::aEtxlc';g‘;"g'gig;:rEXCha"99/

Data Exchange Layer

Enterprise
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O6Hapy)keHne CNOXKHbIX aTak
McAfee Advanced Threat Defense

Optimize Security Operations I McAfee |



UaeHTndunkaymsa: ctTatTuueckKnm U gMHaMuUYeCcKun aHasus yrpos

B cTaHZapTHOM M NOAb30BaTENIbCKOM OKPY>XEHNU

Mogknrovaemblie DLL

CeTeBas aKTUBHOCTb

Onepauun ¢
darnoBon cmcremom

Mpouecchl

OTNOXEHHbIN 3anycK

Analyze

AvHamunuecknn aHanus

Analyze

PacnakoBka
[AnzaccembanpoBaHune

YaaneHne HeakTUBHOIO
Koaa

MNprHaaNexXHOCTb K
CEMEeNCTBY BPeAOHOCHOrO
Koga

CratMuecknm aHanums

Optimize Security Operations
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HekoTtopbie yrpo3bl «06xoaaTt» AMHaAMUUYECKUU aHa/Iu3

B 311X CQlydadax nomMoraet CTaTUYECKNN aHanu3 KOAda

Advanced Threat Defense ckaHunpyet obpa3zeL
Mo>keT 6bITb He 3adUKCMPOBAHO BPEAOHOCHOIO NOBeAeHMA (OTA0XKEHHbIV 3anyck, VM Evasions)
PacnakoBka u knaccndukauma Kkoga no3BOAAOT BbIABUTb BPEAOHOCHbIVN KOHTEHT BHYTPU

Beb-cepBep
3/10yMbILLUNIEHHMKA Al 3ﬂoy|v|b|LuneHHV||<

mouzx  eax, [ebp+buf]
eax, %

ort lgg LO3BE3

Similarity Factor: 66.72

Family Name: Trojan.Vyin32.

[w =

liz short 0p_5_Obsolete]

N 8 PULLIMHTOBOE NUCbMO
PacnakkKOBaHHbI @

ServerFunc loc_4038ES: ATD

sub eax, 6 S ’
jz short Op 6 RemoteShell

1

[ ]
L Nonb3oBaTtenb

dec eax
jz short Op 7 ExtendedC C
i

ATD

Return 23
Opiimize Security Operations I McAfee |



LleHTpannsoBaHHaAa ycTaHOBKa

YMeHbLUeHne cebecToMMOoCTn U NnPon3BoANTE/IbHOCTb

DMZ
Data Center Web Malware
Servers Internet Analysis . |l |
11l File Server S
S|E|E Malware Analysis Web Gateway DNS/App

Firewall (] IPS _
rewe @‘ Management and Forensics

SIEM Malware Analysis/
Forensics

©O w

P Advanced
ePO Threat Defense

@ Central Manager

[
(
]

[
(
]

End-user
Endpoints
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LLinpoknn BbIGOP

Jlro60oi1 Habop No NPoON3BOAUTENIBHOCTU U BO3MOXKHOCTU UHCTa/IALUMU

I'IporpaMMHo: !:! D300
dafinapaTtHbIN ATD-6100
Advanced
KOMIMNIEeKC Threat Defense
BupTtyanbHas X0
MaAdLllUHaAa Virtual Advanced

Threat Defense

+ Nnterpauma c MS Exchange, Cisco ESS

+ STIX/TAXII

Bce gaHHble ocTaroTCA B OpraHm3aumm
2 MOZeNn pa3HoOW NMPON3BOAUTENBHOCTH
* bonblon PyHKLMOHaAN ANA paccnesoBaHms

Becb dyHKumoHan ATD + rnbkocTtb

BHeApeHusA
Ana [lata LleHTpoB, dnamnanos u
OpEx vs CapEx

Optimize Security Operations
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Ananu3 WannaCry B McAfee Advance Threat Defense

Behavior Classification

Security Solution / Mechanism bypass, termination and removal, Anti
Debugging, VM Detection

Spreading

Hiding, Camouflage, Stealthiness, Detection and Removal Protection
Exploiting, Shellcode

Networking

Data spying, Sniffing, Keylogging, Ebanking Fraud

Persistence, Installation Boot Survival

Dynamic Analysis

Action
Injected code into processes using Dynamic Forking method

Injected into a different process memory and changes the access protection
of the committed pages

Collecting credentials from different sources
Wrote (injected) data to an area of a foreign process memory
Downloaded data from a webserver

Queried information of pages within the virtual address space of another
process

Very High

Very High

High

High

Severity

Very High

High

GTI Web/URL Reputation

¥ Connected Sites: 2

URL Port Reputation Category Name Risk Group Functional Group

sassiazior  so [N
71067519 o [FTTEEN-

Processes Analyzed
Name
xwn56asi6.exe

grammarquota.exe

Reason

loaded by MATD Analyzer & dropped by
®wn56asj6.exe

executed by xwn56asj6.exe

Severity

Optimize Security Operations
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Ananus NotPetya B McAfee Advance Threat Defense

Engine Analysis

Engine Threat Name Severity Dynamic Analysis
GTI File Reputation -— Very High Action Severity
GTI URL Reputation OverWrites MBR and behaves like ransomware
Gateway Anti-Malware Artemis!ADD1777EF790 Very High OverWrites MBR sector and hijacks operating system booting High

- : Dropped malicious files in standard Windows executable names High
Anti-Malware - Unverified

Gathered physical access to the hard drive

YARA - Unverified

Modified time attribute of the specified file after its creation

Custom Rules Allowed the process to perform system-level actions that were not enabled

; Low
Sandbox Malware.Dynamic Very High previously
Final Very High Created named mutex object Low
Created new PE file Informational

Sample is malicious: final severity level 5

Behavior Classification

Persistence, Installation Boot Survival Very High
Hiding, Camouflage, Stealthiness, Detection and Removal Protection Very High

Security Solution / Mechanism bypass, termination and removal, Anti
Debugging, VM Detection

Spreading

Optimize Security Operations I McAfee |



McAfee Threat Intelligence Exchange
DXL

Optimize Security Operations I McAfee |



McAfee Threat Intelligence Exchange

W_ll ePolicy Orchestrator | @ Dashboards “ System Tree [ TIE Reputations =" Active Response Workspace

Il |

Log Off e

Systems

TIE Reputations

File Search | Cermificate Search File Overrides Certificate Overrides

TIE File Reputations : File Search Hide Filter
Preset: Custom: Quick find:
[Last 30 days v | [ Non= -~ | [ | [ Apply | Clear A
I T g o o S S
SDCLT.EXE Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable Not Avzilable -~
) NLSDATAQOCS.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable Not Avzilable
i LIBEGL.DLL Most Likely Trusted (Latest Local) Not Avzilable Most Likely Trusted Most Likely Trusted Not Avzilable Not Avzilable
LIBGLESV2.DLL Most Likely Trusted (Latest Local) MNot Avzilable Most Likely Trusted Most Likely Trusted Not Awvzilable Not Avzilable
CHROME_WATCHER.DLL Most Likely Trusted (Latest Local) Not Available Most Likely Trustecd Most Likely Trusted Not Available Not Available
(] CHROME.DLL Most Likely Trusted (Latest Local) Not Avzilable Most Likely Trusted Most Likely Trusted Not Avzilable Not Avzilable
(] CHROME_ELF.DLL Most Likely Trusted (Latest Local) Not Avzilable Most Likely Trusted Most Likely Trustecd MNot Avzilable Not Avzilable
= DEMOC2.EXE @ Most Likely Malicious (Latest Local) MNot Set Most Likely Malicious Not Avzilable Not Set Most Likely Malicious
| UBPM.DLL Known Trusted (Latest Local) MNot Avzilable Known Trusted Known Trusted MNot Avzilable Not Avzilable
(D] WS2_32.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable Not Avzilable
(. CRYPTO.EXE " Most Likely Malicious (Latest Local) Not Set Most Likely Malicious Not Avzilable MNot Set Most Likely Malicious
MSPATCHA.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable MNot Avzilable
ELSCORE.DLL Known Trusted (Latest Local) Not Available Known Trusted Known Trusted Not Avzilable Not Available
-
Actions w | 13 items

Optimize Security Operations I McAfee




McAfee Adaptive Security Architecture

Share reputation intelligence instantly across the entire ecosystem

GTI & VirusTota
31 party

@ ATD

Data Exchange Layer

NS s I= Extreme

Connect Beyond the Network

MAR @ A
TIE Deep analysis invlenslttig;iion : \ : / RA PIDD

¢ =

(3 Check Point

SOFTWARE TECHNOLOGIES LT

.
.
. .
. .
. .
. .
.
[— [
-m )

ePO ESM
Tag for Investigation/
investigation/ backtrace
block

sa 1 nan]

@ CISCO

Endpoint Servers
Block/allow/ Block/allow/ U ﬂ | per
quarantine/ quarantine/ J .
additional scanning additional NETWORKS
scanning

Optimize Security Operations
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IDC ExpertROI Spotlight Top 100 US FDIC Bank

“Mbl MOXXEM 0BHapy>XnTb ataky B TedyeHun 60 cekyHA, NPOBECTV aHaAN3 N NMKBUAMPOBATb aTaky B

TeYeHUN 5 MUHYT"

Pewenunsa: Endpoint, SIEM, TIE, GTI, ATD, DLP

FIGURE 1

Average Annual Benefits
3,500,000

$370,300 539,100
3,000,000 —

$878,900

2,500,000
2,000,000
$1,728,500

1,500,000

(S per year)

1,000,000

500,000

0

Risk mitigation — Business enablement — IT staff productivity Security-related cost
user productivity benefits higher revenue benefits reductions

Average annual benefits: $3.02 million

Source: IDC, 2017

Source: http://idcdocserv.com/US42210917

JkoHoMmMsA cpeacTB $3.02 M B rog,
ROI 208% B TeueHun 4 net
[Nepuog okynaemoctu 20 mecsues

Ha 90% 6bicTpee paccnegoBaHue
MHLUMAEHTOB

Ha 77% meHble MHLUNAEHTOB C
NPUYMHEHHbBIM YyLLepbom

Ha 98% MeHblle BpeMeHWN CHUXEHKEe
NPOAYKTUBHOCTU U3-3a HUnAeHToB UNb

$5-10 MUAANOHOB AOMOJIHUTEIbHAA
npnbblab

MOHMTOpI/IHF BCEX KOMMOHEHTOB Ha 1-2
KOHCOAX

Optimize Security Operations
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Phase 2: Security Innovation Alliance Partners

SIA

Partners Connected Today

Advanced aruvba
Cyber Security° a Hewlett Packard

Enterprise company

Avecto boldonjames

Check Point

SOFTWARE TECHNOLOGIES LTD.

#*CICADA

S

HUAWEI

) FORCEPOINT

RAPIDY)
TYCHON

In Testing or Development Today

Guidance

@5‘—” Tw AR E
Infoblox “z-

CONTROL YOUR NETWORK

; GURCIL
S INTERSET

ELumeta "“ Mobilelron

NiKSUN proofpoint’

"ﬁ'f* THREATCONNECT"

In Design

Jayehu  EBeyondinst

I
CISCO

S

ForeScout

b BUFFERZONE

Qc_\/ PHORT.

f= Extreme

Connect Beyond the Network

Juniper J? | Phantom

NETWORKS

Gsas

vmware airwatch THALES

Optimize Security Operations
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DXL Integration Use Cases

Partners
= SandBlast integration with DXL, TIE and ePO

__ Check Point = Publishing Topics: File Reputation, IOC, Threat Event Data, Mobile

SOFTWARE TECHNOLOGIES LTD.

= Subscribing Topics: 10C, File Reputation Updates

b » ClearPass integration with DXL and ePO
QrvoaQ = Publishing Topics: IOC Information, New Asset Discovery Information

a Hewlett Packard
Enterprise company -

Subscribing Topics: IOC information, Threat Event

= Nexpose integration with DXL, TIE and ePO

RAP’DD = Publishing Topics: IOC, Vulnerability, New Asset Discovery Information
= Subscribing Topics: 10C, File Reputation, Threat Event, Vulnerabilities

» Deception Grid integration with DXL, TIE and ePO
‘ . . . . .
TRAPX = Publishing Topics: File Reputation, IOC, Threat Event Data

SECURITY

= Subscribing Topics: 10C, File Reputation, Threat Event

Optimize Security Operations I McAfee |



DXL Integration Use Cases

Cisco pxGrid or
McAfee DXL
SIEM Partner .
Threat Action Q
User/Device
Quarantine
CHOpORH TR CISCO ISE
Remediation Cisco pxGrid

| McAfee OpenDXL @ —— Hynamie AL,

Increase Inspection

Optimize Security Operations I McAfee |



D1IEMEHTb ANA 3alllNTbl KOHEUHDbIX

TOYEK

I McAfee |
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McAfee Complete Endpoint Protection - Business

Camas coBeplueHHas 3alnTa A4na cpeaHero bmusHeca*

HannoaHenwunmn Habop onumin € NPOABUMHYTOM 3aLlMTOM, LWUNGPOBaHNEM AaHHbIX, ANHAMNYECKUM
CAEPXKMBAHMEM MPUAOXKEHUA N MALLUMHHbBIM OBbyYeHMeM ANA 3aMTbl OT CIOXKHbIX aTak, C
aononHutenbHbiM Mogynem EDR gns 6bicTporo pearnpoBaHusa n BocctaHoBaeHua, n ePolicy Orchestrator
ANA LLeHTPann30BaHHOIO YNpaB/ieHUa U OTYETHOCTMW.

Pa33ep'rb|BaH|ne, ynpasJjieHue,

SLRLOEETT LT [JononHutenbHbI MOAY b
EDR OTUETHOCTb
Web Threat
Control Firewall Prevention .
McAfee Active Response

L1 c

ePolicy
( ) : ] I | ® datdid Orchestrator
Data Application @®

Protection Control
e — e
= ) |
! ° McAfee Threat Intelligence Exchange
(TIE)

True Centralized management with a

/-\%I é single pane of glass
Dynamic .
Application & Machine ,\_/

Learning

Containment

*Limit 2000 nodes, added in Q2 '17: (Dynamic Application Containment, Real Protect, Application Control), CEB Customers are now eligible for discount on optional EDR
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McAfee Application Control
3alllUTa Ha OCHOBEé ANHaAMMNYUYECKUX 6enbiX CNUCKOB

Benble 3awmra ot

CrMMCKn. HeaBTOPU30BaHHOIO 3aryckKa
BRI KoQda

3awmTa v 3awmTa oT B3rioma
namaTn .

U i i |

l - pa3peLleHHbIX NporpamMmmv
!,,

NHterpaums ¢ GTl ans

Penytaums
Yo | Knaccudoukaumm koga

dannon
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McAfee Application Control
3alMTa Ha OCHOBe AUMHAMMNUYECKUX 6enbix CNUCKOB

Benbin cnucok cosgaetca Npu MHCTanNaumm
N BKIMOYaeT B cebsa npunoXxeHus,
ApaviBepbl, OMONUOTEKN N CKPUMThI

S

) - MonbiTKa 3anycka rnpunoXxeHusa

= UcnonHaembin cpann /
KoMmnoHeHT OC

MAC cBepsieT ero ¢ 6enbim
CMUCKOM

Ecnu npunoxeHne He B 6ernom - ,U”S”O"‘f(ﬁ B!”a(';y
IS Unautnorize
CMNUCKe — OHO He 3arycKaeTcs.

— MonbiTKa >XypHanupyeTtcs

7
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AetekTnpoBaHue yrpos 0-gHsa, 3awimnTa ot MauneHT-0

Ob6Hapy>keHne CKPbITbIX aTak M MUHUMU3ALMA NOCAEACTBUM

« O6Hapy)xeHue — 6osiblLLe aTak, YeMm

Cratuuecknin CUTHATYPHbIN AN CTaTUYECKUU aHaNm3
AHanu3 nogo3puTencHbix aTpMbyTOB Nnepea yP
3amnyCcKom
O6meH = ABTOMaTM4Yeckoe OBHOBAEHME MOAENN YTPO3
enyraumoo
p Hﬁblll\-lll‘w CaepxuBaHme yepe3 MmalwMHHOe obyueHue
AAHHBIMW BJ'IOKI/IpOBKa noAO03PUTEJIbHbIX aKTUBHOCTEN
NokanbHble, = OcTaHOBUTb BPpeAOHOCHbI€ U3MEHEHUA U
robanbheie, wiu N30NMPOBaTh CETb OT MHMEKLIMY
3 CTOPOHI
AvHamunuecknmn
nOBeAeHLIeCKVII\/’I dHaJ/In3 B peEXXnUmMe peasbHOIo [ Ha|7|'|'|/| CKprTble aTakKm an CpaBHeHI/II/I
BpeMeHM

BPEeAOHOCHbIX aTpnbyToB
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HoBble BO3MOXXHOCTM aAanTUBHOM 3aLLUMTbI

Dynamic Application Containment

* KoHTponb HeusecTHOro «ceporo» MO ¢
BO3MOXHOCTbIO OTKaTa

e 3awmTa "HyneBoro naymeHra”

* [ns 60pbbbl C BpeAOHOCHbIMK dannamum,
OMO3HAKLWMMM 3aMNyCK B «NeCOYHULLE»

« Pabotaet B pexume oddpranH

Real Protect - mawmHHOe obyueHune

*  Hanbonee 3dppekTBHOE BbIABAEHUE
BPeAOHOCHbIX CPeACTB "HY/JIEBOro AHA"

*  Wcnonbayet g knaccndbumkaumm NOKaNbHYHO
KOMWIO aHaAUTUYECKOW MOAEAN UAn/u
obpalaetcsa k obaaky

Optimize Security Operations
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Tectbl NSS Labs

McAfee Endpoint Security version 10.5

100%

Tested Evasions Blocked

0%

False Positives

99%

Overall Security Effectiveness

MCAFEE

McAfee Endpoint Security v10.5
ADVANCED ENDPOINT PROTECTION

RECOMMENDED

V/

Optimize Security Operations
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Endpoint Security (ENS) 10.5 + DAC + RealProtect

98.98%

Security Effectiveness

False positives (detection accuracy) 0.0%

Malware Block rate Additional detection rate Security Effectiveness
HTTP 100.0% 0.0% 100.0%

HTTPS 100.0% 0.0% 100.0%

Email (IMAP4/POP3) 100.0% 0.0% 100.0%

P2P applications 100.0% 0.0% 100.0%

Local intelligence evaluation 100.0% 0.0% 100.0%
Exploits Block rate Additional detection rate Security Effectiveness
Exploits 100.0% 0.0% 100.0%
Blended threats 92.9% 0.0% 92.9%
Evasions Block rate Additional detection rate Security Effectiveness
Evasions 100.0% 0.0% 100.0%

Optimize Security Operations
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Kakoe pewieHne ansa 3awmTbl BbibpaTtb?

Cucremsl ¢
NMHamMmnyeckmne
GUKCMPOBAHHBIMY CepBepa [leckTonsbl A
OYHKLUWAMU ,ﬂleCKTOHH

MepBuYHbIA
Antimalware
BropnuHbIN
Antimalware

I McAfee |
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McAfee Active Response (EDR)
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McAfee Active Response

Detect, Contain and Eliminate Advanced Threats

[1OCTOAHHBIV MOHUTOPUHT
KPUTUYHbBIX COBBITUA N U3MEHEHUW

[MocToAHHBIV cbOp CcObbITUN ANs
BM3yanm3saunm Bcex Gpanios

YcTaHOBKa TpUrrepos A/

. . NMocToOAHHbIN
aBTOMAaTUUYECKMX AeNCTBUU

MOHUTOPUHT

MonHueHocHas
peakuma

DPPeKTNBHOE yripaBaeHue,

obHapy>XeHune 1 yCcTpaHeHne

ABTOmMaTusauus
AENCTBUMA
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MonHneHocHaa «o0XxoTa» 3a BpeAOHOCHbIM KOAOM

Hantn n O6€38pe,£|,V|Tb B CHYUTaHHbIE CEKYHAbI, - HE AHN NN MeCﬂLI,bI!
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Mpocroii aawbopa Ans e . T 1 1 .
a H an M 3a M Ae " CTB " " WORKSPACE ; Suspicious Mors Total Threats Contained Flagged 5 min ago A -
Potential Threats Potential Threat Timels zbot_mc.exe
= ABTOMaTMUecKkas KaTeropmsaums S | " |
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® zhot 50 13d P I‘H - ..| :g
- BI/I3ya'}.“'/I3aL||"/Iﬂ TperIOB yrp03 . wndams s Affected Hosts 3 days
idm B v by hos 40 hosts affected in th 2 150
® a0004071.d1l 4 4d
= BbIBOZ yrpo3 C HaMBbICLLUNM Lo — o —
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Mpumep 1
NMouck He 3anyLLeHbIX BPeaOoHOCHbIX panioB

Network & Gateway Admin

Active
NGFW TIE Web Gateway Email Gateway Response ePO

S

220

éé

Endpoints

48
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Mpumep 3

MOHMTOPUHI ceTeBOW aKTUBHOCTHU

Internet

<

DNS DNS

Admin

Active
Response

@

ePO

o\

Endpoints

Optimize Security Operations
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3aluTa Kkopnopauumn




3awmTta Koprnopauum
ApanTMBHas 3aWmTa — OT OBHapy>XeHNA A0 3aWMTbl 38 MUAANCEKYHAbI

Oduc A Oduc b
f
TII\I/ElCSAéfr?/eer .\ /' T:\I/Elcspér?/eer
McAfee
TIE Server
[1pon3BOACTBO

Optimize Security Operations I McAfee |



3awmTa ANA BCEro rocyagapcrea

ApfanTyBHas 3aWmTa — OT O6HaAPY>XXEHNA A0 3aLLUNTbl 32 MUTNCEKYHAD!

McAfee
Global Threat
Intelligence

iISOC

31 Party
— Feeds

i
Oduc A
\ NMpown3soacTso b
McAfee ’
TIE Server i =i

| g =] McAfee
TIE Server

McAfee g =
TIE Server

| |

D
Optimize Security Operations Il pU N3 pUALIBU D I McAfee |



Solution Architecture
Advanced Threat Intel Use Case

Threat Intelligence and Orchestration Platforms
. Open Source and Commercial
«  Used to extend Sec Ops solutions

«  Improve the value of our Endpoint solutions

Multi-Agency Threat Intel Sharing
. National CERT
. Large Government or Enterprise customers

. MSSP

External Asset Locations

https://github.com/mohlcyber/OpenDXL-ATD-Demisto

CERT ATD Cluster
[er -
§ofe
s
n CERT Site
Doy : 7=
‘als Mo =| / 9*6 Y (g =
'*' =] Q iy =6 Q
RemoteSite TIE Remdte Site  Remére Site RemoteSite TIE Remote Sike  Ramées 5
?:en;m PO 1OC pépository s:%«e:e e_Pa 2 10C ae;p:ssféf-y
M-“Mm ity Messagng ,: L S — e = %;M Messaging »,_:
423 Check Point [a] 43 Check Point
Mr.AEee Corﬂpfﬂe FiERTINET McNéce Coq:(:letc FiERTINET
Proteciion Suite e Protection Sulte alnln
c1sco c1sco
Remote Site One Remote Site Two
inteitigence
Feed
g N
------ » O eclecticiq
Threat P e eatan
e MAR
e - -
<+ i
g ol :
el e el e e N :

oo @ 29 g~ @
v B s Wogy o DEMISTO
S x a-is O
v i v E N B v
*. m & Check Point * E L Check Point
TIE Server McAfee Endpoint I 3T INIET. TIE ServerMcAfee Endpoinf - FITINIET.

Sec\mty c’llllllc Sccunty l"’l".l
cisco cisco
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BuaeHue s3kocucrembl «<AgantusHaa Apxurtektypa besonacHoctun»

Innovation
Alliance

HoBas JPa B Partners

be3onacHoOCTWY, rae
BCE KOMMOHEHTb!
0b6BbeANHATCA, YTOObI
paboTaTb KakK eanHas
CMNOYEHHaA cUcTeMa, Pewen ~ | npow3eo-

ANTENU
He3aBNCMO OT

CTOpOoHHKe

apPXUTEKTYpPbI

nocTaBLWWKa nam 6a3oBou
Optimize Security Operations I McAfee |



CTparermyeckme MHBECTULMN:

CoOTBEeTCTBME BJIOXKEHUWN U CNOXHOCTU aTaku

B34/, Ha yrposbl

Hacrora Konnuectso KoMmMoHeHTbI
OnnopTyHMCTUYECKne
CpeaHnin yuiepb TpaduyuoHHsIl cueHamypHsil AV,
EHOKI/IpOBaHVIe B MceK Ob6bluHbIe BUPYCHbIe aTaku geb npokcu, ¢aﬁpeoﬂﬂ

C/no)KHble aTakum

Tapretupo
-BaHHble

[MosedeHuyeckuli aHanus, npedomspauyeHue
skcnaotimos, Tl , obe3spexusaHue

[NecoyHuybl, MOHUMOPUH2 Npoyeccos Ha
3HOnoUHMe

aTakKu

LleneHanpaBaeHHble
Bonbwon yuwepb
YcTpaHeHne — mecaubl

AHasumuka, npuopume3sayus,
gu3yasausayus

Optimize Security Operations
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IDC ExpertROI Spotlight Top 100 US FDIC Bank

“Mbl MOXXEM 0BHapy>XnTb ataky B TedyeHun 60 cekyHA, NPOBECTV aHaAN3 N NMKBUAMPOBATb aTaky B

TeYeHUN 5 MUHYT"

Pewenunsa: Endpoint, SIEM, TIE, GTI, ATD, DLP

FIGURE 1

Average Annual Benefits
3,500,000

$370,300 539,100
3,000,000 —

$878,900

2,500,000
2,000,000
$1,728,500

1,500,000

(S per year)

1,000,000

500,000

0

Risk mitigation — Business enablement — IT staff productivity Security-related cost
user productivity benefits higher revenue benefits reductions

Average annual benefits: $3.02 million

Source: IDC, 2017

Source: http://idcdocserv.com/US42210917

JkoHoMmMsA cpeacTB $3.02 M B rog,
ROI 208% B TeueHun 4 net
[Nepuog okynaemoctu 20 mecsues

Ha 90% 6bicTpee paccnegoBaHue
MHLUMAEHTOB

Ha 77% meHble MHLUNAEHTOB C
NPUYMHEHHbBIM YyLLepbom

Ha 98% MeHblle BpeMeHWN CHUXEHKEe
NPOAYKTUBHOCTU U3-3a HUnAeHToB UNb

$5-10 MUAANOHOB AOMOJIHUTEIbHAA
npnbblab

MOHMTOpI/IHF BCEX KOMMOHEHTOB Ha 1-2
KOHCOAX
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U McAfee

Together is power.

3awmta SCADA/ICS

McAfee Confidentiality Language



SIEMENS | Schneider

SCADA/ICS PARTNERSHIP
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SIEMENS

=5

Endpoint Security SECURITY INFORMATION NETWORK

ePolicy Orchestrator AND EVENT SECURITY

Endpoint Security MANAGEMENT Network Security Platform

g;?,figggyciﬂ?rgfl Enterprise Security Manager Application Data Monitor
Two-way integration Air-gap Support for Flexible arlid expandable

between McAfee implementation for industrial products 50 ““‘"_‘5

components and isolated systems and protocols Virtual appliances

SIA partners
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I McAfee

Together is power.
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The Problem:
Why is Reducing Mean Time To Respond So Difficult

?$ High Cost for More Data
77% add 1TB+ / mo.

$$$$ to ingest more data & scale Closed Architecture
. o 63% of SOCs spend 10hrs/mo. E
010\ Inefficient Manual Investigation customizing
) ( : : B

N O 66% need better training for Not designed to ingest at scale — poor APIs

hunting

Scare expertise — Time to investigate — : .

Inconsistent outcomes Poor Detection Efficacy (P

100k + alerts / week I

False positives — Missed attacks —
Triage efficiency

Optimize Security Operations I McAfee |



The Objective:
Security Operations at 30,000 Feet.... Simple Right?

Organizations do this... ...with the goal of reducing this...

Collect and parse Mean Time to Respond (MTTR)

relevant security data

l Industry Average:

Disc_over evidence Time to Timeto | Time to 3-15 Months
of missed attacks and |dentify Investigate | Contain Dwell Time
determine what to pursue

Investigate to disposition

: Mean Time to Detect (MTTD
and coordinate response ( ) e asington st | EheNewdorkTimes

Data Breach Results
in $4.8 Million HIPAA 4
Se nts

...to avoid this
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