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®1HaHCOBbLIN KPU3UC
Mpobnemsbl pacnpeaeneHna GUHaAHCOB

$ & DKCNAYATAUWMOHHBIE PACXO4bl HA BE3OMACHOCTD

ExXerogHble yny4yweHua 6e3onacHoCcTU

| | |— Hosblit pernameHT

| MpnBA3aHHOCTb K CYLLLECTBYIOLLUM
TeXHONOruAM

YyBennyeHme CToMmocCTU Tpyaa

O Poct cToMmocT noanNUCKH

O YnpasneHue ABymsaA cpegamm
(TpapguumoHHan u obnauHan)

Sdymdniec rroprietdry — Limitea use uniy




The Internet Gets Darker
TpebyeT NnpuUcCyTCTBUA BO BCEX KKOUEBbIX TOYKa TepMMHALUU TPpaduKa
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Ob6Hapy:KeHune yrpos3 — He NnaHaues

UHaycTpuna nepedoKycmpyerca Ha MpepoTBpalleHme

Petya was

@ M o NEY W AT C H Markets Money Work Small Business Retirement

unleashed to cause destruction rather By JONATHAN BERR MONEYWATCH May 16, 2017, 5:00 AM
I | | | |
than earn its creators money, experts 'wannacry' ransomware

claim

Cyber security researchers say virus that is sweeping the globe

is a 'wiper' designed to cause mayhem and is not actually $4 billion
‘ransomware’

Tweet Reddit Flip|

Analysts think Petya ‘ransomware’

1ancial and economic losses froi

was built for targeted destruction, it o countries cou

he most damaging incidents in

not profit

June 29, 2017

attack losses could reach

MUST READ [0S 11.3: SHOULD YOU INSTALL IT?

Ransomware turns even nastier:
Destruction, not profit, becomes the real
aim

Leaks and dumps are handing more tools for creating ransomware and other malicious software to cybercriminal

<

Devin Coldewey @techcrunch / Jun 28,2017 Key researchers reclassify NotPetya as a wiper,

suspect destruction was true motive

0000000

The motive behind Tuesday's ransomware attack that sowed chaos
in Ukraine and around the world has emerged as a key mystery,
especially as some researchers begin to reclassify the campaign as
a wiper attack.
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Ob6Hapy:KeHune yrpos3 — He NnaHaues
UHaycTpmua nepedoKycupyertca Ha lNMpegorepalieHue
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The motive behind Tuesday's ransomware attack that sowed chaos
in Ukraine and around the world has emerged as a key mystery,
especially as some researchers begin to reclassify the campaign as
a wiper attack.
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Annemma O6n1a4HOro NnoKoneHumsn

MeHsawueca moaesb UCNOIb30BaHNA HGopmauum Tpebyet HoBou ObnauHOU ApXUTEKTYpPbI

THE COMING FISCAL CRISIS

s @ SECURITY OPERATING COSTS

DEEP ARTIFICIAL INTELLIGENCE
& AUTOMATION

ARTIFICIAL INTELLIGENCE

CLOUD GENERATION
ARCHITECTURE & PLATFORMS
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OCHOBHbIE TOUYKN TepMUHaLMK TpaduKa
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Ob6ecneyeHue 3awutbl Cloud Generation
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Ob6ecneyeHue 3awutbl Cloud Generation

@ TpeboBaHMA K paboymnm

ENDPOINT MeCTaM
@ Jlyylwana B cBoem Knacce 3awmTa
PROXY MalwmnHHOoe obyyeHne/UcKyccTBEHHbIN
WHTENNIEKT
@ EanHbI areHT/2ddeKkTBHANA apxXMTEKTYpa
EMAIL
[OTOBHOCTb K 06/1a4HOMY UCMNO/Ib30BAHULO
e NoapeprKa Ntoboro TMnNa KOHEYHOro
CLOUD APPS YCTPOMCTBA
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Cnaban 3awmra OoT BpegoHoca B nepmog 6bICTPO MeHAIOLMUXCA Yrpo3

bonbLlie yrpos BeayT K 60sbluemy YUCNY areHTOB

YBenunyeHue umcna
nporpamm-BbiMmorartenem

-
-

92%

YBenunuyenune
BapMAHTOB HOBbIX
3arpy34nKos

8,500%

YBenuueHune obHapyKeHuUM
coin mining nporpamm

S/

CpeaHee 4ynucno cpeacTB ynpaBaeHus
KOHEYHbIMM YCTPOMCTBAMM M areHTamm

PREVENTION

H6e3onacHocTH
Agent Agent Agent Agent Agent Agent Agent
0
* oo ﬂv E| ' A @ whin *’@{“’
ANTIVIRUS Fll\lrfgv\c’/g.?.ﬁ REPUTATION | DEVICE CONTROL AﬁXﬁﬂﬁé’ BEHAVIOR EMULATOR | MEMORY EXPLOIT —— £OR APPLICATION | APPLICATION
INTRUSION ANALYSIS & POWER ERASER LEARNING MONITORING MITIGATION ISOLATION CONTROL

TexHuyeckne npobaembl

* Kak MHTerpupoBaTb
*MMpobnembl COBMECTUMOCTH

*3aNyTaHHOCTb, KOTOpPaA BeAET K
6pewam B 6e3onacHoOCTH

OnepaunoHHble Npobaembl
* Kak BHeApPATb U yNpaBaAATb MHOXECTBOM areHToB
*YBennyeHne CTOMMOCTM U Tpyao3aTpaT

* Ka)kAablh areHT HYXHO 0OHOBNATb BMECTe C anaentamu
OnepaunMoHHOWN CUCTEMDI

* PocT yncna anepTtoB, Ha KOTopble Hago pearmposaTtb SOC
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MHoroypoBHeBas oaHO-areHTHas 3almTa pabounx mecr

SEP 14.1 v SEP Hardening Ha nepeaHem Kpae TeXHON0rmm

@ Symantec.Single Agent

NETWORK

FIREWALL &
INTRUSION
PREVENTION

REPUTATION
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ANTIVIRUS

Anti-malware
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»

ADVANCED
MACHINE
LEARNING

DEVICE CONTROL
& POWER ERASER

Advance Malware Protection

BEHAVIOR
MONITORING

MEMORY EXPLOIT
MITIGATION

EMULATOR
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DECEPTION

Deception

EDR

Integrated
EDR

ISOLATION

wiln

APPLICATION

APPLICATION

CONTROL

SEP Hardening

* Ncnonb3oBaHWe camoro 60/1bLWoro 8
mupe rpaxgaHckoro GIN ana
ONOKNPOBKKU 0O6W KX Yyrpo3

* BAOKMpPOBaHME CTOPOHHUX
M3MEHEHWN N KOMAHA, a TaKXe
KOHTPONb TpadMKa

* KOHTpOAb PU3NYECKUX
napameTtpoB ycTtpoicte (USB,
cuctemHble dannbl)

* BocctaHoBNeHue
MHPUUMPOBAHHbIX palinos

* Hanbonee apdekTnBHAA
6opbba c nporpammamm
BbIMOTaTeNsiMM

* 3aWnTbl oT He€3
dannoBbix yrpos

* BuptyanbHbih patching
ANA KPUTUYECKUX
YA3BUMOCTEN

* barokupoBaHue
NONMMMOPPHbBIX BUPYCOB

* OnpepgeneHune
CKPbITbIX
3/10YMbIW/TEHHUK
0B

* PasobnayeHune
HaMepeHUn u
TaKTUKU
aTakywwero Ann
YAyYleHns
3aWUThbl

* OnpepgeneHune
CKPbITbIX YIrpo3

* MrHoBeHHOe
BOCCTaHOBNEHUe
pabounx mect

* ABTOMaTU4YecKue
3agaHuna IR

* ABTO-OLUEHKa pMUCKA
NMPUNOXKEHUN

* 3awWwuTa
KOPNOpPaTUBHbIX
NPUNOXKEHUN OT
3KCNA0OMNTOB

* U3onauyna
NoAO03PUTENbHbIX
NMPUNOXEHNN OT
NPUBUIETMPOBAHHDI
X onepauumn
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UHTerpauma c Symantec u npogyKramu napTHepoB
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Ob6ecneyeHue 3awutbl Cloud Generation

9 ENDPOINT TpeboBaHUA K [MpoKcu

@ Jlydwinim B cBOEM KNacce
PROXY
YnpaBneHue 3amnppoBaHHbIM TPAGUKOM
@ Ob6nako, dU3NYECKUN annanHC Uau
BUPTYa/ibHbIN GopM-PaKTop
EMAIL
NHTerpaumna c CASB
N3onauna ceteBoro 6paysepa
CLOUD APPS - Paysep
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3awndposaHHbIN TPAaPUK CKpbIBAET YA3BUMOCTHU @
Obxopa BCcex cpeacTB 3alUUThbl

[MonosuHa BceX BUPYCHbIX KomnaHun B 2019 6yay ncnonb3oBaTtb TOT UM
MHOW cnocob wndpaunmn ana AO0CTaBKU BUPYCa, yNpaBaeHMUA aKTUBHOCTbIO
NN MOXULLEHNA AAHHbIX

Gartner

IPS APM TAP
)
B A

eom I opo

SANDBOX ANALYTICS NETWORK TUNING
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be3onacHaa pewudpauma ceteBoro TpadPuka
YcTpaHeHue yassumoctn SSL/TLS wndpaumm

Be3onacHasa pacwndpoBka SSL & TLS aonsa noNHOM MHCNEKUUK
MacwTtabuposaHue gewmndpaumm c SSL Visibility Appliance

HacTpoiika NoANTUK NO KaTeropmsam Ansa ynpaBaeHus
NPUBATHOCTbIO

Nopaep»Ka Hanbonee LWUPOKOro nepeyHs Wnbpos

The Security Impact
of HTTPS Interception

@ Symantec / Blue Coat

“C & F’'s” NGFWs, SWG’s, ADCs

Testing conducted by:

Google moz://a

CLOUDFLARE' M

UNIVERSITY OF
MICHIGAN

FIREWALL

-'-'@“

»

CONTENT ANALYSIS

TAP NETWORK TUNING  SECURITY ANALYTICS

SANDBOX
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Usonauua Web ana npotnsoaencrasma yrposam

Content
Analysis

* M3onaumns caiitos 6e3 KaTeropmu/c BbICOKUM
PUCKOM

Q

Firetye * be3onacHbIn npocmoTp Beb ana VIP
nonb3oBaTenen

SANDBOX

WHITELIST
BLACKLIST
ADVANCED

* BnoxkeHHble B Email URLs (phishing)

100% SAFE
RENDERING
INFORMATION

BE3OMACHbINA YHUYTOXKAEMbIN KOHTEMHEP

ISOLATION

“ OueHuTe U NPOTECTUPYITE peLleHne yaanéHHoro bpaysuHra ... Kak oHoro 13

CaMbIX 3HAYMMbIX CNOCOBOB CHU3UTb BEPOATHOCTb YCNELWHbIX web-based aTak

NPOTUB BalLMX Noab3oBaTenen.” I G a rtne r®
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Ob6ecneueHune 3awmTtbl Cloud Generation @

[MpoaBUHYTblEe CpeacTBa 3aLMTbl B 0bnaKe

SWG Proxy At Core
Web Security Service

(1) lleb Isolation l Threat Prevention and
>

Information Security
Malware Analysis — —
& Sandbox

— SWG Proxy Cloud Controls (CASB)

IPSec Terminate ¢ Decrypt I|_p Inspection I

VPN ¢ Inspect Before Delivery Enforcement - —
¢ Orchestrate

Flexible On-ramps,
With SEP, SD-Connector

SDN CASB Cloud
Celiliizis: Controls

High-performance

@ ﬁ @ Accelerated Global Backbone
Telco POP ~ Automate Pol icy & Elastic Cloud Content Peering & 3rd Party
Backbone ~ Content Acceleraton ~ syC Structure Connection Sca ling Monitoring

Cloud Backbone

QoS and Performance
Optimization




Ob6ecneyeHue 3awutbl Cloud Generation

ENDPOINT TpeboBaHuA K Email

V0000

@ PROXY

OOCOO

Jlydwas B Knacce cnam u BUpycHaA 3aliMTa

BCTpOGHHaﬂ KOHTEHT U3onAauunA

3awmnTa BHYTPM KoMnaHum, CHapyXu u
BHYTPMU

EMAIL
[MbKnm bopm-pakTop
e MalwwnHHoe obyyeHmne/NCKyCcCTBEHHbIN
CLOUD APPS NHTENNEKT
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ISTR23: Email

3a nocnepHuii rog, 71 npoueHT Bcex
TapreTMpPoBaHHbIX aTaK HAYUHAANCA C

agpecHoro uULKHra

7,710 opraHu3saumii CTaNKNBaIUCD C
MmoLleHHu4YyecTtBom Buga Business Email

Compromise KaxXabi mecsl,

botHeT Necurs otocnan okono 15
MUNNNOHOB BpeaoOHOCHbIX nucem B 2017,
82.5% TONbKO 32 BTOPYIO NONOBUHY roaa
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MpoasuHyTaa aHanntuka Email yckopsaer peakuuio
Ha UueneHanpaB/eHHble aTaKun
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Ob6ecneyeHue 3awutbl Cloud Generation

ENDPOINT TpeboBaHMA K 0bnavyHOMY

VOO0 NPUIOXKEHUIO

BO3MOXHOCTb OTCNeAuUTb NoBeaeHne
nosib3oBaTena B obnake

PROXY

OOCOO

EMAIL

OROOG

o

CLOUD APPS

KoHTponb gocTtyna K 061a4HbimM
NPUNOYKEHUAM

NpeHTnduKauma nonb3oBaTenem n nx
nNencTBm B obnake

3awmTa OT BPe4OHOCHOro KOHTEHTa

PaclumpeHne 3aWmTbl AaHHbIX B 0bnakKe

@O O @
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Mpobnema

[aHHble nepemetatotca B Obnako
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Mpobnema — paHHbIE nepemeulaorca B obnako
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ISTR23: Cloud

Knubep npectynHMKM skcnayaTupytort
YKpagaeHHble obnauHblie CPU gna
9HEepro3aTrpaTHOro MamMHUHra KpUNTo Ba/skOTbI

18% Bcex Pll, 13% Bcex PCl n 56% Bcex PHI B
obnake HaxoaATCA B OTKPbITOM gocTtyne

68% BCcex opraHM3auuii UMetoT COTPYAHUKOB,
KOTOpble C/INLLKOM PUCKOBAHHO NO/b3YHOTCA
cBOMMM 061aUHBIMU NPUNOXKEHNAMM
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CASB

CloudSOC 3apeiicTByer
VIP gna 2-¢pakropHou
naeHTudumKkauum B

Z S
QQE.R"/% ) WEB

Shadow IT n 06nauyHbIX
NPUNOKEHUMN

MSS

CloudSOC moxker
OTCNEeXUBATb
nonb3oBaTeneu gns
NOMIHOro aHanu3a
Shadow IT

ENDPOINT
——— PROTECTION

ENCRYPTION

SEP

cnyvae USER S
NoA03pUTENbHBIX AUTHENTICAJON .‘0 O. \\iﬁcumw
DeucTesumn > &\

VIP I |
CloudSOC moxxer ®
pacwuputb SHHE ® “u
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O ()

ADVANCED
MALWARE PROTECTION

CloudSOC 3apgeucrByert ICE ann
OTC/IeXXMBAHUA U OT3bIBa AaHHbIX Nocne
noKuaaHua npeaenos obnaka

ICE

CloudSOC ycunusaer
ProxySG KoHTposnem
Hapg 25,000
NPUNOKEHUN

ProxySG/WSS

CloudSOC nosBonser
3apeicrsosaTtb DLP
NPUMEHUTENbHO K
06n1a4yHbIM
NPUNOXKEHUAM

DLP

CloudSOC moxker
3a4encrsoBsaTb

3P PeKTUBHYIO
AHa/IMTUKY BPeAoHOC],
4YTOObI HE AONYCTUTDL
ero B 06nako

Malware prevention




Symantec’s Leadership in Gartner Magic Quadrants
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BbicoKkoTexHoNnOrn4yHble cepsucbl B anoxy Cloud Generation

ENDPOINT

PROXY

VOCOO

EMAIL

ORQOC

CLOUD APPS

OO0O®

ADVANCED ° Content Analysis
38 THREAT |
PREVENTION © sandboxing

° Endpoint Detection
& Response

° Full Packet Capture & Metadata

===
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BbicoKkoTexHoNnOrn4yHble cepsucbl B anoxy Cloud Generation

ENDPOINT

PROXY

VOCOO

EMAIL

ORQOC

CLOUD APPS

OO0O®

© orp
OSQ&, INFORMATION
sy PROTECTION ° Multifactor Authentication

o Encryption

° Information Centric Analytics

° Discovery and Compliance

===
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MOHWUTOPUHT SALLNTA

‘ OMNPEAE/TEHUE
’

DLP DLP dloud
(o] V]
STORAGE CLOUD Email
CASB
SaasS

° B o6bnake
Cloud
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(WSS) ° Bce ToukM
KOHTpOAA

S ° EanHan
°l NETWORK KOHCOb

vynpasaeHuA
TR ° Mobile &

n o BYOD
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n MTA/ Proxy

SPAN Port or Tap
SECURED CORPORATE LAN DMZ

Roaming
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PeweHue
AnnapaTHoe n 06s1a4HOe pelueHuns

Endpoint Storage Network

a

2L TAGGING | ICE
DETECTION

DLP ENFORCE
MGMT. CONSOLE

INF

O CENTRIC ANALYTICS

Enterprise Network
(“on premises”)

ICE
: VIP
DLP
Policies
............... >
@rererecncnened TAGGING
DLP
Violations
Cloud DLP
Detection

3almMTa oT BpeJoHoca U

Email
TeYKN nHbopmaLmnm yepes

(0365, Gmail) y bopma P

3/1. NOYTY
Saas
(OneDrive, 3awmTa AaHHbIX B 0bn1aKe u
Box, He TONbKO
SFDC...)
Web 3awmTa oT yTeYKn yepes
(LinkedIn,
Facebook YaCTHYIO 3/1. MOYTY UK
Twitter...) 3aWndpoBaHHbIN TPaPUK




PeweHue
AnnapaTHoe n 06s1a4HOe peLueHuns

Endpoint Storage Network
= 33 [
DI TAGGING | ICE
DETECTION

DLP ENFORCE
MGMT. CONSOLE

INFO CENTRIC ANALYTICS

Enterprise Network
(“on premises”)
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DLP
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—

ICE

FOR EMAIL

VIP

FOR
CASB

TAGGING

Cloud DLP
Detection

Email
(0365, Gmail)

SaaS

(OneDrive, Box,
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Twitter...)
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Delivering Protection in The Cloud Generation
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° Provider Ecosystem

° 3rd Party Integrations

° Information
Exchange Layer

° Managed Security Services
Provider

° Custom Outcomes




Delivering Protection in The Cloud Generation
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Symantec Integrated Cyber Defense
Delivering a Simplified Security Model for the Cloud Generation
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