MPAKTUKA MEXYHAPOQHbIX PEATUPOBAHMI HA
NHLUAERTDI Ub
B3I NIAQ KPUMWUHAJTUCTA HA SOC

L)







CTATUCTWKA FOTOBHOCTH K PEATNIPOBAHUH) HA NHLIWAEHTBI Vb GROUP|B

State sponsored malware

. Unauthorized access to networking hardware
Watering hole

Attack from 3rd party infrastructure Inside (data leak)

Supply chain attacks Inside (sabotage)

Client-bank Attack Inside (Unauthorized access)

Attack on payment processing systems Inside (Unauthorized cryptocurrency mining)

Classical malware (Trojans)
Attack on ATMs

Spear phishing attack (link)
Ransomware (encryption)

. Spear phishing attack (attachment
Unauthorized access to servers P P 8 ( )

Unauthorized access to DB Cryptocurrency mining via malware

Unauthorized access to web app or
bypassing WAF

Ha ocHoBe npoBepoK Ha roToBHOCTb 6onee 100 KomnaHUN U3 Pa3NUYHbIX OTpacae
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PEATVPOBAHWE HA WHLIMAEHTDI B BAHKOBCKOM COEPE

62%

ATaKoBaHHbIX BaHKOB ATaKoOBaHHbIX BaHKOB ATaKOBaHHbIX 6baHKOB
He 6bl/10 roTOBO K OKa3a/I1UCb HEe UMenn AOCTaToO4YHO
PearMpoBaHMIO Ha He CNOCODOHDbI rybuHbl

NHUNOEHT LEHTPANN30BaAHHO KYPHaNNPOBaAHUA

YNPaBAATb CBOEWN CETbIO
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10 YEAR CHALLENGE

x x

| 4 : | 4 .
LY Windows Server2008 > LY Windows Server-2008 r>
Standard Standard

Microsoft Windows Server Microsoft Windows Server
Version &. 1 (Build 7601: Service Pack 1) Version &. 1 (Build 7601: Service Pack 1)
Copyright © 2009 Microsoft Corporation.  All rights reserved. Copyright © 2009 Microsoft Corporation. All rights reserved.
The Windows Server 2008 R.2 Standard operating system and its user The Windows Server 2008 R.2 Standard operating system and its user
interface are protected by trademark and other pending or existing interface are protected by trademark and other pending or existing
intellectual property rights in the United States and other countries. intellectual property rights in the United States and other countries.
This product is licensed under the Microsoft Software License This product is licensed under the Microsoft Software License
Terms to: Terms to:

Windows User Windows User

2019
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ATAKA YEPE3 NOCTABLLKA YCIYT

\ /

ﬂHBapb—q>

bespasb | a ﬁ . IT - UHTEerpaTop
2016 | @

@ Telegram 63ka0p + camonucHbln RAT

@ TpoaH(Rust)

»

/

@ JlornH/naponb agmmHmuctpatopa(Mimikatz)

@ [Tporpamma-wmndpoBanbmk (RSA-1024 + AES)
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C HOAbpS
2016
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e[ )y
PUWNHT

opraHmM3auum

{I/IHcl)paCprKTypa c|>|/|HaHCOBO|‘/’|}

[Tonb30BaTENbCKUMN
CermeHT:
» KappoBasa cnyxba

* byxrantepus
* CeKpeTapmar

Elevated
Permissions

1°
Eceae”p’@

CepBepHasn
MHPPACTPYKTYpPa:
* [louTa

* Beb-cepsepbil
* Pannosbie cepsepbl

=

CeTeBad

MHPPACTPYKTYpPa:
* AAMUHUCTPATUBHbIU

CerMeHT
* OnepaumoHHbIN
CerMeHT

Find

Hidden
Way

\GRDUP‘iB\

baHKOMaTHI,
NPOLLECCUHT,
SWIFT

Malware

N301MPOBaAHHbIN
CEerMeHT CeTu
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RYUK W TRICKBOT

1]

{I/IHcl)paCprKTypa opraHm3a|_|,|/|v}

Neto 2018 |
| . . CepBepHasn
: oo - MHPPACTPYKTYpPa
[Tonb30BaTENLCKUM e MouTa
T =) =" e
: * dannosble
» KagpoBas cnyxba Empire framework
cepsepbl
x
* CekpeTapuar Ryuk

=

"

Scan
Deep

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| * byxrantepus
|
|
|
|
|
|
|
|
|
|
|
|
|
|




WANNAMINE HELLFIRE

Hauaso
2019

-

[MTonb30oBaTeNIbCKUM
CermeHT:

» KagpoBsas cnyxba

* byxrantepus
* CeKpeTapmar

Monero Mining

CepBepHas

A,
WMi-class EEE MHOPACTPYKTYpPa:
* [loyTa
m * Be6-cepsepbl
* Gannosbie cepBepbl

* CepBepa ynpaBneHus
CKNagom

Built-IN

Mimikatz

Eternal Blue

Downloader

CPU LOAD 98%

GRDUP‘iB\

e Kacchbl U
CKNaabl
* POS

TEPMUHAJIbI
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2B 1

CepeanHa
2018

IOBA
Linux Web Linux Web

EE JexBoss EEEDownload

JSP Back or JSP Backdoor

YTeuKa AaHHbIX

-0

Win Backdoor D

WinExec B
baHKoOMmaThl,
NPOLLECCUHT,

Linux Web Windows SWIFT

10
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CIE[bl SAKPEMNERWA B CACTEME: WMI EVENT SUBSCRIPTION

CAWINDOWS\system32\wbem\Repository\OBJECTS.DATA

E¥ Command Prompt — O pd

Updater-Updater
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XWU3HEHHBIN LMK ATAKH HA OKOHEYHOM XOCTE

NMoprotoska Cneppl Cneppl

Cnepbl gencrenmn
NCTOYHMKOB Cnepnbl 3anyckKa 3aKpenneHua B pacnpocTpaHeHma
KomnpomeTauunm Ha 06beKTax
nHbopmaynm cucteme no cetu

Cneapl nepBMYHOM




MITRE ATT&CK ENTERPRISE MATRIX

GROUP|IB

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command And Control
10 items 33 items 58 items 28 items 63 items 19 items 20 items 17 items 13 items 0 itermns 21 items

Drive-by Compromise AppleScript Jbash_profile and .bashrc Access Token Manipulation  Access Token Manipulation Account Manipulation Account Discovery AppleScript Audio Capture Automated Exfiltration Commonly Used Port
Exploit Public-Facing CMSTP Accessibility Features Accessibility Features Binary Padding Bash History Application Window Application Deployment Automated Collection Data Compressed Communication Through

Application
Hardware Additions

Replication Through
Remavable Meadia

Spearphishing Attachment
Spearphishing Link
Spearphishing via Service
Supply Chain Compromise
Trusted Relaticnship

Walid Accounts

Command-Line Interface
Compiled HTML File
Control Panel ltems
Dynamic Data Exchange
Execution through AP

Execution through Medule
Load

Exploitation for Client Execution
Graphical User Interface
InstallUtil

Launchetl

Local Job Scheduling

LSASS Driver

Mshta

PowerShell

Regsves/Regasm

Regswr32

Rundll32

Scheduled Task

Seripting

Service Execution

Signed Binary Proxy Execution
Signed Script Proxy Execution
Source

Space after Filename
Third-party Software

Trap

Account Manipulation
AppCert DLLs

Applnit DLLs
Application Shimming
Authentication Package
BITS Jobs

Bootkit

Browser Extensions

Change Default File
Association

Companent Firmware
Component Object Model
Hijacking

Create Account

DLL Search Order Hijacking
Dylik Hijacking

External Remaote Services

File System Permissions
Weakness

Hidden Files and Directaries
Hooking
Hypervisor

Image File Execution Options
Injection

Kernel Modules and Extensions
Launch Agent
Launch Dasmon

Launchctl

AppCert DLLs
Applnit DLLs
Application Shimming

Bypass User Account
Control

DLL Search Order Hijacking
Dylib Hijacking

Exploitation for Privilege
Escalation

Extra Window Memony
Injection

File System Permissions
Weakness

Hooking

Image File Execution
Cptions Injection

Launch Daemon
Mew Service

Path Interception
Plist Modification
Port Monitors
Process Injection

Scheduled Task

Service Registry Permissions

Weakness

Setuid and Setgid
SID-History Injection
Startup [tems

Sl

BITS Jobs

Bypass User Account Cantral

Clear Command History

CMSTP

Code Signing

Compiled HTML File

Component Firmware

Component Object Model Hijacking
Contral Panel ltems

DCShadow

Deabfuscate/Decode Files or
Information

Disabling Security Tools

DLL Search Order Hijacking

DLL Side-Loading

Exploitation for Defense Evasion
Extra Window Memaory Injection
File Deleticn

File Parmissions Modification
File System Logical Offsets
Gatekeeper Bypass

Hidden Files and Directories
Hidden Users

Hidden Window

HISTCONTROL

Irnage File Execution Options
Injection

Brute Force
Credential Dumping
Credentials in Files
Credentials in Registry

Exploitation for Credential
Access

Forced Authentication
Hooking

Input Capture

Input Prompt
Kerberzasting
Keychain
LLMMNR/MNET-N5 Poisoning
Metwerk Sniffing
Password Filter DLL
Private Keys

Securityd Memory

Two-Factor Authentication
Interception

Discovery

Browser Bookmark Discovery

File and Directory Discovery
Metwerk Service Scanning
Metweork Share Discovery
Metwerk Sniffing

Password Policy Discovery

Peripheral Device Discovery

Permission Groups Discovery

Process Discovery

Cluery Registry

Remote System Discovery
Security Software Discovery

System Information
Discovery

Systemn MNetwork
Configuration Discowvery

Systemn Metwork
Connections Discovery

Systern Cwner/User
Discovery

Systemn Service Discovery

System Time Discovery

Software

Distributed Component
Chject Model

Exploitation of Remote
Services

Logon Scripts

Pass the Hash

Pass the Ticket

Remaote Desktop Protocol
Remate File Copy
Remote Services

Replication Through
Remaovable Media

Shared Webroot

55H Hijacking

Taint Shared Content
Third-party Software
Windows Admin Shares

Windows Remote
Management

Clipboard Data

Data from Information
Repositories

Data frem Local System

Data from Metwork Shared
Drive

Data from Removable
Media

Data Staged

Email Collection
Input Capture

Man in the Browser
Secreen Capture

Video Capture

Data Encrypted
Data Transfer Size Limits

Exfiltration Over Alternative
Protocol

Exhiltration Over Command
and Contral Channel

Exfiltration Cver Other
Metwork Medium

Exfiltration Over Physical
Medium

Scheduled Transfer

Removable Media
Connection Proxy

Custom Command and Control
Protocaol

Custom Cryptographic
Protocol

Data Encoding

Data Cbfuscation
Domain Frenting
Fallback Channels
Multi-hop Proxy
Multi-5tage Channels
Multiband Communication
Multilayer Encryption
Port Knocking
Remote Access Tools
Remote File Copy

Standard Application Layer
Protocal

Standard Cryptographic
Protocal

Standard Mon-Application
Layer Protocol

Uncommeonly Used Port

Web Service

legend
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o Threat Intelligence

\

@ Threat Hunting
|
o Incident Response

/




0 KOMIAHW GROUP-IB
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Group-IB — oaHa 13 BeayLwmx =Hossef 0 IRUERAOL
mMmexXayHapoadHbiX KOMMaHUM

OduumanbHbIN NAPTHEP
Nno npeaorspaweHnto U pacciegoBaHuUo EUROPOL n INTERPOL
KVI6€pI'Ip€CTVI'III€HMﬁ M MOWLEHHNYECTB

C MICNONIb30BaHUEM BbICOKMX TEXHOI0TUI

ForresteR  Gartner

1000+ S300 MAH

yCneLwHbIX pacciefoBaHmii BO3BpaLLEHO KaneHTam Group-IB Threat Intelligence ot Group-IB —
no scemy mupy, 160 0co6o 6naroaaps Hawel pa6ote B UMCAE NYYLIMX MUPOBbIX CUCTEM
CNIOXKHbIX YTONOBHbIX 4en no oueHkKe Forrester n Gartner

O Hac roBopAT: theguardian Bloomberg Forbes

3

OScie

PekomeHaoBaHa OpraHunsauunen
no 6e30nacHOCTU U COTPYAHMNYECTBY
B EBpone (OBCE)

BUSINESS
INSIDER

OpHa u3 7 cambix BAUATENIbHbIX
KOMnNaHuM B obnactn Kubepbeso-
MacHOCTKU no Bepcun Business
Insider

% REUTERS

70 nEPBBIA KAHAN POCCUMCKAS H3RECTNA BEIOMOCTH 'POCCHS |1 |

FTA3ETA

GF}DUP‘iB\

WORLD
ECONOMIC
FORUM

—

MNocToAHHbIN YNeH BcemmnpHoro
3KOHOMMYecKoro ¢opyma

=[DC

Analyze the Future

Jlnaep poccUmMCKoro
PbIHKa MO Uccaea0BaHNIO
Knbepyrpos

Esquine

KommepcaHT’




