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Q’-‘ﬁ McAfee. The device-to-cloud cybersecurity company.

bpena McAfee

Mbl BEPMM B TO, UTO HM OAVH YENOBEK, MPOAYKT UM
opraHmM3auua He MOXeT 3anTUTb LMbpPoBON MUP B
OAVHOUKY.

[Mostomy mbl nepegenann McAfee 6eps BO BHMMaHMe
COBMeCTHYO paborty: Jltoan paboTtaroT BMecCTe.
PeweHuna paboTtatot BMecTe. OpraHunsauunm pabotator
BMecTe.

Hawa uenb — B4OXHOBUTb Ha COBMECTHYHO paboTy
HalWX KJINEHTOB, MAPTHEPOB, U AaXe KOHKYPEHTOB —
cAenaB 3TOT MMp Bonee 3aMLLEHHDBIM.

McAfee. Together is power. Bmecre
- cuna.



Knnent McAfee:

“Mb1 Mmo>kem obHapy>xumeo
amaky 6 me4yeHuu 60
CeKyHO, npoeecmu aHaaus3
u 1ukeuouposame amakxy
8 meYyeHuu 5 MUHym”

https://www.mcafee.com/enterprise/en-us/assets/case-studies/cs-idc-
national-bank.pdf
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McAfee Security Fusion Centre @

SOC-FORUM
® ‘ » ObecneunBaert:
McAfee Security
FUS|On Center e MOHUTOpPWHT, paccnegoBaHne 1 yCTPaHEHME
nuunaeHtos Vb
" Cybersecurity Operations « dusmyeckan 6e30MacHOCTb
= Federal Security « QepepanbHaa 6e30MacHOCTb

= Physical Security « C6op n obmeH gaHHbIMK Threat Intelligence

= Security Threat Intelligence
» 365/24/7

» [lnano, Texac, CLLUA v Kopk, ipnraHavs

I McAfee
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TpeboBaHua u 3agaumn UHTeNNeKTyanbHoro iSOC

Ncnonb3oBaHue
6oabLIOro obbvéma
coburpaemMbIxX AaHHbIX

Cbop 13 MHOXeCTBa
MCTOYHUKOB

icnosb3oBaHWe «CbIpbIX»
AaHHbIX A9 aHann3a

bbicTpoe pacnpesenerHue

?
R

Bb|,£|,eneH|/|e CUrHaa N3 WyMa
N BblICTaBJIEHUE MPUNOPUNTETOB

[lpepocTaBUTL aHaNINTUKaM
KayecCTBeHHble laHHble B MopsaKe
NX BaXXKHOCTU W NMPUOPUTETOB

YMmeHbLleHwne false positives

SOC-FORUM

(s

YMeHblLUeHne BpeMeHn Ha
yCTpaHeHne NHUNAEHTOB

bbicTpoe obHapy>xeHue

beicTpoe 6iokmpoBaHume

bbicTpasa ankemnaaums

Date, specific business group
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Gartner.

Searc
WHY GARTNER ANALYSTS RESEARCH EVENTS CONSULTING ABOUT seareh

The Five Characteristics of an Intelligence-
Driven Security Operations Center £ v]in G

ﬁ LTSV Published: 02 November 2015 ID:; G00271231

Analyst(s): Oliver Rochford | Neil MacDonald

Summary

Security operations centers must be architected for
intelligence, embracing an adaptive security architecture Signin to view this research document.
to become context-aware and intelligence-driven.
Security leaders should understand how intelligence-
driven SOCs use tools, processes and strategies to
protect against modem threats. Enter P

Table of Contents Forgot usemame or password?

Already have a Gartner account?

Enter Username

Introduction
Analysis

Use Threat Intelligence Strategically and Tactically Purchase this Document
Threat Intelligence Platforms (TIPs) Price: $1,295.00 USD (PAGES: 12)

Use Advanced Analytics to Operationalize Security To purchase this document, you will
Intelligence need to register or sign in above.

Technology Options REGISTER NOW

Automate Whatever and Whenever It Is Feasible

Narb

XapaKTepucTuk

UHTeNIeKTYa/IbHOro
SOC

oT Gartner



[MATbL NPUHUMNOB NOCTPOEHUA UHTenneKkTyanbHoro iISOC @

SOC-FORUM

SUMMARY BbiBOA:

Security operations centers must LIEHTPp MOHUTOPUHra K

be architected for intelligence, pearnpoBaHna Ha KpUTUYECKME
embracing an adaptive security nHunaeHTbl b gonkeH
architecture to become context- M3Ha4aribHO NPOEKTUPOBATLCH,
aware and intelligence-driven. Kak UHmMeJsisiekmyasbHbIU,
Security leaders should BKIO4aTb B CeD0A apxumekmypy
understand how intelligence- adanmueHou 6e3onacHocmu v
driven SOCs use tools, cTaTb KOHMEKCMHO-

processes and strategies to opuUeHmMupoeaHHbLIM U C
protect against modern threats. aHarnmMTUYeCcKMM yrnpasreHneM.

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 9



[MATbL NPUHUMNOB NOCTPOEHUA UHTenneKkTyanbHoro iISOC @

1. Ncnonb3oBaHMe MHOXXeCTBEHHbIX NCTOYHUKOB aHAIMTUKK 06 SOC-FORUM
yrposax/atakax, NpUMEeHAA NX CTpaTermyeckm n TaKTUUeCcKun

McAfee
Global Threat
Intelligence
10C/ I0A

. IP
« [lomeH
« Xew danna
e email

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 10



[MATbL NPUHLUUNOB NOCTPOEHUSA UHTenneKkTyanbHoro iISOC

2. Aicnonb3oBaHne COBPEMEHHbIX MeTOA0B aHanusa (CTaTUCTUYECKUN,
MalUMHHOEe oby4yeHue, data mining, onTUMMU3auua, HopmMmanusauma u T.4)

SOC+-FORUM

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 11



[MATb NPUHLUUNOB NOCTPOEHUSA UHTenneKkTyanbHoro iISOC

HHGTTGA2 joshua.newman

v Investigation Guides

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 12



[MATL NPMHUMNOB NOCTPOEHUA UHTenneKktyanbHoro iISOC

Investigation
Workspace

Last updatect 29 Mar 12246 pm

v Investigation Guides

Show

Analyst guide

Malware alert triage
v There is & socunty threat, we can confiem
malcious actmity
v Does the endpoint contan evwdence of
sUSpRCious outbound network

connections?

v Did the endpoint connect to IPs or
domains with malcious reputation?
v Does VI/GTI flag it a5 known with

malicious reputabon?

v Does the endpoint contain evidence of
makoous files activation?

v Does the endpoint contain
processes runn ng from SULDICIOuUs
directones?

v Does the endpoint contain running
processes uncommon for the

company”

Date, specific business group
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Koy Fndings

Out of

1.413

Arufacts Discovered

MCAFEE CONFIDENTIALITY LANGUAGE

processid 6700

commandLne “Chusers\joshua newmn
an\AppData\Local\Tern
PAradeDA TR tmpAahXn

bQiqg. exe™

publsher

descnption

product

version

fleVersion

ceateTime

rawiats

2 Suspicious Indicator
> Suspicious indicator
> Prevalence

> Evidence Notes

I McAfee |
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Nnhardpopma pgna obpaborkm Big Data

ESM 11 = Hukaknx komnpomuccoB. Bbicokasa npoussoantTenbHOCTb. Huska

CTOMMOCTb B/IafeHunA SOC-FORUM

Kafka Databus

CxaTtble AaHHble.

XpaHeHune noros & Nownck no noram &
ESM

KpaTkocpouHoe Koppensauyms. [Nepnoanueckas
MoanucaHHblE. P P PpenAL PVIOA
XpaHeHne JaHHbIX. B pexxunme aHaantmka. I n
JdonrocpoyHoe
OnNTUMN3NpPOBaAHO peanbHOro MalLUMHHOEe
XpaHeHua ANs
Ansa 6bicTporo BpeMeHu. bbicTpo. obyueHue. Jlerko.
COOTBETCTBME
NOKCKa N OXOTbl. d¢PdekTnBHO! d¢PdekTnBHO!
HOpPM.aKTam

XpaHuavie faHHbIX . B namatn XpaHuave faHHbIX

Date, specific business group

MCAFEE CONFIDENTIALITY LANGUAGE
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[MATbL NPUHUMNOB NOCTPOEHUA UHTenneKkTyanbHoro iISOC

3. ABTOMaTusauumsa npoueccos SOC-FORUM

«Bce 4mo Mo)xHO asmomamus3supoeams, 00/HKHO 66Imb aemomamu3upoeaHo!» - Gartner

SIEM:
Long-term SIEM
SIEM: Compliance, Real-time
Broad Data Short-term archive & correlation & SIEM Expert-guided
Collection  Search & hunting  forensics detection UEBA Coordinate action Sandboxing Investigation
= = :E | @ '/ - *ﬁ’ o '/,
° o

VHTerpayusa ¢ ApyrMmum BEHAOPaMM M aBTOMaTK3aumMa NpoLeccos

@, M@ y g

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee |

15



Mpumepbl aBToOMaTM3aumm (MHTerpaums ¢ openDXL @
n pxGrid)

SOC-FORUM
Cisco pxGrid or
McAfee DXL
SIEM Partner _
Threat Action Q
User/Device
Quarantine
I - I
Endpoint g : :
Remediation McAfee Cisco pXGnd Q
___ Pa Dynamic ACLs,

| 2l McAfee OpenDXL

Increase Inspection

https://www.cisco.com/c/dam/m/en us/products/security/technical-alliance-partners/core/assets/pxgrid-
mcafee-opendxl-integration-aag.pdf

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE LI McAfee | 16


https://www.cisco.com/c/dam/m/en_us/products/security/technical-alliance-partners/core/assets/pxgrid-mcafee-opendxl-integration-aag.pdf

NMpumepbl aBTomaTtusauum (o6meH 10C)

ABTOMaTM3aLMA AeNCTBUN NO 3alLMTe N AeTEeKTUPOBaHUIO, MHTErpaLusa yepes OoTKpbITYIO SOC-EORUM
naatpopmy
U “'23* THREATCONNECT'
NSP, Web, TIE/Endpoint gj
MISP

Threat Sharing

MITRE ATT&CK™
rl\'g/ﬁ STIX U
X

- McAfee®
i Advanced O6meH ATD loCs ¢ apyrumm ESM
_ Threat Defense
Any 3rd-party Secure Email Gateway pewernamm yepes TAXI
proofpoint. ' Symantec.
IE% ()Radar

CIsCO
@ DXL splunk>

Bro IDS Sensor

ArcSight<t

I McAfee | 17
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[ etannsnpoBaHHble OTUETbI U BbiAaya NX B CTaHAAPTU3NPOBAHHO
Buae
SOC-FORUM

Assembly Code, Graph Analysis,
Threat Analysis Report and Indicators of Compromise MITRE ATT&CK™ mapping

TEI T 0040T00T 3376 Xor &si,esi

1 24 ¢ emp dword ptr ss:[esptc],esi
push edi

jz short 00401011

push 40=01c

Jmp 00401016

I McAfee | Threat Analysis Report

Tactics | Techniques

@5 - Very High

push 40=01¢

call dword ptr ds:[408118]
;7call MSVCRT.fopen

mov edi,eax

pop ecx

emp edi,esi

pop ecx

jnz short 00401024

Xor eax,eax

jmp 00401061

omp dword ptr ss:lesp+i0],esi
push edi

push ©

push 30c

push dword ptr ss:[esp+lii]

3z short 00401047

call dword ptr ds:[4057174]

WoauEEHy ‘ ‘auummss‘ E

Threat Timeline

Timeline Activity

£F Processes Y Files Registry Operations  #% Network Operations Multiple Operations

S = ® 00

s
lo oxommooucs| |

HIE
"Dropped Malware Files": [

{ s DO

"Name": "@WanalDecryptorll.exe",
"factor™: "100.00"

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 18



[MATbL NPUHUMNOB NOCTPOEHUA UHTenneKkTyanbHoro iISOC @

4. AKTUBHasa oxoTta 3a BpeaoHocamu (Threat Hunting) u
paccrnegoBaHMe BpegOHOCHOU aKTUBHOCTU

SOC-FORUM

TRANSFORMACION
DEL ENTORNO

TECNOLASGI\CO

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 19



MVISION EDR - nouck B peXknme peasibHOro BpeMeHwu

Hies create_process_shaZi-

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 20



MVISION EDR - nHcTpymeHT gnsa paccnegoBaHnUm

+

ulsocmcatee.com/#

fl

(4] )

Key Findings Key Artifacts Artifacts Discovered

TEST INVESTIGATION E ¢ Artifacts > & Finding Details

st updatect 8 minustes
v Process(es) running from
Artifact type suspicious directories
> Summary
Artifacts

> Notes
[ |

> Investigated Items : achine e

an
> Linked Investigations
an
v Investigation Guides [ _Jal
an
Show
8D

v Does the endpoint contain LR

UNCOMMOonN running processes?
LR

| B -]
Does the endpoint contsin processes
running from suspicious directories? LR

! ) |ac

Is there evidence of hacking or admin
tools used on the device? 8c

ninor ! b AT 2 LR
=3 ac
Process{es) names matching hacking or admin tooks [such as powershell poexec, nmap and wireshank)

which may dicate a comprommised dovice
> Similar Cases g

> Task Queue
ac

LR -]

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 21



[MATbL NPUHUMNOB NOCTPOEHUA UHTenneKkTyanbHoro iISOC @

5. NMocTpoeHue n ncnonb3oBaHme ApXmTekTypbl AganTMBHOMU SOC-FORUM
be3onacHoCcTH
@Mobilelron "'l"h'
@ Complance CiISCO.
@TITUS Proteeton E

Mobile
Protection

[H

Endpoint
Protection

McAfee ESM

RAPID))
aruba

o Heslet Packara
Ervharpriss campany

<

CYBERARK’

|» FORCEPOINT

FOWERDD Y

®

Threat
Protection

Data
Protection

Check Point

SOFTWARE TECHNOLOGIES LTD.

Risk
Management

Date, specific business group MCAFEE CONFIDENTIALITY LANGUAGE I McAfee | 22



The Adaptive Security Architecture: Twelve Critical
Capabilities of Security

Predict Prevent
ExposunNulngrbll% = Harden Systems
Predict Attacks

Continuous
Monitoring

and
Analytics Incidents
Confirm

Design/Model change | and Prioritize

Remediate/
Make Change

Investigate/ \ Contain
Forensics Incidents

Gartner

Optimize Security Operations I McAfee |



Kpatkue BbiBOAbI OT Gartner:

. SOC+FORUM
> CyI_I_I,eCTByI-OLLI,I/IX TEXHONOIMW 3alnTbl HEAOCTATOUHO A4 NPOTUNBOCTOAHNA

» COBPEMEHHbLIM UeNeHarnpaB/J€HHbIM aTaKaM.
~  bonbWWMHCTBO opraHM3au,|/||‘/'| A0 CUX NOP MHBECTUPYHOT CpeACTBA TOJIbKO B TEXHOJIOTUN 3alLUUTHI.

- TexHo/102UU 3aWjUuMbI, npedomepaujeHuUss amak, demeKmupoeaHus u
paccnedosaHusi/ycmpaHeHUs om pas/iu4dHbix npoussodumesieli He UHMez2pupoeaHsl opye
¢ dpy2om, Ymo npueodum K 0onoJIHUMe/IbHOMY Xaocy, yeeauvyuedaem 3ampameol U

cHu)kaem 3¢pgpekmuerHocmeo UB.

- b He xBaTaeT NOCTOAHHOWN BUAMMOCTWN MPOUCXOAALLENO ANA AETEKTUPOBAHUSA

LeneHanpaBA€HHbIX aTak.

> KOpI'IOpaTI/IBHbIe CNCTEMbI HaXo4ATCA No4 NMOCTOAHHbIMU U HE NPEKPaLWartoWLNMUNCA aTaKaMWU,

no3toMy NoHsATne «Incident Response» 6obLLe He MOAXOAMT.

Optimize Security Operations I McAfee |



PekomeHpaauunm ot Gartner:

SOC+-FORUM

> [MomeHaTb noHATMe «Incident Response» Ha «Continuous Response», rae npegnonaraercs,

YTO CUCTEMBI MOCTOAHHO CKOMMPOMETMPOBAHbI M UM HEOBXOANM HEMpPePbIBHbIN MOHUTOPUHT M BOCCTAHOBNEHME.

» Co3gaHne AganTnBHOM ApxmTekTypbl beaonacHOCTM ANA 3aWmMThbl OT LeaeHanpaBAeHHbIX atak, MCnoab3ys 12
KpuTnyecknx GyHkumin ot Gartner.

» HanpaButb 60/bLUe MHBECTULMN Ha CUCTEMBI OBHapYy>XeHWA 1 BbICTPOro pearMpoBaHns, N YMEHbLUNTb Ha 3aLLnTy U
npeaoTBpaLLeHme.

> OtpaBaTb NpeAnouYTeHNA NPOU3BOAUTENAM, KOTOpPbIe Nnpea/iaraloT KOHTeKCTHO-OPUEHTUPOBaHHbIe
nnatpopmbl ana ceteBot 6ezonacHocTu, 6e3onacHOCT paboumnx cTaHLMIA U NPUIOXKEHUN, a TaKdKe
MHTErpupoBaHHbIU NOAXOA K aHaNAM3y, NPeAOoTBpPaLL,EeHNI0, O6HapPY>KEeHUIO N pearupoBaHMIO Ha aTaKM.

» Pa3suBatb Security Operation Center (SOC), KOTOpPbI MO3BONSET OCYLLECTBAATb MOCTOAHHbLI MOHUTOPUHT U
npeAoTBpaLLeHme aTak.

» OcyLecTBAATb NOJAHBIN MOHUTOPWHI Ha BCeX YpoBHAX UT: ceTeBbIX MakeToB, CeTEBbIX MOTOKOB, akTuBHOCTN OC,

KOHTEHTa, NOBEAEHWNA MNMOJ b30BaTesien.

Optimize Security Operations I McAfee |



dKkocucrtema McAfee

3amura 3awunTa cetm

3awuTta Web
AaHHbIX TpaduKa
) d Threat Intelligence
3awumTa Exchange
KOHEUYHbIX TOUeK j (cepBep penyTauun)
Advanced
3a WinTa Threat Defense
«[lecouHnua»

Active Response

(EDR) q
+ m
‘ u Enterprise
e Security Manager
Security Manager 6 YcrpaHeHne  OG6Hapy>xeHune

(SIEM)
(SIEM)
McAfee ePO
McAfee ePO
Threat Intelligence Exchange/ Eg::aEtxlczgi"glgig;grExchange/

Data Exchange Layer

Enterprise

Optimize Security Operations I McAfee |



IDC ExpertROI Spotlight Top 100 US FDIC Bank

“Mbl MOXXeM O0BHapy>X1Tb ataky B TedeHun 60 cekyHa, NpOBeCTU aHanu3 n ANKBUANPOBATb
ataky B TEYEHUWN 5 MUHYT"

SOC+-FORUM

Pewenusa: Endpoint, SIEM, TIE, GTI, ATD, DLP

FIGURE 1 = DkoHomusa cpeacts $3.02 M B roa

= ROI 208% B TeueHun 4 net

Average Annual Benefits

3,500,000 = [lepuog okyrnaemoctn 20 mecsaueB
$370,300 $39,100 o
3,000,000 s 500 — = Ha 90% b6bicTpee paccnegoBaHume
7 ’
2,500,000 MHUMNAEHTOB
2,000,000 128 500 = Ha 77% MeHblUe MHUNAEHTOB C

NPUUYMHEHHbIM YyLLepbom

1,500,000

(S per year)

= Ha 98% MeHblle BpeMeHU CHMXeHue
NPOAYKTUBHOCTU 13-3a nHUnaeHToB Vb

1,000,000

500,000
=  $5-10 MMAANOHOB AOMOIHUTENbHAA

npubbIIb

0

Risk mitigation — Business enablement — IT staff productivity Security-related cost
user productivity benefits higher revenue benefits reductions

Average annual benefits: $3.02 million

= MOHVITOpMHF BCeX KOMMNOHeHToB Ha 1-2
Source: IDC, 2017 KOHCO."HX

Source: http://idcdocserv.com/US42210917
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SOC+-FORUM

McAfee Threat Intelligence Exchange
DXL

Optimize Security Operations I McAfee |



McAfee Threat Intelligence Exchange

wl ePolicy Orchestrator | G Dashboards “ System Tree [ TIE Reputations =" Active Response Workspace

Log Off e

Systems

TIE Reputations

File Search Certificate Search File Overrides Certificate Overrides

TIE File Reputations : File Search Hide Filter
Presst: Custom: Quick find:
[Last 30 days v | [ Non= -~ | [ | [ Apply | Clear A
I T e e e e e K e S
SDCLT.EXE Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable Not Avzilable -~
(] NLSDATAOOCS.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Kneown Trusted MNot Avzilable Not Avzilable
i LIBEGL.DLL Most Likely Trusted (Latest Local) Not Avzilable Most Likely Trusted Most Likely Trusted Not Avzilable Not Avzilable
LIBGLESV2.DLL Most Likely Trusted (Latest Local) MNot Avzilable Most Likely Trusted Most Likely Trusted Not Awvzilable Not Avzilable
CHROME_WATCHER.DLL Most Likely Trusted (Latest Local) Not Available Most Likely Trustecd Most Likely Trusted Not Available Not Available
() CHROME.DLL Most Likely Trusted (Latest Local) Not Avzilable Most Likely Trusted Most Likely Trusted Not Avzilable Not Avzilable
(] CHROME_ELF.DLL Most Likely Trusted (Latest Local) Not Avzilable Most Likely Trusted Most Likely Trustecd MNot Avzilable Not Avzilable
= DEMOC2.EXE @ Most Likely Malicious (Latest Local) MNot Set Most Likely Malicious Not Avzilable Not Set Most Likely Malicious
UBPM.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted MNot Available MNot Avzilable
(D] WS2_32.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable Not Avzilable
(. CRYPTO.EXE " Most Likely Malicious (Latest Local) Not Set Most Likely Malicious Not Avzilable MNot Set Most Likely Malicious
MSPATCHA.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable MNot Avzilable
ELSCORE.DLL Known Trusted (Latest Local) Not Avzilable Known Trusted Known Trusted Not Avzilable Not Avzilable
-
Actions w 13 items=
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McAfee Adaptive Security Architecture
[TocmosHHeIU 0bmeH penymayuamu (I0OC) no ecel skocucmeme
SOC-FORUM

GTI & VirusTotal

TI MWG c 8
Apyrne neroum NSP baokumposka IP _— E Xt re m eO

bnokunposka IP
Connect Beyond the Network
Hauatb ( ]

TIE e paccrenosanve RAPID
Check Point

e v =
Data Exchange Layer : @ SOFTWARE TECHNOLOGIES LTD.
¢ : : : : — — . o

sa 1 nan]

& m@ EEE C1SCO

ePO ESM CraHuumn Cepsepa
Tag for Investigation/ Block/allow/ Block/allow/ U ﬂ | p e r
investigation/ backtrace quarantine/ quarantine/ J .
block additional scanning additional NETWORKS
scanning

Optimize Security Operations I McAfee |



UHTterpauusa no wmHe DXL

SOC+-FORUM

Partners
= SandBlast integration with DXL, TIE and ePO

__ Check Point = Publishing Topics: File Reputation, IOC, Threat Event Data, Mobile

SOFTWARE TECHNOLOGIES LTD.

= Subscribing Topics: 10C, File Reputation Updates

b » ClearPass integration with DXL and ePO
QrvoaQ = Publishing Topics: IOC Information, New Asset Discovery Information

a Hewlett Packard
Enterprise company -

Subscribing Topics: IOC information, Threat Event

= Nexpose integration with DXL, TIE and ePO

RAP’DD = Publishing Topics: IOC, Vulnerability, New Asset Discovery Information
= Subscribing Topics: 10C, File Reputation, Threat Event, Vulnerabilities

» Deception Grid integration with DXL, TIE and ePO
TRAPX = Publishing Topics: File Reputation, IOC, Threat Event Data

SECURITY

= Subscribing Topics: 10C, File Reputation, Threat Event

Optimize Security Operations I McAfee |



NMpumepbl nHTerpaunm c openDXL

SOC'FORUM

OpenDXL-ATD-Cisco-ASA

This integration is focusing on the automated threat response with McAfee ATD, OpenDXL and Cisco ASA Firewalls. McAfee
Advanced Threat Defense (ATD) will produce local threat intelligence that will be pushed via DXL. An OpenDXL wrapper will
subscribe and parse IP indicators ATD produced and will automatically update Firewall rules.

Component Description

McAfee Advanced Threat Defense (ATD) is a malware analytics solution combining signatures and behavioral analysis
techniques to rapidly identify malicious content and provides local threat intelligence. ATD exports 10OC data in STIX format
and DXL. https://www.mcafee.com/in/products/advanced-threat-defense.aspx

Cisco ASA Firewalls are security devices protecting corporate networks and data centers of all sizes. It provides users with
highly secure access to data and network resources - anytime, anywhere, using any device.
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html

https://github.com/mohlcyber/OpenDXL-ATD-Cisco-ASA
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OpenDXL-ATD-Fortinet SOC-FORUM

This integration is focusing on the automated threat response with McAfee ATD, OpenDXL and Fortinet Firewalls. McAfee
Advanced Threat Defense (ATD) will produce local threat intelligence that will be pushed via DXL. An OpenDXL wrapper will
subscribe and parse IP indicators ATD produced and will automatically update Firewall rules.

McAfee ATD OpenDXL Wrapper

Component Description

McAfee Advanced Threat Defense (ATD) is a malware analytics solution combining signatures and behavioral analysis
techniques to rapidly identify malicious content and provides local threat intelligence. ATD exports I0C data in STIX format in
several ways including the DXL. https://www.mcafee.com/in/products/advanced-threat-defense.aspx

Fortinet Firewalls provide high performance network security protection platform. https://www.fortinet.com/products/next-

generation-firewall.html
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Website
https://github.com/filippostz/OpenDXL-TIE-Dropbox (£ SOC-FORUM

Software that scans every file within a DropBox folder structure and will check against the McAfee Threat Intelligence Exchange ser
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Solution Architecture
Advanced Threat Intel Use Case

Threat Intelligence and Orchestration Platforms
. Open Source and Commercial
«  Used to extend Sec Ops solutions

*  Improve the value of our Endpoint solutions

Multi-Agency Threat Intel Sharing
. National CERT
. Large Government or Enterprise customers

. MSSP

External Asset Locations

https://github.com/mohlcyber/OpenDXL-ATD-Demisto

Optimize Security Operations
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“Moi1 mo)kem
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me4yeHUU 5 MUHym”
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