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Business Disruption

Business Disruption

Monetary Theft

Coincheck

$534M were stolen from
Japan’s largest digital

currency exchange.

The City of Atlanta suffers an
attack that locks down city
systems for over a week.

CITY OF COPENHAGEN

Users of Copenhagen’s city bikes
are denied access due to the
system being hacked.

Singapore suffers its biggest
cyber attack with the theft of 1.5
million patient records, including

the Prime Minister’s.

LM®POBOU MUP — ONACHOE MECTO

30 million Facebook users’
phone numbers and
personal details are
exposed in a major attack.

facebook.

Check Point

EOFTWARE TECHMOLOGIES LTD

Hackers steal the personal

details of 500 million Marriot

Hotel customers.

AdultSwine, a mobile
malware infecting
children’s game apps with
adware, is downloaded by
up to seven million users.

Monetary Theft

The luxury retailers,
Saks and Lord &
Taylor, has five million
customers’ credit card
details stolen.
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340 million records of
Americans and business
are leaked from the
Florida-based
marketing firm.

Hackers stole gradually
over $13 million via ATM
machines in 28 countries
in just two days.

%) COSMOS BANK

Monetary Theft

Onslow Water and Sewer
Authority suffers a
ransomware attack
impeding efforts to
provide services.

ONWASA

Business Disruption

Cryptocurrency mining
platform NiceHash is
compromised and loses
4,700 bitcoin ($70 million)
to hackers.

Monetary Theft
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TpaagnUMOHHAA 3aWwmnTa HedabdeKTUBHA

4

CurHaTypHble n PenyTaymMoHHble
peleHna He 3aunLLLatoT OT zero-
day aTtak

O Zero-day Bupycobl - Bcero 45%

3noBpeaoB obHapyxKuBaroTca AV*
(ncTouyHumK: theguardian.com)

O Zero-day URLS — HepgasHo
CO34aHHble PULLINHTOBbIE
CTPaHMLbI HE UMELOT penyTaunm

O Zero-day mobunbHble 3n10Bpeabl

Monnmop@PHbie
aTaKu Nnerko
npeoaoseBaloT
necovHuubl 1-ro
NOKOJIEHUA
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NMEPUMETP PASMbIBAETCA Check Poit

MeHseTca cama IT apxutekTypa — lonKHa meHATbCcA 1 6e30nacHOCTb
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TunuyHble BEeKTOpa COBPEeMEeHHbIX aTaK

— » i :
E-Mail File Share B Malicious Man in the
< Network Middle

A t
@ Web o Phishing e T:I‘(::l(‘)r:/er
LAPTOPS
E-Mail File Share .mt: Malicious Man in the
< Network Middle
L Malicious Account
SMARTPHONES & REs B Application Take Over
TABLETS
. E-Mail . File Share
Phishi Malicious Account
cLoubD Ishing Application Take Over

APPLICATIONS

WELCOME TO THE FUTURE OF CYBER SECURITY
©2019 Check Point Software Technologies Ltd.



TpebyeTca HOBaHA
[Tapagnurma
be3onacHOCTU

® KoHconnpauma nupopmaumm ob yrposax co
BCEX HaMpaB/ieHUMN

© [pepoTBpalleHne aTakK, a He 0bHapyXKeHue

© 3awmuTa oT HeBperXKHOro NnoBeaeHUn
nosab3oBaTenem u 0Ly‘|/|60+<
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Bl LPOMENTO TH® FUNURE OF CYBER SECURITY
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Be3sonacHocTb Ha 6bery n B obanaKax
3alwmLiLaem yCTpoMUCTBa, 3allmilaemM AaHHble
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ObnayHbie Paboumne cTaHUMM CmapTdOHbI U
CepBuCbI NAQHLIETH

EanHana 6a3a yrpos
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MpepoTepauieHme
CoBpemeHHbIX Yrpo3 Ha
pabounx ctaHUmAxX

LE For customers looking for a
solid combination of new
technology and traditional
suite capabilities in a single
console, Check Point should
easily make the shortlist 39
(Forrester — Wave Report,
June 2018)

FORRESTER'

WAVE
LEADER 2018

Endpoint Security
Sultes
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OBHAPYHKUTb *x‘\‘* YCTPAHUTD
MPEAOTBPATUTD .
: N OCTAHOBUTL | NOCNEAOCTBUA
Yuwepb nocne 3apakeHua 1 T_ 'w =

ABTOMaTU4eCKoe yCTpaHeHune
nocneacTBum,

, BOCCTAaHOB/IEHUE AAHHDbIX,

= paccnefoBaHNe UHLMAEHTOB.

Jlyqwinim cnocob 3awmThl -
MNO/IHOCTbO OCTAHOBUTb aTaKy
[0 eé Hayana

pacTeT cTpemuTenbHo. Ataky . &
HEOOX0AMMO 0BHAPYKUTbL U e
OCTaHOBUTb KaK MOXHO




3ALLKTA OT YIPO3 HYIEBOTO AHA

SOFTWARE TECHNOLOGIES LTD.

Browser Extension Threat Extraction &
UHElD ORI Threat Emulation

™ File-System Monitor Threat Emulation

Any file copied or created (from
USB, Network Shares, etc)

©2019 Check Point Software Technologies Ltd. [Restricted] ONLY for designated groups and individuals



CHECK PQINT
Check Point Softwate Technol cogies
15600 Next Generation Theeat Preventica &
SandBlast™ [NGTX) Appliance R77 33

When it Comes to Prevention: Think Check Point

SandBlast earns highest security effectiveness score and lowest TCO ~ RECOMMENDED

o Highest scores in 15t ever Breach Prevention Systemtest ________M.é.;ﬁ%ﬁmm{ﬁ
| #ﬂ&ﬂﬁhﬁvmﬂm%&#ﬂ' e |- .
e Lowest TCO \ : B
| ) \
 Single consolidated gateway, running at 10Gbps : / -/ =
\z Cisco,FirePOWER 8350 ’/ ! f/ i 90%:
. . \ = Fortinet ForiGate =3
» 100% Breach Prevention System Combined Score x i i i o e I
\ M
— 100% Block rate s ;‘A?‘ —===t=— 11 ) =
Py i Il T
— 99.2% Evasion score { ‘ | P
* 0.0% False Positives . I E————
Sa nd B I.aSt DECEMBER 2017

ZERO-DAY
¢, PROTECTION

*Against drive-by exploits, social exploits, HTTP malware, email malware and off-line infections



AHANN3 NOBEAEHNA U PACCIEAOBAHUE MHUUAEHTA

MocToAHHbIN cbop

ABTOMaTUYECKOE CO3AaHMe nudopmavmmn 06 OC ¢
oT4yeTa npu cpabatbiBaHUMU MHOX€eCTBa CEHCOPOB

TpUrrepa. TpmrrepOM Nocnepcreuna YCTPaHEeHbI

N NOJIHbIN OTYET CO34aH

MOKeT ObITb BHYTPEHHMI Network
Ha SmartEvent

Registry

CEHCOP UIN CTOPOHHUI AV

Ob6HapyKeHa

yrpo3a

ObHoBNAeMble
aNropUTMbl aHaIN3NPYIOT
«Cblpble» AaHHble 10roB



YAa3BUMOCTb

Check Point

Sa r?\dBlast
.

with Anti-Eproit

Ncnonb3yetca ROP ans obxona DEP

MonbiTKa Aoctyna K IAT/EAT Table
VBS/JS God mode
N MHOro apyrmx cnocobos...

% ENDPOINT ANTI-EXPLOIT

3alnTa Ha OCHOBE

<+— aHanu3a ¢annos —>

U noseneHmMA




ANTI-RANSOMWARE N 4

OTpaXeHne aTaku 1 BOCCTAaHOB/IeHUEe AAHHbIX Check Point

B C/IYHAE ATAKW/

[NMOCTOAHHO

A Please do not power off or unplug your machine

THE INFECTION IS QUARANTINED

RANSOMWARE DETECTED®

Analyzing the infection
This might take a few minutes...

B! Check Point 0 You can close this window and restore files later
2 rrvone mooaes e

JE] Check Point =] Check Point
AHAJIN3 TTOBE AEHIA PA3BOP KAPAHTWH
[TocTossHHOE OXMAaHWE Hauasno pa36opa OcTaHOBKa U1
cneunpuyeckmx cobbitmi | MHUMAEHTA U KapaHTMH BCeX
BbIMOratensckoro 10 aHann3 aetanei YyacTen ataku
aTaku

BOCCTAHOBJ/IEHWE

BEKAT ®ANIOB

[locToAHHO Cco34ak0TCA Icnonb3yroTcA

BPEMEHHbIE KOMMK GannoB by BPEMEHHble bekanbl

©2019 Check Point Software Technologies Ltd. 15
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EOFTWARE TECHMOLOGIES LTD

INFINITY BEYOMBMIHE PERIMETE

CHACKMBO 3A BHUMAHWE!



