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MaxPatrol 8 



Positive Technologies: 

ɜ ɰɢɮɪɚɯ ɢ ɮɚɤɬɚɯ  



150+ 

30+ 15 

200+ 
ɨɛɧɚɪɭɠɟɧɧɵɯ 
ɭɹɡɜɢɦɨɫɬɟɣ 
ɧɭɥɟɜɨɝɨ ɞɧɹ  

200+ 
ɚɭɞɢɬɨɜ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɫɢɫɬɟɦ 

500+ 

ɥɟɬ ɢɫɫɥɟɞɨɜɚɧɢɣ ɢ 
ɷɤɫɩɟɪɬɢɡɵ 

ɭɹɡɜɢɦɨɫɬɟɣ                        
ɧɭɥɟɜɨɝɨ ɞɧɹ ɜ ɫɢɫɬɟɦɚɯ SCADA 

ɨɛɧɚɪɭɠɟɧɧɵɯ ɭɹɡɜɢɦɨɫɬɟɣ ɧɭɥɟɜɨɝɨ 
ɞɧɹ ɜ Mobile Telco 

ɢɫɫɥɟɞɨɜɚɧɢɣ ɛɟɡɨɩɚɫɧɨɫɬɢ 
ɦɨɛɢɥɶɧɵɯ ɢ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɣ  

Ʉɚɠɞɵɣ 
ɝɨɞ 

Ƚɥɚɜɧɵɟ ɩɪɨɞɭɤɬɵ 

ȼɢɡɢɨɧɟɪ 2016  
WAF Magic Quadrant 

 

 

 

Ɉ ɧɚɫ 



ɇɚɲɚ ɢɫɬɨɪɢɹ 



ɇɚɲɢ ɡɚɤɚɡɱɢɤɢ 

 

 

 

 

 

 

 

 

 

 

 

 

 

ФиȔаȔȘȢ, ȘșȗаȜȕȉаȔие ТеȒеȑȕȓȓȚȔиȑаȝии 

 

 

 

 

 

 

 

 

 

 

 

 

 

ПȗȕȓȢшȒеȔȔȕȘșȣ, 
ȤȔеȗȊеșиȑа 

 

 

 

 

 

 

 

 

 

 

 

 

 

ГȕȘȘеȑșȕȗ 

 

 

 

 

 

 

 

 

 

 

 

 

 

ɆȼȾ Ɏɇɋ 

Ɇɢɧɨɛɨɪɨɧɵ ɎɋɌɗɄ 

ɉɎɊ 

ɎɌɋ 



MaxPatrol 8.  
Ʉɨɧɬɪɨɥɶ ɡɚɳɢɳɟɧɧɨɫɬɢ 
ɢ ɫɨɨɬɜɟɬɫɬɜɢɹ ɫɬɚɧɞɚɪɬɚɦ  
 



ɇɚɲɚ ɫɬɚɬɢɫɬɢɤɚ 

Ɂɚɳɢɬɚ ɩɟɪɢɦɟɬɪɚ  
ɧɟ ɨɫɬɚɧɚɜɥɢɜɚɟɬ  

ɩɪɨɧɢɤɧɨɜɟɧɢɟ 

 

Ʉɚɠɞɭɸ ɜɬɨɪɭɸ ɫɢɫɬɟɦɭ ɦɨɠɟɬ ɜɡɥɨɦɚɬɶ ɧɟɤɜɚɥɢɮɢɰɢɪɨɜɚɧɧɵɣ ɯɚɤɟɪ 

 

Ⱥɬɚɤ ɧɟ ɬɪɟɛɨɜɚɥɢ 
ɜɵɫɨɤɨɣ 

ɤɜɚɥɢɮɢɤɚɰɢɢ 
ɧɚɪɭɲɢɬɟɥɟɣ 

 

ɂɧɰɢɞɟɧɬɨɜ ɫɬɚɥɢ 
ɭɫɩɟɲɧɵɦɢ ɢɡ-ɡɚ 

ɫɟɪɶɟɡɧɵɯ ɨɲɢɛɨɤ 
ɜ ɤɨɧɮɢɝɭɪɚɰɢɢ 

 

Ⱥɬɚɤ ɦɨɝɥɢ ɛɵɬɶ  
ɩɪɟɞɨɬɜɪɚɳɟɧɵ  
ɫɬɚɧɞɚɪɬɧɵɦɢ 

ɪɟɲɟɧɢɹɦɢ 

 

96% 87% 73% 73% 

ɂɫɬɨɱɧɢɤ: Positive Research 2017 



ɉɨɱɟɦɭ ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ ɭɹɡɜɢɦɚ 

ɉɪɨɝɪɚɦɦɧɨɟ                            
ɨɛɟɫɩɟɱɟɧɢɟ 

ɋɨɰɢɚɥɶɧɚɹ                                      
ɢɧɠɟɧɟɪɢɹ 

ɋɥɚɛɵɟ                        
ɩɚɪɨɥɢ 

Ɉɲɢɛɤɢ ɜ ɧɚɫɬɪɨɣɤɚɯ: 

• ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ 

• ɫɢɫɬɟɦ ɡɚɳɢɬɵ ɩɟɪɢɦɟɬɪɚ 

• ɜɟɛ-ɩɪɢɥɨɠɟɧɢɣ 

• ɛɚɡ ɞɚɧɧɵɯ 

ɍɹɡɜɢɦɨɫɬɢ                                   
ɜɟɛ-ɩɪɢɥɨɠɟɧɢɣ 

ɇɟɛɟɡɨɩɚɫɧɵɟ 
ɛɟɫɩɪɨɜɨɞɧɵɟ ɫɟɬɢ 



ɉɪɨɰɟɫɫ ɭɩɪɚɜɥɟɧɢɹ ɭɹɡɜɢɦɨɫɬɹɦɢ   

ɂɧɜɟɧɬɚɪɢɡɚɰɢɹ 
ɪɟɫɭɪɫɨɜ 

ɉɪɢɨɪɢɬɟɡɚɰɢɹ 
ɡɚɞɚɱ 

Ⱥɧɚɥɢɡ 
ɡɚɳɢɳɟɧɧɨɫɬɢ 

ɪɟɫɭɪɫɨɜ 

ɍɫɬɪɚɧɟɧɢɟ 
ɭɹɡɜɢɦɨɫɬɟɣ 

ɉɪɨɜɟɪɤɚ 
ɪɟɡɭɥɶɬɚɬɨɜ 
ɭɫɬɪɚɧɟɧɢɹ 

–  Ɍɪɟɛɭɟɬ ɧɚɥɢɱɢɹ 
ɭɡɤɨɩɪɨɮɢɥɶɧɵɯ 
ɫɩɟɰɢɚɥɢɫɬɨɜ 

–  Ⱦɥɢɬɟɥɶɧɨɟ ɜɪɟɦɹ 
ɨɛɫɥɭɠɢɜɚɧɢɹ ɤɚɠ-

ɞɨɝɨ ɤɨɦɩɨɧɟɧɬɚ ɂɋ   

–  ȼɵɫɨɤɚɹ ɪɨɥɶ  
ɱɟɥɨɜɟɱɟɫɤɨɝɨ 
ɮɚɤɬɨɪɚ 

+  ɂɫɩɨɥɶɡɭɟɬ ɟɞɢɧɵɟ 
ɩɨɞɯɨɞɵ ɞɥɹ ɚɧɚɥɢɡɚ 
ɜɫɟɯ ɤɨɦɩɨɧɟɧɬɨɜ ɂɋ 

+  ɉɪɨɢɡɜɨɞɢɬɫɹ 

ɧɚ ɪɟɝɭɥɹɪɧɨɣ ɨɫɧɨɜɟ 
ɚɜɬɨɦɚɬɢɱɟɫɤɢ  

+  Ɏɨɪɦɢɪɭɟɬ 

ɭɧɢɮɢɰɢɪɨɜɚɧɧɭɸ 
ɨɬɱɟɬɧɨɫɬɶ 

1 

2 

3 4 

5 



 Maxpatrol 8 – ɪɟɲɟɧɢɟ 

ɂɧɜɟɧɬɚɪɢɡɚɰɢɹ 
ɢ ɤɨɧɬɪɨɥɶ ɤɨɧɮɢɝɭɪɚɰɢɣ 

Ʉɨɦɩɥɟɤɫɧɚɹ 
ɨɰɟɧɤɚ ɡɚɳɢɳɟɧɧɨɫɬɢ 

Ⱥɜɬɨɦɚɬɢɡɚɰɢɹ 
ɤɨɧɬɪɨɥɹ ɫɨɨɬɜɟɬɫɬɜɢɹ ɬɪɟɛɨɜɚɧɢɹɦ 

Ɍɟɯɧɢɱɟɫɤɢɟ 
ɢ ɜɵɫɨɤɨɭɪɨɜɧɟɜɵɟ ɨɬɱɟɬɵ 

ȿɠɟɞɧɟɜɧɨ ɨɛɧɨɜɥɹɟɦɚɹ  
ɛɚɡɚ ɡɧɚɧɢɣ 

ɩɪɨɞɭɤɬ ɝɨɞɚ ɜ ɤɚɬɟɝɨɪɢɢ                   
Vulnerability Management ɩɨ ɜɟɪɫɢɢ ɛɪɢɬɚɧɫɤɨɣ 

ɩɪɟɦɢɢ Cyber Security Awards 2016 

1 

2 

3 

4 

5 



Ɏɭɧɤɰɢɢ ɫɢɫɬɟɦɵ 

Ȼɟɫɩɪɨɜɨɞɧɵɟ            
ɢ VOIP-ɫɟɬɢ 

Ɋɭɤɨɜɨɞɢɬɟɥɢ 

ɋɩɟɰɢɚɥɢɫɬɵ ɩɨ ɂȻ ɋɩɟɰɢɚɥɢɫɬɵ ɩɨ ɂɌ 

Ⱥɭɞɢɬɨɪɵ 

Ʉɨɪɩ. ɩɨɥɢɬɢɤɢ PCI,  ISO ɢ ɞɪ. 

• ɋɧɢɠɟɧɢɟ ɱɟɥɨɜɟɱɟɫɤɨɝɨ 
ɮɚɤɬɨɪɚ ɡɚ ɫɱɟɬ 
ɚɜɬɨɦɚɬɢɡɚɰɢɢ 

• KPI ɨɬɱɟɬɧɨɫɬɶ  
ɩɨ ɛɢɡɧɟɫ-ɩɨɞɪɚɡɞɟɥɟɧɢɹɦ  

• ɋɨɨɬɜɟɬɫɬɜɢɟ  
ɫɬɚɧɞɚɪɬɚɦ ɨɪɝɚɧɢɡɚɰɢɢ 

• Ⱦɚɧɧɵɟ ɨ ɬɟɤɭɳɟɦ 
ɭɪɨɜɧɟ ɡɚɳɢɳɟɧɧɨɫɬɢ 

Ȼɚɡɚ ɡɧɚɧɢɣ 

Ʉɨɧɬɪɨɥɶ  
ɡɚɳɢɳɟɧɧɨɫɬɢ 

Ʉɨɧɬɪɨɥɶ ɫɨɨɬɜɟɬɫɬɜɢɹ  
ɫɬɚɧɞɚɪɬɚɦ 

Ʉɥɸɱɟɜɵɟ ɩɨɤɚɡɚɬɟɥɢ 

ɷɮɮɟɤɬɢɜɧɨɫɬɢ 

Ʉɨɧɬɪɨɥɶ  
ɢɡɦɟɧɟɧɢɣ 

• Ʉɨɦɩɥɟɤɫɧɵɣ ɢɧɫɬɪɭɦɟɧɬ  
ɞɥɹ ɨɰɟɧɤɢ ɡɚɳɢɳɟɧɧɨɫɬɢ 

• ɉɨɞɞɟɪɠɤɚ ɨɫɧɨɜɧɵɯ 
ɦɟɠɞɭɧɚɪɨɞɧɵɯ ɫɬɚɧɞɚɪɬɨɜ 

• ɇɚɫɬɪɚɢɜɚɟɦɚɹ ɫɢɫɬɟɦɚ  
ɨɬɱɟɬɧɨɫɬɢ 

• ɉɪɨɫɬɨɬɚ ɜɧɟɞɪɟɧɢɹ 
• ɂɧɜɟɧɬɚɪɢɡɚɰɢɹ ɪɟɫɭɪɫɨɜ ɂɌ 
• Ɋɟɤɨɦɟɧɞɚɰɢɢ ɩɨ ɭɫɬɪɚɧɟɧɢɸ   
• Ɉɬɱɟɬɧɨɫɬɶ ɩɨ ɨɛɧɨɜɥɟɧɢɹɦ 

• ȼɵɹɜɥɟɧɢɟ ɭɹɡɜɢɦɨɫɬɟɣ 
• ɍɩɪɚɜɥɟɧɢɟ ɫɨɨɬɜɟɬɫɬɜɢɟɦ 

ɫɬɚɧɞɚɪɬɚɦ 
• Ʉɨɧɬɪɨɥɶ ɫɨɨɬɜɟɬɫɬɜɢɹ ɩɨɥɢɬɢɤɚɦ 
• Ʉɨɧɬɪɨɥɶ ɭɫɬɪɚɧɟɧɢɹ ɭɹɡɜɢɦɨɫɬɟɣ  

ɂɧɮɪɚɫɬɪɭɤɬɭɪɚ   
ɫɟɬɢ ɢ ɫɢɫɬɟɦɵ 

Ȼɚɡɚ 

Ⱦɚɧɧɵɯ 
ɉɪɢɥɨɠɟɧɢɹ 

 

ERP-ɫɢɫɬɟɦɵ 

 

ȼɟɛ- 

ɩɪɢɥɨɠɟɧɢɹ 



MaxPatrol 8.  
Ɉɫɨɛɵɟ ɫɰɟɧɚɪɢɢ ɢɫɩɨɥɶɡɨɜɚɧɢɹ 

 



Ⱦɨɩɨɥɧɢɬɟɥɶɧɵɟ ɫɰɟɧɚɪɢɢ 

R/3 

R/3  
ENTERPRISE 

ERP Ⱥɋɍ Ɍɉ ɌȿɅȿɄɈɆ 

NetWeaverTM 



MaxPatrol 8 ɞɥɹ SCADA 

MaxPatrol ɢɦɟɟɬ ɜɫɬɪɨɟɧɧɵɟ ɩɪɨɜɟɪɤɢ ɞɥɹ 
ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɨɝɨ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ, ɬɚɤɨɝɨ ɤɚɤ 
Cisco Connected Grid, ɪɟɚɥɢɡɭɟɬ ɩɨɞɞɟɪɠɤɭ Modbus, S7, 

DNP3, IEC104 ɢ ɞɪɭɝɢɯ ɩɪɨɦɵɲɥɟɧɧɵɯ ɩɪɨɬɨɤɨɥɨɜ.  

Ȼɚɡɚ ɡɧɚɧɢɣ ɫɨɞɟɪɠɢɬ ɛɨɥɟɟ 30 000 ɩɪɨɜɟɪɨɤ 

ɧɚ ɭɹɡɜɢɦɨɫɬɢ ɢ ɬɪɟɛɨɜɚɧɢɹ ɩɨ ɛɟɡɨɩɚɫɧɨɫɬɢ ɞɥɹ 
HMI/SCADA, PLC, RTU ɜɟɞɭɳɢɯ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ:  

Siemens, Schneider Electric,  

Rockwell Automation, ABB.  

 



MaxPatrol 8 ɞɥɹ Ɍɟɥɟɤɨɦ 

0 

ɍɋɌɊȺɇȿɇɂȿ ɉȿɌȿɅɖ  
ɄɈɆɆɍɌȺɐɂɂ HUAWEI 

ɉɈɋɌɊɈȿɇɂȿ  
ɌɈɉɈɅɈȽɂɂ MEN-ɋȿɌȿɃ 

ɄɈɇɌɊɈɅɖ ɋɈɈɌȼȿɌɋɌȼɂə 

LOW LEVEL DESIGN 

ȺɍȾɂɌ  
MEN-ɋȿɌȿɃ 

1 

3 

GGSN 

RNC 

Node B 

2 

4 



MaxPatrol 8 ɞɥɹ SAP 

ɂɇȼȿɇɌȺɊɂɁȺɐɂə 

ɄɈɆɉɈɇȿɌɈȼ ɋɂɋɌȿɆɕ 

 ɫɟɪɜɟɪɵ ɩɪɢɥɨɠɟɧɢɣ SAP 

 ɫɟɪɜɟɪɵ ɋɍȻȾ 

 ɪɚɛɨɱɢɟ ɫɬɚɧɰɢɢ 

 ɫɟɬɟɜɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ 

 ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ 

ɋɈɈɌȼȿɌɋȼɂȿ ɌɊȿȻɈȼȺɇɂəɆ 
ɌȿɏɇɂɑȿɋɄɂɏ ɋɌȺɇȾȺɊɌɈȼ 

 ɞɥɹ ɩɪɢɤɥɚɞɧɨɝɨ  
 ɞɥɹ ɫɢɫɬɟɦɧɨɝɨ  
 ɞɥɹ ɫɟɬɟɜɨɝɨ  
 ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɝɨ ɭɪɨɜɧɟɣ 

ȺɇȺɅɂɁ ɄɈɇɎɂȽɍɊȺɐɂɃ 

ɋɂɋɌȿɆɕ ɂ ȿȿ ɄɈɆɉɈɇȿɌɈȼ 

 ɫɢɫɬɟɦɧɵɟ ɩɚɪɚɦɟɬɪɵ  
 ɛɢɡɧɟɫ ɦɨɞɭɥɢ (ERP, HR, MM) 

 ɫɟɪɜɢɫɵ SAP ɫɢɫɬɟɦɵ 

 ɧɚɫɬɪɨɣɤɢ ɲɢɮɪɨɜɚɧɢɹ  
 ɧɟɢɫɩɨɥɶɡɭɟɦɵɟ RFC-ɫɨɟɞɢɧɟɧɢɹ 

 ɫɬɚɬɭɫ ɭɱɟɬɧɵɯ ɡɚɩɢɫɟɣ ɢ ɤɪɢɬɢɱɧɵɟ 
ɩɨɥɧɨɦɨɱɢɹ 

ȼɕəȼɅȿɇɂȿ ɂ ɍɋɌɊȺɇȿɇɂȿ 
ɌȿɏɇɂɑȿɋɄɂɏ ɍəɁȼɂɆɈɋɌȿɃ 

 SAP R/3 ɢ SAP R/3 Enterprise; 

 SAP NetWeaver AS ABAP; 

 SAP NetWeaver AS JAVA; 

 Ȼɢɡɧɟɫ ɦɨɞɭɥɟɣ SAP 

 SAPRouter 



Offline-ɫɤɚɧɧɟɪ 

Ʉɨɦɩɨɧɟɧɬ offline-ɫɤɚɧɟɪ ɩɪɟɞɧɚɡɧɚɱɟɧ  
ɞɥɹ ɫɤɚɧɢɪɨɜɚɧɢɹ ɭɡɥɨɜ, ɢɡɨɥɢɪɨɜɚɧɧɵɯ  
ɨɬ ɥɨɤɚɥɶɧɨɣ ɫɟɬɢ. 

Ɉɧ ɩɨɡɜɨɥɹɟɬ ɩɪɨɢɡɜɟɫɬɢ ɩɨɥɧɨɰɟɧɧɨɟ 
ɫɤɚɧɢɪɨɜɚɧɢɟ Windows-ɫɢɫɬɟɦ ɜ ɪɟɠɢɦɚɯ 
pentest, audit, compliance, forensic. 

ɋɤɚɧɢɪɭɸɳɢɣ offline-ɦɨɞɭɥɶ ɪɚɡɦɟɳɚɟɬɫɹ 
ɧɚ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɨɦ USB-ɧɨɫɢɬɟɥɟ.  

 



ɉɨɞɞɟɪɠɢɜɚɟɦɵɟ ɫɢɫɬɟɦɵ 

Ȼɚɡɵ 

ɞɚɧɧɵɯ 

ɋɪɟɞɫɬɜɚ  
ɛɟɡɨɩɚɫɧɨɫɬɢ 

1000+ 

ɂɧɮɪɚɫɬɪɭɤɬɭɪɧɵɟ 

ɩɪɢɥɨɠɟɧɢɹ 

ɇɚɫɬɨɥɶɧɵɟ 

ɩɪɢɥɨɠɟɧɢɹ 

Ɉɩɟɪɚɰɢɨɧɧɵɟ 

ɫɢɫɬɟɦɵ 

ɋɟɬɟɜɨɟ 
ɨɛɨɪɭɞɨɜɚɧɢɟ 

Ɋɟɲɟɧɢɹ  

ɜɢɪɬɭɚɥɢɡɚɰɢɢ 

ɫɢɫɬɟɦ,  
ɫ ɤɨɬɨɪɵɦɢ ɭɦɟɟɬ ɪɚɛɨɬɚɬɶ MaxPatrol 8, ɫɪɟɞɢ ɧɢɯ: 

ViPNet 



ɋɯɟɦɚ ɪɚɛɨɬɵ 

1 

ɈɌɑȿɌɇɈɋɌɖ 

ɍɉɊȺȼɅȿɇɑȿɋɄȺə 

ȺɇȺɅɂɌɂɑȿɋɄȺə 

ɌȿɏɇɂɑȿɋɄȺə 

 ɋɨɨɬɜɟɬɫɬɜɢɟ ɫɬɚɧɞɚɪɬɚɦ 

 ɂɧɜɟɧɬɚɪɢɡɚɰɢɹ ɚɤɬɢɜɨɜ 

 Ⱦɢɧɚɦɢɤɚ ɢɡɦɟɧɟɧɢɣ 

 Ⱦɚɧɧɵɟ ɩɨ ɭɹɡɜɢɦɨɫɬɹɦ 

COMPLIANCE 

AUDIT 

PENTEST 

• Ʉɨɧɬɪɨɥɶ 

ɫɨɨɬɜɟɬɫɬɜɢɹ 

ɫɬɚɧɞɚɪɬɚɦ 

• ɋɢɫɬɟɦɧɵɟ ɩɪɨɜɟɪɤɢ 

• Ⱥɧɚɥɢɡ ɤɨɧɮɢɝɭɪɚɰɢɣ 

• Ⱥɧɚɥɢɡ ɉɈ 

• ɂɧɜɟɧɬɚɪɢɡɚɰɢɹ 

• ɉɨɢɫɤ ɭɹɡɜɢɦɨɫɬɟɣ 

• ɋɟɬɟɜɨɟ ɫɤɚɧɢɪɨɜɚɧɢɟ 

• Ⱥɭɞɢɬ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɣ 

• ɋɤɚɧɢɪɨɜɚɧɢɟ ɋɍȻȾ 

ɊȿɋɍɊɋɕ 

ɇɚɫɬɨɥɶɧɵɟ 
ɉɪɢɥɨɠɟɧɢɹ 

Ɉɩɟɪɚɰɢɨɧɧɵɟ 
ɫɢɫɬɟɦɵ 

ɋɟɬɟɜɨɟ 
ɨɛɨɪɭɞɨɜɚɧɢɟ 

ɋɍȻȾ 

SAP  ȼȿȻ 

ȼɢɪɬɭɚɥɶɧɵɟ 
ɫɪɟɞɵ 

VPN 

Ⱥɋɍ Ɍɉ Ⱥɧɬɢɜɢɪɭɫɵ 

PCI DSS, ISO 27001, 

ɉɟɪɫɨɧɚɥɶɧɵɟ ɞɚɧɧɵɟ 

Ʉɨɪɩɨɪɚɬɢɜɧɵɟ 

 ɫɬɚɧɞɚɪɬɵ 

Ȼɚɡɚ ɡɧɚɧɢɣ 
ɭɹɡɜɢɦɨɫɬɟɣ  

ɢ ɉɈ 



Ɋɟɠɢɦ Pentest 

• Ⱥɧɚɥɢɡ ɜ ɪɟɠɢɦɟ «ɱɟɪɧɨɝɨ ɹɳɢɤɚ» 

 
• Ɉɩɪɟɞɟɥɹɟɬ ɭɹɡɜɢɦɨɫɬɢ: 

• ɩɭɬɟɦ ɚɧɚɥɢɡɚ ɫɨɨɛɳɟɧɢɣ (ɛɚɧɧɟɪɨɜ) 

• ɢɫɩɨɥɶɡɭɹ ɥɨɝɢɤɭ ɪɚɛɨɬɵ ɷɤɫɩɥɨɣɬɨɜ 

• ɷɜɪɢɫɬɢɱɟɫɤɢɦɢ ɦɟɬɨɞɚɦɢ 

 
• Ⱥɧɚɥɢɡɢɪɭɟɬ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɹ 

• ɉɟɪɟɛɢɪɚɟɬ ɩɚɪɨɥɢ 

• Ⱦɢɚɝɧɨɫɬɢɪɭɟɬ ɫɟɬɟɜɵɟ ɫɥɭɠɛɵ 



Ɋɟɠɢɦ Pentest (ɫɤɪɢɧɲɨɬ) 



Ɋɟɠɢɦ Audit 

• ɇɟ ɬɪɟɛɭɟɬ ɭɫɬɚɧɨɜɤɢ ɚɝɟɧɬɚ 

• ɂɫɩɨɥɶɡɭɟɬ ɫɬɚɧɞɚɪɬɧɵɟ ɩɪɨɬɨɤɨɥɵ 
ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ 

• ɂɧɜɟɧɬɚɪɢɡɚɰɢɹ ɚɩɩɚɪɚɬɧɨɝɨ ɢ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɨɛɟɫɩɟɱɟɧɢɹ 

• ɉɪɨɜɟɪɤɢ ɧɚɥɢɱɢɹ ɨɛɧɨɜɥɟɧɢɣ ɛɟɡɨɩɚɫɧɨɫɬɢ  

• ȼɵɹɜɥɟɧɢɟ ɧɚɥɢɱɢɹ ɭɹɡɜɢɦɨɫɬɟɣ ɢ ɨɲɢɛɨɤ 
ɤɨɧɮɢɝɭɪɚɰɢɣ 

• Ⱥɧɚɥɢɡ ɤɨɧɮɢɝɭɪɚɰɢɢ 

• Ʉɨɧɬɪɨɥɶ ɭɱɟɬɧɵɯ ɡɚɩɢɫɟɣ 

• Ʉɨɧɬɪɨɥɶ ɢɡɦɟɧɟɧɢɣ 

 



Ɋɟɠɢɦ Audit (ɫɤɪɢɧɲɨɬ) 



Ɋɟɠɢɦ Audit (ɫɤɪɢɧɲɨɬ) 



Ɋɟɠɢɦ Compliance 

• Ȼɨɥɟɟ 150 ɜɫɬɪɨɟɧɧɵɯ ɫɬɚɧɞɚɪɬɨɜ 

• Ⱥɜɬɨɦɚɬɢɱɟɫɤɨɟ ɨɩɪɟɞɟɥɟɧɢɟ ɫɨɨɬɜɟɬɫɬɜɢɹ 
ɩɪɢɦɟɧɢɦɵɦ ɫɬɚɧɞɚɪɬɚɦ 

• ɉɨɞɞɟɪɠɤɚ ɜɵɫɨɤɨɭɪɨɜɧɟɜɵɯ ɫɬɚɧɞɚɪɬɨɜ  
ɢ ɬɪɟɛɨɜɚɧɢɣ ɪɟɝɭɥɹɬɨɪɨɜ 

• 152-ɎɁ «Ɉ ɩɟɪɫɨɧɚɥɶɧɵɯ ɞɚɧɧɵɯ» 

• ɋɌɈ ȻɊ ɂȻȻɋ 

• PCI DSS  

• ISO 27001/27002 

• ɉɪɢɤɚɡɵ ɎɋɌɗɄ 17, 21, 31 

 
• Ʉɨɧɬɪɨɥɶ ɜɵɩɨɥɧɟɧɢɹ ɫɨɛɫɬɜɟɧɧɵɯ 

ɤɨɪɩɨɪɚɬɢɜɧɵɯ ɩɪɚɜɢɥ ɛɟɡɨɩɚɫɧɨɫɬɢ 



Ɋɟɠɢɦ Compliance (ɫɤɪɢɧɲɨɬ) 



Ɋɟɠɢɦ Compliance (ɫɤɪɢɧɲɨɬ) 



Ⱦɨɩɨɥɧɢɬɟɥɶɧɵɟ ɜɨɡɦɨɠɧɨɫɬɢ 

Ʉɨɧɬɪɨɥɶ 
ɭɫɬɚɧɨɜɥɟɧɧɨɝɨ ɉɈ 

Ʉɨɧɬɪɨɥɶ  
ɩɚɪɨɥɶɧɨɣ ɩɨɥɢɬɢɤɢ 

Ʉɨɧɬɪɨɥɶ  
ɫɟɬɟɜɵɯ ɧɚɫɬɪɨɟɤ 

Ʉɨɧɬɪɨɥɶ  
ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ 

Ʉɨɧɬɪɨɥɶ ɩɨɞɤɥɸɱɟɧɧɵɯ  
USB-ɭɫɬɪɨɣɫɬɜ 

Ʉɨɧɬɪɨɥɶ  
ɰɟɥɨɫɬɧɨɫɬɢ 



Ʉɨɧɬɪɨɥɶ ɢɡɦɟɧɟɧɢɣ 

1 

Ⱦɢɮɮɟɪɟɧɰɢɚɥɶɧɵɟ ɨɬɱɟɬɵ – ɭɜɟɞɨɦɥɟɧɢɟ ɨɛ ɢɡɦɟɧɟɧɢɹɯ ɜ ɢɧɮɪɚɫɬɪɭɤɬɭɪɟ: 

ɋɦɟɧɚ 

ɩɚɪɨɥɹ 

2 

3 
ɂɡɦɟɧɟɧɢɟ 
ɤɨɧɬɪɨɥɶɧɵɯ 
ɫɭɦɦ ɮɚɣɥɨɜ 

Ɇɨɞɢɮɢɤɚɰɢɹ 

ɫɩɢɫɤɨɜ ɤɨɧɬɪɨɥɹ 

ɞɨɫɬɭɩɚ 



ɂɧɬɟɝɪɚɰɢɨɧɧɵɟ ɜɨɡɦɨɠɧɨɫɬɢ 

• ɍɩɪɚɜɥɟɧɢɟ ɚɤɬɢɜɚɦɢ 

• Help Desk ɫɢɫɬɟɦɵ 

• ɍɩɪɚɜɥɟɧɢɟ ɪɢɫɤɚɦɢ 

• ɍɩɪɚɜɥɟɧɢɟ ɭɫɬɚɧɨɜɤɨɣ ɢɫɩɪɚɜɥɟɧɢɣ 

• SIM/SIEM 

• IDM 

 



Ⱥɪɯɢɬɟɤɬɭɪɚ Maxpatrol 8 

ɄɈɆɉɈɇȿɇɌɕ 

MP Mobile Server 

MP Server 

MP Console 

MP Scanner 

MP Local Update Server 

MP Consolidator 



ȼɫɬɪɨɟɧɧɵɟ ɨɬɱɟɬɵ  



Ⱥɧɚɥɢɬɢɱɟɫɤɢɣ ɨɧɥɚɣɧ-ɩɨɪɬɚɥ: ɨɛɳɚɹ ɤɚɪɬɢɧɚ  



Ⱥɧɚɥɢɬɢɱɟɫɤɢɣ ɨɧɥɚɣɧ-ɩɨɪɬɚɥ: ɞɟɬɚɥɢɡɚɰɢɹ 



Ɉɛɨɫɧɨɜɚɧɢɟ ɜɧɟɞɪɟɧɢɹ 

ɉɪɢɦɟɧɟɧɢɟ MaxPatrol 8 ɩɨɡɜɨɥɹɟɬ ɜɵɩɨɥɧɢɬɶ ɪɹɞ ɬɪɟɛɨɜɚɧɢɣ ɪɟɝɭɥɹɬɨɪɨɜ: 

 

• ɉɪɢɤɚɡ ɎɋɌɗɄ №17 ɨɬ 11.02.2013ɝ.  
«Ɉɛ ɭɬɜɟɪɠɞɟɧɢɢ ɬɪɟɛɨɜɚɧɢɣ ɨ ɡɚɳɢɬɟ ɢɧɮɨɪɦɚɰɢɢ, ɧɟ ɫɨɫɬɚɜɥɹɸɳɟɣ ɝɨɫɭɞɚɪɫɬɜɟɧɧɭɸ ɬɚɣɧɭ» 

• ɉɪɢɤɚɡ ɎɋɌɗɄ №21 ɨɬ 18.02.2013ɝ.  
«Ɉɛ ɭɬɜɟɪɠɞɟɧɢɢ ɫɨɫɬɚɜɚ ɢ ɫɨɞɟɪɠɚɧɢɹ ɨɪɝɚɧɢɡɚɰɢɨɧɧɵɯ ɢ ɬɟɯɧɢɱɟɫɤɢɯ ɦɟɪ ɩɨ ɨɛɟɫɩɟɱɟɧɢɸ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɩɟɪɫɨɧɚɥɶɧɵɯ ɞɚɧɧɵɯ ɩɪɢ ɢɯ ɨɛɪɚɛɨɬɤɟ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ 

ɩɟɪɫɨɧɚɥɶɧɵɯ ɞɚɧɧɵɯ» 

• ɉɪɢɤɚɡ ɎɋɌɗɄ №31 ɨɬ 14.03.2014ɝ.  
«Ɉɛ ɭɬɜɟɪɠɞɟɧɢɢ ɬɪɟɛɨɜɚɧɢɣ ɤ ɨɛɟɫɩɟɱɟɧɢɸ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɜ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ ɫɢɫɬɟɦɚɯ 
ɭɩɪɚɜɥɟɧɢɹ ɩɪɨɢɡɜɨɞɫɬɜɟɧɧɵɦɢ ɢ ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɦɢ ɩɪɨɰɟɫɫɚɦɢ ɧɚ ɤɪɢɬɢɱɟɫɤɢ ɜɚɠɧɵɯ ɨɛɴɟɤɬɚɯ, 
ɩɨɬɟɧɰɢɚɥɶɧɨ ɨɩɚɫɧɵɯ ɨɛɴɟɤɬɚɯ, ɚ ɬɚɤ ɠɟ ɨɛɴɟɤɬɚɯ, ɩɪɟɞɫɬɚɜɥɹɸɳɢɯ ɩɨɜɵɲɟɧɧɭɸ ɨɩɚɫɧɨɫɬɶ ɞɥɹ ɠɢɡɧɢ 
ɢ ɡɞɨɪɨɜɶɹ ɥɸɞɟɣ ɢ ɞɥɹ ɨɤɪɭɠɚɸɳɟɣ ɩɪɢɪɨɞɧɨɣ ɫɪɟɞɵ» 

 



Ɉɛɨɫɧɨɜɚɧɢɟ ɜɧɟɞɪɟɧɢɹ 

ɉɪɢɦɟɧɟɧɢɟ MaxPatrol 8 ɩɨɡɜɨɥɹɟɬ ɜɵɩɨɥɧɢɬɶ ɪɹɞ ɬɪɟɛɨɜɚɧɢɣ ɪɟɝɭɥɹɬɨɪɨɜ: 

 

• Ɋɋ ȻɊ ɂȻȻɋ – 2.6-2014.  

«Ɋɟɤɨɦɟɧɞɚɰɢɢ ɜ ɨɛɥɚɫɬɢ ɫɬɚɧɞɚɪɬɢɡɚɰɢɢ Ȼɚɧɤɚ Ɋɨɫɫɢɢ «Ɉɛɟɫɩɟɱɟɧɢɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɪɝɚɧɢɡɚɰɢɣ ɛɚɧɤɨɜɫɤɨɣ ɫɢɫɬɟɦɵ Ɋɨɫɫɢɣɫɤɨɣ Ɏɟɞɟɪɚɰɢɢ. 
Ɉɛɟɫɩɟɱɟɧɢɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɧɚ ɫɬɚɞɢɹɯ ɠɢɡɧɟɧɧɨɝɨ ɰɢɤɥɚ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɯ 
ɛɚɧɤɨɜɫɤɢɯ ɫɢɫɬɟɦ»  

• Payment Card Industry Data Security Standard (PCI DSS v3.2).  

«Ɍɪɟɛɨɜɚɧɢɹ ɢ ɩɪɨɰɟɞɭɪɵ ɚɭɞɢɬɚ ɛɟɡɨɩɚɫɧɨɫɬɢ» 

• ISO/IEC 27001/27002.  

«ɋɢɫɬɟɦɵ ɦɟɧɟɞɠɦɟɧɬɚ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ», «ɋɜɨɞ ɪɟɤɨɦɟɧɞɭɟɦɵɯ ɩɪɚɜɢɥ 

ɞɥɹ ɭɩɪɚɜɥɟɧɢɹ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɶɸ» 

 



ɉɪɟɢɦɭɳɟɫɬɜɚ ɢɫɩɨɥɶɡɨɜɚɧɢɹ Maxpatrol 8 

Ɋɟɝɭɥɹɪɧɚɹ ɨɰɟɧɤɚ 
ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɪɚɛɨɬɵ 
ɨɬɞɟɥɨɜ ɂɌ ɢ ɂȻ 

Ⱥɜɬɨɦɚɬɢɡɚɰɢɹ  
ɩɨɢɫɤɚ ɢ ɭɫɬɪɚɧɟɧɢɹ 
ɭɹɡɜɢɦɨɫɬɟɣ 

Ɉɩɬɢɦɢɡɚɰɢɹ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ 
ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ 

ɋɨɤɪɚɳɟɧɢɟ 
ɮɢɧɚɧɫɨɜɵɯ  
ɡɚɬɪɚɬ 

KPI 

ɋɬɚɧɞɚɪɬɵ  
ɂȻ ɞɥɹ ɂɋ  
ɢ ɩɪɢɤɥɚɞɧɨɝɨ ɉɈ 

ɉɨɜɵɲɟɧɢɹ ɭɪɨɜɧɹ 
ɡɚɳɢɳɟɧɧɨɫɬɢ ɂɋ 



MaxPatrol 8.  
ɉɢɥɨɬɧɵɣ ɩɪɨɟɤɬ 



ɑɬɨ ɧɭɠɧɨ ɞɥɹ ɩɢɥɨɬɚ 

• ɉɨɥɧɨɫɬɶɸ ɡɚɩɨɥɧɟɧɚ ɚɧɤɟɬɚ 

 

• ɉɨɥɭɱɟɧɨ ɤɨɦɦɟɪɱɟɫɤɨɟ 
ɢ ɬɟɯɧɢɱɟɫɤɨɟ ɨɞɨɛɪɟɧɢɟ ɨɬ PT 

 

• ɋɨɫɬɚɜɥɟɧ ɩɥɚɧ ɩɢɥɨɬɚ 

 

• ɇɚɡɧɚɱɟɧɚ ɞɚɬɚ ɧɚɱɚɥɚ ɩɪɨɟɤɬɚ 

 

 



ɉɪɢɦɟɪɧɵɣ ɩɥɚɧ 

2-ɚɹ  
ɧɟɞɟɥɹ 

3-ɚɹ  
ɧɟɞɟɥɹ 

4-ɚɹ  
ɧɟɞɟɥɹ 

ȼɄɅɘɑȿɇɂȿ 

ɊȺȻɈɌȺ 

ɊȿɁɍɅɖɌȺɌ 

ɍɋɌȺɇɈȼɄȺ 

ɉȿɊȼɈɇȺɑȺɅɖɇȺə 
ɇȺɋɌɊɈɃɄȺ 

ɉɂɅɈɌɇȺə ɗɄɋɉɅɍȺɌȺɐɂə. 
ȼɕɉɈɅɇȿɇɂȿ ɋɐȿɇȺɊɂȿȼ 

1-ɚɹ  
ɧɟɞɟɥɹ 

ɋȻɈɊ ȾȺɇɇɕɏ  
ȾɅə ɈɌɑȿɌȺ 

ɉɊȿɁȿɇɌȺɐɂə  
ɂɌɈȽɈȼ 



ɋɩɚɫɢɛɨ ɡɚ ɜɧɢɦɚɧɢɟ! 

ptsecurity.ru 


