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Contfinuous Security

OnpocHuk Qualys

Bonpoc

Ckonbko yctponcts (Win, *nix, Mac, AlX) Hago
MHBEHTapusMpoBaTb ¢ nomoLybio Cloud Agents?

OTBeT

KommeHTapumu

Ckonbko BHelHUx |P 6yaeT ckaHmpoBaTbCst Ha
ysssumoctn? (Mogynb Vulnerability Management)

Ckonbko BHelwHux IP nnaHupyeTcs HenpepbiBHO
MoHuTOpUTL? (Moaynb Continuous Monitoring -
gononHeHuve K VM)

Ckonbko BHYTpeHHMX IP ByaeT ckaHupoBaTbCsi Ha
YA3BMMOCTM (KaK C MOMOLLbIO areHTHOro MeToaa, Tak u
©esareHTHO)? (Mogynb Vulnerability Management)

Ckonbko komnbtoTepoB (Win, *nix, Mac, AlX) 6yaget
CKaHMpOBaTbCS Ha ya3BUMOCTK ¢ nomoLlbio Cloud
Agents?

Ckonbko BHYTpeHHUX IP nnaHupyeTcs HenpepbIBHO
MoHuTOpUTL? (Moayne Continuous Monitoring -
gononHeHve K VM)

HyxeH nu mogyne Threat Intelligence ot Qualys no
OMOBELLEHNIO O CaMbIX KpUTUYHBIX yrpo3ax? (Mogynb
Threat Protection — gononHexHne k VM)

TexHN4YecKne HaCTPOMKM CKOSMBbKMUX YCTPOMCTB ByayT
NpoBepPATLCS Ha cCooTBETCTBME cTaHgapTam CIS?
(Mogynb Security Configuration Assessment -
gononHeHve k VM)

TexHn4YecKkne HaCTPOMKN CKOSMbKUX YCTPOWCTB ByayT
NpoBepPATLCA Ha COOTBETCTBME NOOLIM CTaHAapTam
KOHGUrypaLmm ¢ BO3MOXHOCTbIO CO3aHNS
cobcTBeHHbIX NpoBepok? (Mogynb Policy Compliance)

TexHnyeckue HacTponku ckonbkux yctpomncts (Win,
*nix, Mac, AlX) 6ygyT npoBepsiTbCA Ha COOTBETCTBUE
nobbiM cTaHgapTam koHdurypauum ¢ nomotlbto Cloud
Agents?

CKonbKo BMPTYaribHbIX CKaHEpOB HeobxoaMmMo (ans
©e3areHTHOro CKaHMPOBaHUSA BHYTPEHHUX IP)?

Ckonbko BeG-MpunoxeHun 6yget ckaHMpoBaTbCA Ha
yassumoctn? (Moagynb Web Application Scanning)

Ckonbko BeG-npunoxeHui 6yaeT sawmwaTbes ¢
nomowbto WAF? (Mogyns Web Application Firewall)

[ns cKONMbKUX BHELLHUX aapecoB HeobXxoammo
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nposoauTtb ASV ckaHnpoBaHue no TpebosaHuam PCI
DSS? (Mogynb PCI Compliance)

HyxeH nn API? (MIHTerpaums co CTOPOHHUMMA
cucTtemMamu, BO3MOXHOCTb NMOSMTHOW HACTPOWKU U
yrNpaBneHUs HaWMMK NpogyKTamm)

HyxeH nn moaynb ONPOCHMKOB A1 OLEHKM NPOLLEeCCOB
BesonacHOCTM y NOCTaBLUMKOB/KOHTpareHToB? [ns
ckonbkux nonb3oBartenen? (Moaynb Security
Assessment Questionnaire)

Ha ckonbkux ycTponcTBax Hago OoTCrexuBaTtb
nHaukaTopbl komnpomeHTaumm (I0C)? (Mogynb
Indication of Compromise)

Ha ckonbkux ycTponcTeax Hago ocyLLecTBNATb
HenpepbIBHbIA KOHTPOSIb LLENOCTHOCTN (hansoB 1
aunpekropun? (Mogyne File Integrity Monitoring)
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